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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommended Standards and are not considered
binding on any Agency.

This Recommended Standard is issued by, and represents the consensus of, the CCSDS
members. Endorsement of this Recommendation is entirely voluntary. Endorsement,
however, indicates the following understandings:

0 Whenever a member establishes a CCSDS-related standard, this standard will be in
accord with the relevant Recommended Standard. Establishing such a standard does
not preclude other provisions which a member may develop.

0 Whenever a member establishes a CCSDS-related standard, that member will provide
other CCSDS members with the following information:

-- The standard itself.
-- The anticipated date of initial operational capability.
-- The anticipated duration of operational service.

0 Specific service arrangements shall be made via memoranda of agreement. Neither this
Recommended Standard nor any ensuing standard is a substitute for a memorandum
of agreement.

No later than five years from its date of issuance, this Recommended Standard will be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) be changed to reflect the impact of new technologies, new requirements, or new directions;
or (3) be retired or canceled.

In those instances when a new version of a Recommended Standard is issued, existing
CCSDS-related member standards and implementations are not negated or deemed to be non-
CCSDS compatible. It is the responsibility of each member to determine when such standards
or implementations are to be modified. Each member is, however, strongly encouraged to
direct planning for its new standards and implementations towards the later version of the
Recommended Standard.
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FOREWORD

This document is a Recommended Standard for use in developing flight and ground systems
for space missions and has been prepared by the Consultative Committee for Space Data
Systems (CCSDS). The Encapsulation Service described herein is intended for missions that
are cross-supported between Agencies of the CCSDS.

This Recommended Standard specifies a communications service to be used by space
missions to transfer protocol data units that are not directly transferred by the Space Data Link
Protocols (references [1]-[4]) over a ground-to-space or space-to-space communications link.
The data units transferred with this service are encapsulated in Encapsulation Packets, defined
in this document.

This Recommended Standard is developed from the Encapsulation Service that was defined
in the Advanced Orbiting Systems (AOS) Recommended Standard (reference [B2]). In this
Recommended Standard, that service is re-defined so that it can be used with any of the
Space Data Link Protocols (references [1]-[5]). Also, the Encapsulation Packet that was
defined in references [B2]-[B4] is included in this Recommended Standard as an alternative
packet structure for encapsulation.

Through the process of normal evolution, it is expected that expansion, deletion or modification
to this document may occur. This Recommended Standard is therefore subject to CCSDS
document management and change control procedures, as defined in reference [B1]. Current
versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed to the CCSDS
Secretariat at the address indicated on page i.
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1 INTRODUCTION
1.1 PURPOSE

The purpose of this Recommended Standard is to specify the Encapsulation Packet Protocol
(EPP). This protocol is used to encapsulate higher layer protocol data units that are recognized
by CCSDS over applicable ground-to-space or space-to-ground or space-to-space
communications links using Space Data Link Protocols (references [1]-[5]) .

1.2 SCOPE

This Recommended Standard defines the Encapsulation Packet Protocol in terms of:
a) the service primitives provided to the users of this protocol;
b) the protocol data units employed by the service provider; and

c) the procedures performed by the service provider.

It does not specify:
a) individual implementations or products;
b) the implementation of service interfaces within real systems;
c) the methods or technologies required to perform the procedures; or

d) the management activities required to configure and control the service.

1.3 APPLICABILITY

This Recommended Standard applies to the creation of Agency standards and to the future data
communications over space links between CCSDS Agencies in cross-support situations. The
Recommended Standard includes comprehensive specification of the service for inter-Agency
cross support. It is neither a specification of, nor a design for, real systems that may be
implemented for existing or future missions.

The Recommended Standard specified in this document is to be invoked through the normal
standards programs of each CCSDS Agency, and is applicable to those missions for which
cross support based on capabilities described in this Recommended Standard is anticipated.
Where mandatory capabilities are clearly indicated in sections of the Recommended Standard,
they must be implemented when this document is used as a basis for cross support. Where
options are allowed or implied, implementation of these options is subject to specific bilateral
Cross support agreements between the Agencies involved.
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1.4 RATIONALE

The CCSDS Space Data Link protocols were primarily defined to carry application layer data
that could be directly inserted into the data field of the protocol. In order to allow these space
data link protocols to carry other protocol data units, such as internetworking protocols, or file
transfer or message transfer protocols, a ‘“shim” protocol was devised to specify
unambiguously how this is to be performed.

1.5 DOCUMENT STRUCTURE

This document is divided into five numbered sections and three annexes:

a) Section 1 presents the purpose, scope, applicability and rationale of this Recommended
Standard and lists the conventions, definitions, and references used throughout the
document;

b) Section 2 provides an overview of the Encapsulation Packet Protocol;
c) Section 3 defines the service primitives provided for this protocol;

d) Section 4 specifies the protocol data units and procedures employed by the service
provider;

e) Section 5 lists the managed parameters associated with this protocol;
f) Section 6 is discussion of security considerations pertinent to the specification;
g) Annex A lists all acronyms used within this document;

h) Annex B provides a list of informative references;

1.6 CONVENTIONS AND DEFINITIONS
1.6.1 DEFINITIONS

1.6.1.1 Definitions from the Open Systems Interconnection (OSI) Basic Reference
Model

This Recommended Standard makes use of a number of terms defined in reference [6]. The
use of those terms in this Recommended Standard shall be understood in a generic sense; i.e.,
in the sense that those terms are generally applicable to any of a variety of technologies that
provide for the exchange of information between real systems. Those terms are:

a) blocking;
b) connection;
c) entity;

d) flow control;
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e) protocol data unit;

f) real system;

g) segmenting;

h) service;

i) Service Access Point (SAP);
j) SAP address;

k) service data unit.

1.6.1.2 Definitions from OSI Service Definition Conventions

This Recommended Standard makes use of a number of terms defined in reference [77]. The
use of those terms in this Recommended Standard shall be understood in a generic sense; i.e.,
in the sense that those terms are generally applicable to any of a variety of technologies that
provide for the exchange of information between real systems. Those terms are:

a) indication;

b) primitive;

C) request;

d) service provider;

€) service user.

1.6.1.3 Terms Defined in This Recommended Standard

For the purposes of this Recommended Standard, the following definitions also apply. Many
other terms that pertain to specific items are defined in the appropriate sections.

asynchronous: not synchronous (see below).

synchronous: of or pertaining to a sequence of events occurring in a fixed time relationship
(within specified tolerance) to another sequence of events.

Encapsulation Idle Packet: an Encapsulation Packet that contains idle data.
Physical Channel: a stream of bits transferred over a space link in a single direction.
space link: a communications link between a spacecraft and its associated ground system, or

between two spacecraft. A space link consists of one or more Physical Channels in one or both
directions.
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1.6.1.4 Terms Defined in CCSDS 133.0-B-2

delimited: having a known (and finite) length; applies to data in the context of data handling.

idle data: a fixed-length project specified ‘idle’ pattern of binary digits, Mhose assignment is

a project design choice.

1.6.2 NOMENCLATURE

The following conventions apply throughout this Recommended Standard:
a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;
c¢) the word ‘may’ implies an optional specification;

d) the words “is’, ‘are’, and ‘will” imply statements of fact.

1.6.3 CONVENTIONS

In this document, the following convention is used to identify each bit in an N-bit field. The
first bit in the field to be transmitted (i.e., the most left-justified when drawing a figure) is
defined to be ‘Bit 0’; the following bit is defined to be ‘Bit 1’ and so on up to ‘Bit N-1’. When
the field is used to express a binary value (such as a counter), the Most Significant Bit (MSB)
shall be the first transmitted bit of the field, i.e., ‘Bit 0’ (see figure 1-1).

BIT O BIT N-1

v y

N-BIT DATA FIELD

FIRST BIT TRANSMITTED = MSB
Figure 1-1: Bit Numbering Convention
In accordance with standard data-communications practice, data fields are often grouped into
8-bit ‘words’ which conform to the above convention. Throughout this Recommended
Standard, such an 8-bit word is called an ‘octet’.

The numbering for octets within a data structure starts with 0.

By CCSDS convention, all ‘spare’ bits shall be permanently set to value ‘zero’.
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REFERENCES
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CCSDS Recommended Standards.
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2 OVERVIEW
2.1 CONCEPT OF ENCAPSULATION PACKET PROTOCOL

The Encapsulation Packet Protocol (EPP) is used to transfer protocol data units recognized by
CCSDS [10-11] that are not directly transferred by the Space Data Link Protocols (references
[1]-[5]) over an applicable ground-to-space or space-to-ground or space-to-space
communications links.

Data units that Imay \be directly transferred by the Space Data Link Protocols have a Packet

Version Number (PVN) authorized by CCSDS. (A list of the Packet Version Numbers
presently authorized by CCSDS is contained in reference [8].) The main purpose of the
Encapsulation Service is to provide a mechanism to transfer protocol data units without an
authorized PVN over a space link.

The EPP is performed within the Data Link Layer of the OSI Basic Reference Model [6 (see
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Figure 2-1: Concept of Encapsulation Packet Protocol
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establish which Space Data [Link Protocol fis to be used to transfer encapsulated protocol data

units.

2.2 FEATURES OF ENCAPSULATION PACKET PROTOCOL

The EPP transfers a sequence of variable-length, delimited, octet-aligned protocol data units
within the data field of a Space Data Link Protocol over a space link. A user of this protocol
is a protocol entity that sends or receives protocol data units that do not have an authorized
PVN.

A data unit supplied by the protocol user is encapsulated unchanged into an Encapsulation
Packet and one and only one data unit is encapsulated into a single packet.

The protocol permits a data unit to be of any length which is an integral number of octets, and
which is subject to the maximum and minimum sizes established by the project organization.
Although the maximum length of a data unit that can be accommodated by an Encapsulation
Packet is 4,294,967,287 octets, individual project organizations may establish the maximum
and minimum sizes for the encapsulated data unit.

The point at which an instance of this protocol is provided to a user is called a Service Access
Point (SAP) (reference [6]). Data units submitted to a SAP are processed in the order of
submission. No processing order is maintained for data units submitted to different SAPs.

NOTE - Implementations may be required to perform flow control at an SAP between the
service user and the service provider. However, CCSDS does not recommend a
scheme for flow control between the user and the provider.

Features of the Encapsulation Packet Protocol are as follows:

a) Unidirectional (one way) service: one end of a connection can send, but not receive,
data through the space link, while the other end can receive, but not send, data through
the space link.

b) Asynchronous service: There are no timing relationships between the transfer of data
units supplied by the user and any data transmission mechanism within the Data Link
Layer. The user may request data transfer at any time, but there may be restrictions
imposed by the service provider on the data generation rate.

c) Unconfirmed service: the sending user does not receive confirmation from the
receiving end indicating that data has been received.

d) Incomplete service: the service does not guarantee completeness, but the service
provider may signal gaps in the sequence of data units delivered to the receiving user.

e) Sequence preserving service: the sequence of data units supplied by the sending user
is preserved through the transfer over the space link, although there may be gaps in the
sequence of data units delivered to the receiving user.
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2.3 ADDRESSING
A user of the EPP is identified by the Encapsulation Protocol Identifier (EPI).

The Encapsulation Packet Protocol Identifier is a Protocol 1D defined in section 4 of this
document.

Encapsulation Protocol Identifiers shall be registered as ‘defined Protocol IDs’ in reference
[10].

A SAP is identified by the combination of a PVN, an EPI, and a Space Data Link Protocol
(SDLP) channel through which the data units supplied by the user are to be transferred.

2.4 PROTOCOL DESCRIPTION

The EPP is described in terms of:
a) the primitives provided to the users of this protocol;
b) the protocol data units employed by the protocol for encapsulation; and

c) the procedures performed by the protocol.

The primitives present an abstract model of the logical exchange of data and control
information between the service provider and the service user. The definitions of primitives
are independent of specific implementation approaches.

The protocol data unit (i.e., the Encapsulation Packet) defines the data structure in which data
units supplied by the service user are encapsulated.

The procedure specifications define the procedures performed by the service provider for the

transfer of data units. The definitions of procedures are independent of specific
implementation methods or technologies.
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3 SERVICE DEFINITION
3.1 OVERVIEW

This section provides service definition in the form of primitives, which present an abstract
model of the logical exchange of data and control information between the service provider
and the service user. The definitions of primitives are independent of specific implementation
approaches.

The parameters of the primitives are specified in an abstract sense and specify the information
to be made available to the user of the primitive. The way in which a specific implementation
makes this information available is not constrained by this specification. In addition to the
parameters specified in this section, an implementation may provide other parameters to the
service user (e.g., parameters for controlling the service, monitoring performance, facilitating
diagnosis, and so on).

3.2 PROTOCOL PARAMETERS

NOTE - The parameters used by the EPP primitives are described in subsections 3.2.1
through 3.2.5.

3.21 DATAUNIT

The parameter Data Unit is the service data unit transferred by the EPP, and it shall be a
delimited, octet-aligned data unit.

Although the maximum length of a data unit that can be accommodated in an encapsulating
packet is 4,294,967,287 octets for the Encapsulation Packet, individual project organizations
may establish the maximum and minimum sizes for the encapsulated data unit.

3.2.2 SDLP_CHANNEL

3.2.2.1 The parameter SDLP_Channel is part of the SAP address of the EPP and it shall
uniquely identify the channel of the underlying SDLP through which the Protocol Data Unit is
to be transferred.

3.2.2.2 The contents of SDLP_Channel depend on the underlying SDLP service:

a) for the Virtual Channel Packet (VCP) service of TM (reference [1]), TC (reference [2]),
or AOS (reference [3]), SDLP_Channel shall contain the Global Virtual Channel
Identifier (GVCID);

b) for the MAP Packet (MAPP) service of TC (reference [2]) and USLP (reference [5]),
SDLP_Channel shall contain the Global MAP ID (GMAP ID);
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c) for the Packet Service of Proximity-1 (reference [4]), SDLP_Channel shall contain the
Transfer Frame Version Number, the Spacecraft Identifier (SCID), the Physical Channel
Identifier (PCID), the Data Field Construction ID (DFC_ID), and the Port ID.

NOTE - Definitions of Virtual Channel, MAP, GVCID, GMAP ID, Transfer Frame
Version Number, SCID, PCID, and Port ID can be found in references [1]-[4].

3.23 EPI

The Encapsulation Protocol Identifier (EPI) is part of the SAP address of the EPP. It identifies
the external protocol data unit to be encapsulated by this protocol. It is registered in SANA as
the “Encapsulation Protocol Identifier” in reference [10] and defined in section 4 of this
document.

3.3 PROTOCOL PRIMITIVES
3.3.1 GENERAL

The service primitives associated with this service are:

a) ENCAPSULATION.request. The ENCAPSULATION.request primitive shall be
passed from the protocol user at the sending end to the service provider to request that
a Protocol Data Unit be transferred, through the underlying Space Data Link Protocol,
to the user at the receiving end.

b) ENCAPSULATION.indication. The ENCAPSULATION.indication shall be passed
from the service provider to the protocol user at the receiving end in order to deliver a
Protocol Data Unit.

3.3.2 ENCAPSULATION.REQUEST
3.3.2.1 Function

The ENCAPSULATION.request primitive shall be the service request primitive for the
Encapsulation Packet Protocol.
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3.3.2.2 Semantics
The ENCAPSULATION.request primitive shall provide parameters as follows:
ENCAPSULATION.request (Protocol Data Unit,
SDLP_Channel,
EPI)

NOTE - Information on the management of the SDLP_Channel and EPI parameters, and
where applicable values are defined, is contained in 3.2.2, and reference [10]
respectively.

3.3.2.3 When Generated

The ENCAPSULATION.request primitive shall be passed to the service provider to request it
to send the Protocol Data Unit.

3.3.2.4 Effect On Receipt

Receipt of the ENCAPSULATION.request primitive shall cause the service provider to
transfer the Protocol Data Unit.

3.3.2.5 Additional Comments

The ENCAPSULATION.request primitive shall be used to transfer Protocol Data Units across
the space link through the underlying Space Data Link Protocol.

3.3.3 ENCAPSULATION.INDICATION
3.3.3.1 Function

The ENCAPSULATION.indication primitive shall be the service indication primitive for the
Encapsulation Packet Protocol.

3.3.3.2 Semantics
The ENCAPSULATION.indication primitive shall provide parameters as follows:

ENCAPSULATION.indication  (Protocol Data Unit,
SDLP_Channel,
EPI)

NOTE - Information on the management of the SDLP_Channel and EPI parameter, and
where applicable values are defined, is contained in 3.2.2, reference [8], and
reference [10], respectively.
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3.3.3.3 When Generated

The ENCAPSULATION.indication primitive shall be passed from the service provider to the
protocol user at the receiving end in order to deliver a Protocol Data Unit.

3.3.3.4 Effect On Receipt

The effect on receipt of the ENCAPSULATION.indication primitive by the protocol user is
undefined.

3.3.3.5 Additional Comments

The ENCAPSULATION.indication primitive shall be used to deliver Protocol Data Units to
the protocol user identified by the SDLP_Channel, and EPI.
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4 DATA UNITS AND PROCEDURES

41 SECTION DELETED

4.2 ENCAPSULATION PACKET
421 GENERAL

An Encapsulation Packet shall encompass the major fields, positioned contiguously, in the
following sequence:

a) Packet Header (1 to 8 octets, mandatory);
b) Encapsulated Protocol Data Unit (from 0 to 4,294,967,287 octets, optional).

An Encapsulation Packet shall consist of at least 1 and at most 4,294,967,295 octets.

NOTE - The maximum Encapsulation Packet length allowed by a particular spacecraft or
ground implementation may be less than the maximum specified here.

The structural components of the Encapsulation Packet are shown in figure 4-1.

NOTE - The definition of the Encapsulation Packet Header, below, differs from and is
incompatible with the initial definition contained in references [B2]-[B4]. The
definition below replaces the initial definition and renders it obsolete.

< ENCAPSULATION PACKEF
PACKET HEADER ENCAPSULATED DATA FIELD
< 1 to 8 octets »< Variable »

Figure 4-1: Encapsulation Packet Structural Components

4.2.2 ENCAPSULATION PACKET HEADER
4221 General

4.2.2.1.1 The Packet Header is mandatory and it shall have a length of one, two, four, or eight
octets. The Packet Header shall consist of three, four, six, or seven fields, positioned
contiguously, in the following sequence:

a) Packet Version Number (3 bits, mandatory);
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b) Encapsulation Protocol ID (3 bits, mandatory);
c) Length of Length (2 bits, mandatory);

d) User Defined field (4 bits; mandatory in 4- and 8-octet headers; not used in 1- and 2-
octet headers—see figure 4-2);

e) Encapsulation Protocol 1D Extension field (4 bits; mandatory in 4- and 8-octet headers;
not used in 1- and 2-octet headers—see figure 4-2);

f) CCSDS Defined field (2 octets; mandatory in 8-octet headers; not used in 1-, 2-, and
4-octet headers—see figure 4-2);

g) Packet Length (1, 2, or 4 octets; mandatory in 2-, 4-, and 8-octet headers; not used in
1-octet headers—see figure 4-2).

NOTE - The format of the Packet Header is shown in figure 4-2.

< ENCAPSULATION PACKET HEADER >
PACKET LENGTH USER PROTOCOL CCSDS PACKET
VERSION PROTOCOL OF DEFINED 1D DEFINED LENGTH
NUMBER ID LENGTH FIELD EXTENSION FIELD Oto4

3 bits 3 bits 2 bits Oor4 0 or 4 bits Oor2 octets

bits octets

‘111 XXX ‘00’ 0 bits 0 bits 0 octets 0 octets

‘111 XXX ‘01’ 0 bits 0 bits O octets 1 octet

‘111 XXX ‘10’ 4 bits 4 bits 0 octets 2 octets

‘111 XXX ‘11 4 bits 4 bits 2 octets 4 octets

Figure 4-2: Packet Header

4.2.2.1.2 An implementation of the Encapsulation Packet Protocol shall be capable of
receiving Encapsulation Packets with fixed- or variable-length headers.

NOTE - Animplementation on the transmitting end may choose to use either a fixed Packet
Header size or adaptively/dynamically adjust the Packet Header size according to
the payload size in order to optimize bandwidth use (minimize header overhead).

4.2.2.2 Packet Version Number

Bits 0-2 of the Packet Header shall contain the (Binary Encoded) Packet Version Number.

This 3-bit field shall identify the data unit as an Encapsulation Packet defined by this
subsection; it shall be set to “111".
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NOTE - The Version Number is used to reserve the possibility of introducing other packet
structures. This subsection defines ‘Encapsulation Packet (Version 8 CCSDS
Packet)’ whose Binary Encoded Version Number is ‘111°.

4.2.2.3 Encapsulation Protocol ID (EPI)
Bits 3-5 of the Packet Header shall contain the Encapsulation Protocol ID.

The Encapsulation Protocol ID shall be used to identify the protocol whose data unit is
encapsulated within the Encapsulation Packet.

The Encapsulation Protocol 1Ds recognized by CCSDS for the Encapsulation Packet shall be
registered in reference [10].

NOTES

1 The value ‘000’ in the Protocol ID field signals that the packet is an Encapsulation Idle
Packet. Encapsulation Idle Packets may be used to fill space in a fixed-length Transfer
Frame used in references [1], [3], and [5].

2 The value ‘110’ in the Encapsulation Protocol ID field signals that the 4-bit
Encapsulation Protocol 1D Extension field is used for protocol identification.

3 The value ‘111’ in the Encapsulation Protocol ID field signals that the Encapsulated
Data field contains mission-specific, privately defined data.

4.2.2.4 Length of Length

Bits 6-7 of the Packet Header shall contain the Length of Length field.

The Length of Length shall define the length of the Packet Length field.

The value of this field shall be interpreted as shown in table 4-1.

Table 4-1: Interpretation of Length of Length Field

Value of ‘Length of Length of ‘Packet
Length’ Field (binary) Length’ Field
00 0
01 1 octet
10 2 octets
11 4 octets

If the Length of Length field has the value ‘00’ then the Protocol ID field shall have the value
‘000’, indicating that the packet is an Encapsulation Idle Packet.
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NOTE - If the Length of Length field has the value ‘00’, then the Packet Length field and
the Encapsulated Data Unit field are both absent from the packet. In this case, the
length of the Encapsulation Packet is one octet.

4.2.2.5 User Defined Field

If present, the User Defined field shall be four bits in length and shall follow, without gap, the
Length of Length field.

The User Defined field shall be used for sending mission-specific, privately defined header data.

4.2.2.6 Encapsulation Protocol 1D Extension

If present, the Encapsulation Protocol 1D Extension field shall be four bits in length and shall
follow, without gap, the User Defined field.

If the Encapsulation Protocol ID field contains the value ‘110, then this field shall be used to
identify the protocol whose data unit is encapsulated within the Encapsulation Packet. If the
Encapsulation Protocol ID field does not contain the value ‘110’, then this field is by
convention set to ‘all zeros’.

The extended Encapsulation Protocol 1Ds shall be registered in reference [11].

4.2.2.7 CCSDS Defined Field

If present, the CCSDS Defined field shall be two octets in length and shall follow, without gap,
the Encapsulation Protocol ID Extension field.

The CCSDS Defined field is reserved for future use by CCSDS and is by convention set to “all
Zeros’.

4.2.2.8 Packet Length

If present, the Packet Length field shall be the final field in the Encapsulation Packet Header
(see figure 4-2).

If the value of the Length of Length field is ‘00’, the Packet Length field shall be absent.
Otherwise, the Packet Length field shall contain a binary number corresponding to the total
length of the Encapsulation Packet (in octets), including the Packet Header. See table 4-2.

NOTES
1 Although unlikely to be used in space, a 4-octet Packet Length field permits

accommodating IPv6 (reference [B6]) ‘Jumbograms’ up to 4,294,967,287 (=2%2-5)
octets in length.
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2 If the Packet Length field is absent (i.e., the value of the Length of Length field is ‘007),
then the length of the Encapsulation Packet is one octet.

Table 4-2: Encapsulation Packet Lengths, Depending on the Length of the Packet

Header
Length | Number of Minimum Maximum
(*) of octets in Minimum length of length of
Packet | Packet packet Maximum Encapsulated | Encapsulated
Header | Length Field | length packet length Data Field Data Field (**)
Packet
1 Length Field 1 1 | Encapsulated Data Field is absent
is absent
2 1 2 255 0 253
4 2 4 65,535 0 65,531
8 4 8| 4,294,967,295 0| 4,294,967,287

(*) All lengths are given in octets.
(**) An implementation may establish a lower value for the maximum length of the Encapsulated Data field.
The length of the Encapsulated Data Unit is the same as the length of the Encapsulated Data field.

4.2.3 ENCAPSULATED DATA FIELD

If present, the Encapsulated Data field shall follow, without gap, the Packet Length field. It
shall consist of an integral number of octets.

The Encapsulated Data field shall contain the protocol data as indicated by the Encapsulation
Protocol ID field, and by the Encapsulation Protocol 1D Extension field if present.

If the Protocol 1D field contains the value ‘000’, then the Encapsulated Data field shall contain
idle data.

Under the following conditions, the Encapsulated Data field shall be absent:
a) when the value of the Length of Length field is ‘00’; or

b) when the value of the Length of Length field is other than ‘00°, and the packet length
as indicated by the Packet Length field is equal to the length of the Encapsulation
Packet Header.

If the Encapsulated Data field is absent then the Encapsulation Protocol ID field shall contain
the value ‘000°.
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NOTES

1

When the Encapsulation Packet is generated as a result of an
ENCAPSULATION.request to the Encapsulation Packet Protocol, then the
Encapsulated Data field contains the Protocol Data Unit supplied by the protocol user.

If the Encapsulation Protocol 1D field contains the value ‘000°, then the packet is an
Encapsulation Idle Packet. Encapsulation Idle Packets may be used as Idle Packets by
the TM Space Data Link Protocol (reference [1]) and by the AOS Space Data Link
Protocol (reference [3]) and Unified Space Data Link Protocol (reference [5]). These
protocols generate Idle Packets when needed to maintain synchronization of the data
transport processes.

CCSDS does not specify the bit pattern of idle data.

4.3 PROCEDURES AT THE SENDING END

NOTE - This subsection describes procedures for providing the Encapsulation Packet

Protocol at the sending end (see figure 4-3). The procedures described here are
defined in an abstract sense and are not intended to imply any particular
implementation approach of the service.

Service User

Data Unit of Service User

Encapsulation Function

Encapsulation Packet

i Packet Service of Space Data Link Protocol i

Figure 4-3: Internal Organization of [Encapsulation Packet Protocol \(Sending End)

The Encapsulation Function (see figure 4-3) shall be used to encapsulate data units supplied
by the service users.
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The Encapsulation Function receives data units from the service users. Any data unit that  Commented [GPC16]: Protocol user?
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44 PROTOCOL PROCEDURES AT THE RECEIVING END 2019

NOTE - This subsection describes procedures for providing the Encapsulation Packet
Protocol at the receiving end (see figure 4-4). The procedures described here are
defined in an abstract sense and are not intended to imply any particular
implementation approach of the service.

| show:
eProtocol User
eData Unit of Protocol User

| Commented [GPC20]: For consistency | think Figure should

Service User

Data Unit of Service User

De-encapsulation Function

Encapsulation Packet

| Packet Service of Space Data Link Protocol i
I

Figure 4-4: Internal Organization of Encapsulation Packet Protocol (Receiving End)

The De-encapsulation Function (see figure 4-4) shall be used to extract protocol data units {COmmented [GPC21]: | would delete “protocol” as this is
H : formally a SDU and not a PDU. Better keeping only data unit
supplied by the service users.

The De-encapsulation Function shall receive Encapsulation Packets, from the Packet Service

of the underlying Space Data Link Protocol, and extract original protocol data units by {COmmented [GPC22]: | would delete “protocol” as this is

stripping the headers of the Encapsulation packets. Extracted protocol data units shall be formally a SDU and ot 2 PDU. Better keeping only data unit
delivered to the service user identified by the Encapsulation Protocol ID (EPI) or the extended
EPI.
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5 MANAGED PARAMETERS

In order to conserve bandwidth on the space link, some parameters associated with the
Encapsulation Packet Protocol (EPP) are handled by management, rather than by inline
communications protocol. The managed parameters are those which tend to be static for long
periods of time, and whose change generally signifies a major reconfiguration of the service
provider associated with a particular mission. Through the use of a management system,

management conveys the required information to the service provider.

The managed parameters are listed in table 5-1. These parameters are defined in an abstract
sense, and are not intended to imply any particular implementation of a management system.

Table 5-1: Managed Parameters for Encapsulation Packet Protocol)

Managed Parameter Allowed Values Defined In
Minimum Data Unit Length (octets) Integer 4.2
Maximum Data Unit Length (octets) Integer 4.2

Valid Encapsulation Protocol Identifiers

Set of integers

Reference [10]

Valid Extended Encapsulation Protocol
Identifiers

Set of integers

Reference [11]
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ANNEX A
ACRONYMS

(INFORMATIVE)
This annex lists the acronyms used in this Recommended Standard.
AOS Advanced Orbiting Systems
CCSDS Consultative Committee for Space Data Systems

DFC_ID Data Field Construction Identifier

EPP Encapsulation Packet Protocol
EPI Encapsulated Protocol Identifier
GVCID Global Virtual Channel Identifier
IPv6 Internet Protocol, Version 6

OsSlI Open Systems Interconnection
MSB Most Significant Bit

PVN Packet Version Number

SAP Service Access Point

SDLP Space Data Link Protocol

TFVN Transfer Frame Version Number
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ANNEX B

INFORMATIVE REFERENCES

(Informative)

[B1] Organization and Processes for the Consultative Committee for Space Data Systems.
Issue 3. CCSDS Record (Yellow Book), CCSDS A02.1-Y-3. Washington, D.C.: CCSDS,
July 2011.

[B2] Advanced Orbiting Systems, Networks and Data Links: Architectural Specification. Issue
3-S. Recommendation for Space Data System Standards (Historical Recommendation),
CCSDS 701.0-B-3-S. Washington, D.C.: CCSDS, (June 2001) August 2005.

[B3] Packet Telemetry. Issue 5-S. Recommendation for Space Data System Standards
(Historical Recommendation), CCSDS 102.0-B-5-S. Washington, D.C.. CCSDS,
(November 2000) August 2005.

[B4] Telecommand Part 3—Data Management Service. Issue 2-S. Recommendation for Space
Data System Standards (Historical Recommendation), CCSDS 203.0-B-2-S.
Washington, D.C.: CCSDS, (June 2001) August 2005.

[B5] Space Data Link Protocols—Summary of Concept and Rationale. Issue 2. Report
Concerning Space Data System Standards (Green Book), CCSDS 130.2-G-2.
Washington, D.C.: CCSDS, November 2012.

[B6] S. Deering and R. Hinden. Internet Protocol, Version 6 (IPv6) Specification. RFC 1883.
Reston, Virginia: ISOC, December 1995.

[B7] The Application of CCSDS Protocols to Secure Systems. Issue 2. Report Concerning
Space Data System Standards (Green Book), CCSDS 350.0-G-2. Washington, D.C.:
CCSDS, January 2006.

NOTE - Normative references are listed in subsection 1.7.
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ANNEX C
SECURITY, SANA, AND PATENT CONSIDERATIONS

(INFORMATIVE)

Al SECURITY CONSIDERATIONS

Security Considerations at the Data Link Layer are addressed by the Space Data Link Security
Protocol (reference [SDLS Reference to be added]).

A2 SANA CONSIDERATIONS

A2.1 GENERAL

This section contains two modified SANA registry requests for the Encapsulation Packet
Protocol.

A2.2 NEW REGISTRY REQUESTS

None

A2.3 MODIFIED REGISTRIES

A2.3.1 ProtocolIb(eld)ychanged Keep SANA registry but Simply change the
descriptive name in the SANA registry from “Protocol Identifer for
Encapsulation Service” to “Protocol Identifer for Encapsulation Packet
Protocol”

Reference: CCSDS 133.1-B-2

A2.3.2 anded—Protoco D-(old)-chanaed-to

J«E—)etensien_Keep SANA registry but Simply c
SANA registry from “Extended Protocol Identifer for Encapsulation Service”
to “Extended Protocol Identifer for Encapsulation Packet Protocol” **

Reference: CCSDS 133.1-B-2
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NOTE FOR READERS: The older Annex C containing the
term changed with respect to document [B2]-[B4] has been
deleted.
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