
1ESA UNCLASSIFIED – Releasable to the Public

Secure SW Engineering developments in 
ESA + OPS-SAT security experiment

M.Wallum – European Space Agency
CCSDS Spring 2021

18/05/2021

CCSDS Spring 2021



22ESA UNCLASSIFIED – Releasable to the Public

Security gaps in ECSS
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• Space System and Software Engineering follow ECSS (E10, E70C, E40C)

• Security is not  an explicit consideration in the ECSS SDLC

• Critical software systems need appropriate protection as an 
essential layer of the defence-in-depth model
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Security gaps in ECSS

• Gap analysis performed and subsequent definition of an ESA-internal Secure 
Software Engineering (SSE) standard (released 2016).

• Requirements subsequently addressed in 2020/21 as 
ECSS Security CR resulting in proposed changes to E40 
and Q80 standards as well as those proposed for a new 
system level standard
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Key processes

• Cyber-security risk assessment
• Security requirements engineering
• Secure design and implementation
• Security verification and validation
• Secure operations, maintenance and 

disposal
• Security authorisation (including 

accreditation & certification processes)

• Supporting methodologies and tools, 
aimed at simplifying implementation:

-> Security risk management (SEST)

-> Security requirements engineering (GASF)
-> Automated penetration testing (PenBox)
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Generic Application Security Framework
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Secure Systems Engineering for Space Missions
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Secure Systems Engineering for Space Missions
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• Raising the concept to the system level: address standardisation gaps and 
integrate all building blocks to develop a framework, including re-usable security 
data sets based on mission tailoring for E2E secure systems engineering

• Integrate with CSOC and SCCoE development e.g. interchange between threat 
intelligence, system security risk analysis, security testing

Space

CSOCSCCoE
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DevSecOps

• Next generation of (multi-mission) ground segment infrastructure will adopt a 
common dev environment and CI/CD tools – several security challenges
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DevSecOps – cloud, containers, k8s, IaC, ..

• Some “recent” useful resources
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OPS-SAT Security experiment

• OPS-SAT a 3U cubesat launched December 2019
• 4x higher uplink rate than any ESA spacecraft
• Reconfigurable FPGA
• On-board Linux OS
• Apps in space and IOD of experiments executed by 

remote experimenters
• Implements Space Packet Protocol, FBO/CFDP and 

Mission Operations Services through an innovative 
NanoSat MO Framework (NMF)
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OPS-SAT Security experiment

• Definition of MO Security Service
• Definition of CCSDS-

compliant Public Key Infrastructure (PKI)
• Implementation of MO Security Service

in the NMF using HSM
• NMF App, to be demonstrated on OPS-SAT (if available)

• Secure login service using RBAC for inter-app 
security

• E2E encryption/digital signature of a file sent from 
the satellite to the ground
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FPGA implementation of (extended) SDLS/EP

• OPS-SAT activity builds upon ongoing work looking into demonstration of 
HSM-based CCSDS-compliant PKI implementation

• Session Management Services based on Elliptic Curve Diffie-Hellmann (ECDH) for key 
exchange. Edwards-curve Digital Signature algorithm for authentication and identity 
verification (EdDSA) 
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SpaceOps 2021 paper
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