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	Organization
	Email Address

	Howard Weiss (Chair)
	NASA/JPL/Parsons
	howard.weiss@parsons.com 

	Daniel Fischer (D/Chair)
	ESA/ESOC
	daniel.fischer@esa.int

	Paul Thompson
	UK Space Agency/Qinetiq
	pbthompson@qinetiq.com 

	Ignacio Aguilar-Sanchez
	ESA/ESTEC
	ignacio.Aguilar.Sanchez@esa.int 

	Chuck Sheehe
	NASA/GRC
	charles.j.sheehe@nasa.gov

	Dorothea Richter
	DLR
	dorothea.richter@dlr.de 

	Craig Biggerstaff
	NASA/JSC/KBR
	craig.biggerstaff-1@nasa.gov

	Julien Airaud
	CNES
	julien.airaud@cnes.fr

	Fred Stillwagen
	NASA/Langley
	frederic.h.stillwagen@nasa.gov

	Brandon Bailey
	Aerospace Corp.
	brandon.bailey@aero.org

	John Irving
	ESA/ESTEC
	john.irving@esa.int

	Alex Kanaouris
	ESA/ESRIN
	alex.kanaouris@esa.int

	Jim Volp
	DLR
	arjan.volp@dlr.de

	Joost Oranje
	ESA/CGI
	joost.oranje@cgi.com

	Mike Pajevski
	NASA/JPL
	michael.j.pajevski@jpl.nasa.gov 

	Ed Birrane
	JHU/APL
	edward.birrane@jhuapl.edu

	Scott Burleigh
	NASA/JPL
	scott.burleigh@jpl.nasa.gov

	Keith Scott
	NASA/JPL/MITRE
	kscott@mitre.org

	Brenda Lyons
	NASA/JSC
	brenda.eliason.lyons@nasa.gov 

	Deann Bryant
	NASA/MSFC
	deann.bryant@nasa.gov 

	Tim Dafoe
	Canadian Space Agency
	tim.dafoe@ontario.ca

	Felix Flentge
	ESA/ESOC
	felix.flentge@esa.int

	Leigh Torgerson
	NASA/JPL
	ltorgerson@jpl.nasa.gov 

	Mehmet Adalier
	NASA/JPL
	madalier@antarateknik.com

	Brad Myers
	NASA/GSFC/IVV
	bradley.a.myers@nasa.gov

	Sarah Heiner
	JHU/APL
	sarah.heiner@jhuapl.edu

	Paul Hamilton
	NASA/JSC
	paul.a.hamilton@nasa.gov

	Tomaso de Cola
	DLR
	tomaso.decola@dlr.de

	Josh Deaton
	NASA/MSFC
	joshua.e.deaton@nasa.gov

	Lee Pitts
	NASA/MSFC
	robert.l.pitts@nasa.gov 

	Tiffany Navas
	NASA/GSFC/MTI
	tiffany.navas@nasa.gov 

	Mark Sanchez Net
	NASA/JPL
	mark.sanchez.net@jpl.nasa.gov


Discussions:

1. Overview: As a result of the Covid-19 pandemic, the Security Working Group (SecWG) met for 6 hours across two days (2-3 November 2020) virtually via WebEx to represent the CCSDS Fall 2020 meeting.  The meetings were originally scheduled to be held in Toulouse France sponsored by The National Center for Space Studies (CNES). We were able to complete our entire agenda but have scheduled another WebEx meeting on 9 December 2020. The Space Data Link Security (SDLS) Working Group met virtually via Skype for 6 hours on 28-29 October 2020. Minutes for the SDLS meetings are issued separately. The SecWG meeting agenda appears in Appendix A. The action items resulting from the meeting appear in Appendix B. The following paragraphs describe the security working group’s discussions. 
2. CCSDS Plenary: Due to the Covid-19 pandemic, there were no opening CCSDS or SEA plenaries. However, the slides for the opening CCSDS plenary, provided by the CESG, were presented to the Security WG. Most notably, planning for the Spring and Fall 2021 meetings has been done with the intention of using the same venues that were scheduled for the 2020 meetings (Huntsville Alabama and Toulouse France, respectively).  We hope that we can meeting in-person in the near future, but as we all recognize, this remains fluid. 
3. Past Meeting Review: We began the Security Working Group meeting by reviewing the results of the Spring 2020 meetings, which was also held virtually, the action item status, and the new/future work list.  Most of the action items from the Spring meetings were closed. One item will remain open and will be carried over (see Appendix B). We reviewed the future work list and made minor changes (see Appendix C).
4. Threat Green Book Revision: The latest revision of the Threat Green Book was reviewed by the WG.  Since the last meeting, several additional comments were received which were integrated into the document.  A few updates still need to be made and then the document will be considered completed and forwarded to the Secretariat. 
5. Algorithm Green Book Revision: We reviewed the latest draft of the revised Algorithm Green Book. The draft will be updated in accordance with the discussion and will undergo one more round of working group review before going to the Secretariat.  
6. Key Management Magenta Book: The Key Management Magenta book has been completed per the discussions at the previous meeting. The final version will be forwarded to the Secretariat shortly. 

7. Credentials: The latest draft of the Intergovernmental Certificate Authority Magenta Book was reviewed.  There were several questions requiring feedback from the working group.  Pending the replies to the questions, another version of the document will be sent to the WG for their review. We also discussed Cloud Testing of the Intergovernmental Certificate Authority to provide ease of testing outside of closed Agency-specific networks. 
8. Joint Meeting with DTN: We held a joint meeting with the DTN working group to discuss Bundle Protocol security.  In previous joint meetings, we had agreed that the DTN WG would complete another draft of the Streamlined Bundle Security Protocol (SBSP) and then the Security WG would take the draft to completion and publication.  However, after the last joint meeting, we decided to drop support for SBSP and instead move to BPSec.  At this joint meeting we discussed the latest version of the IETF BPSec Internet Draft and we decided upon a set of forward steps.  Everyone was asked to review the BPSec Internet Draft as well as the draft BPSec Red Book.  Comments to be provided to both the Security and DTN working groups. We also plan to hold an intermediate meeting in a couple of months to discuss the drafts and the comments. We also discussed the way forward with respect to the CCSDS document.  Should we simply reference the IETF document?  Should we put a CCSDS cover on the IETF document?  Should we copy/paste all of the relevant material from the IETF document into the CCSDS document? Should we think about creating a CCSDS Adaptation Profile for BPSec based on the IETF document?  One problem is that BPSec is currently an Internet Draft which expires in 6 months and is therefore not a reliable reference. More will be discussed on this topic in the future. 
9. SDLS: At the SDLS meetings, the WG reviewed the SDLS Extended Procedures Green book. We also approved the SDLS protocol pink sheets which adds SDLS support to USLP. The SDLS meeting notes will be issued separately. 
10. Liaisons with Industry: Two industry groups have recently formed which are concerned with space security: the Orbital Security Alliance (OSA) and the Space Information Sharing and Analysis Center (Space ISAC). We reported on our discussions with both groups. The OSA does not appear to be a good candidate for a of relationship at this time.  Its not clear what their goals are or what they will accomplish or if they will even survive.  On the other hand, a relationship with the Space ISAC appears to be very promising for both parties and we are actively pursuing an agreement.  Space ISAC plans to join CCSDS as a liaison organization.
11. SEA Closing Plenary: We reviewed our work activities with the SEA AD on 13 November 2020 via WebEx. 
12. Next Meeting: The next WG meetings will be held in the Spring during the week of 10 May 2021, hopefully in Huntsville Alabama under the sponsorship of NASA/Marshall (depending on the pandemic situation), and in the Fall of 2021 at CNES in Toulouse FR.   
· Appendix A – Fall 2020 CCSDS Security WG Agenda – (Virtual on-line) Toulouse, FR 
· 2 November 2020 WebEx 10:00 – 13:00 (Eastern Standard Time)
· Welcome, introductions, logistics, agenda review
· CCSDS Opening Plenary Presentation
· Charter review (if needed)
· Review results of Spring 2020 (Huntsville Virtual) meeting
· Action item status review
· Discuss/review/revise future work areas list for CWE Framework (all)
· Interaction discussions
· Space Information Sharing and Analysis Center 
· Orbital Security Alliance (orbitalsecurity.space)
· Document revision discussions
· ~11:30: Joint meeting w/DTN to discuss BPSec
· DTN SBSP -> BPSec discussion
· Threat GB  (Weiss)
· Final comments from WG
· Algorithm GB  (Adalier)
· IV construction, key repeat/usage/tag length
· Elliptic curve additions discussion
· Inter-Governmental Certificate Authority (IGCA) draft (Sheehe)
· Cloud Interoperability Testing (Sheehe)
· Working Group Dinner (sorry - hopefully, next time in Huntsville)
· 3 November 2020 WebEx 10:00 – 13:00 (Eastern Standard Time)
· Key Management (Fischer)
· Complete for Secretariat
· KM for SDLS extended procedures (Fischer)
· KM Green Book 
· Secure SW Engineering (Wallum, Bailey, Fischer)
· Link Layer Security Update Discussion
· SDLS physical layer draft project (Aguilar-Sanchez)
· Proposed new areas of work – continuation of discussions
· Securing File-Based Mission Operations (Aguilar-Sanchez, Fischer)
· Secure Software Engineering for Space Missions (Fischer)
· 28 October 2020 
· 10:00-13:00: Space Data Link Security WG
· 29 October 2020 
· 10:00-13:00: Space Data Link Security WG
· 13 November  2020
· 10:00-11:30: SEA Wrap-up Plenary
· Appendix B – Fall 2020 CCSDS Security Working Group Action Items
	Item Number
	Action Item:
	Assigned to:
	Date Due: 

(mm/dd/yr)

	SecWG1120:1
	· Provide information to Peter Shames about the ability for working groups to request that their mail archives are access controlled as opposed to their current situation of fully open to the public
	Howard Weiss
	12/1/2020

	SecWG1120:2
	· Create a white book on secure software development for discussion at the Spring meetings. 
	Brandon Bailey
	05/01/2021

	SecWG1120:3
	· Review current IETF BPSec internet draft and the early draft CCSDS BPSec and provide comments to WG Chairs
	Security WG
	03/01/2021

	SecWG1120:4
	· Study whether an adaptation profile of the IETF BPSec internet draft would be appropriate for CCSDS
	SecWG and DTN WG
	04/15/2021

	SecWG1120:5
	· Incorporate final comments into Threat GB revision and provide to Secretariat for publication.
	Howard Weiss
	01/20/2021

	SecWG1120:6
	· Incorporate comments into Algorithm GB revision and invite WG to review prior to sending to Secretariat.
	Mehmet Adalier
	02/01/2021

	SecWG1120:7
	· Determine best way to adopt BPSec in CCSDS – cut/paste, normative reference, other? 
	Mehmet Adalier
	02/25/2021

	SecWG1120:8
	· Continue to work on relationship agreement between CCSDS and Space ISAC
	Howard Weiss
	03/01/2021

	SecWG1120:9
	· Query Security WG for feedback regarding open questions on Intergovernmental Certificate Authority.
	Chuck Sheehe
	12/1/2020

	SecWG1120:10
	· Schedule interim WebEx meeting for 9 December 2020
	Daniel Fischer
	11/30/2020


The following action items remain open from previous meetings:

	Item Number
	Action Item:
	Assigned to:
	Date Due:

	SecWG0520:12
	· Determine the way forward with respect to the Secure File Operations work.
	Daniel Fischer, Igancio Aguilar-Sanchez
	10/2/2020


· Appendix C – Fall 2020 CCSDS Security Working Group Updated List of Future Projects

· (1) Credentials (2016) (NASA, ESA, DLR, CNES)
· Credentials management (CCSDS implementation of root CA, e.g., DigiCert, DeepSpace Gateway project)
· Authentication Credentials Management YB (2019)
· (2) Link layer security for future unified space link protocol (migration of SDLS). (2019) (UKSA experiences w/SDLS & USLP) (propose to SDLS)
· (3) Key Management Green Book revision (ESA) (2019)
· (4) Secure Software GB (2021) (ESA, NASA) (further discussions to occur – Brandon, Daniel, Marcus)
· (5) SM&C MOS Security BB (2022)
· (6) Physical Layer Concepts GB (2022) (ESA, NASA) (white paper)
· Radio Frequency Transport for Interoperable Physical Layer Security (ground station/mission control) 
· Optical
· (7) Application layer security (2024) (protecting the app layer): 
· BB Profile TLS; (2020) ?? Do we need this in light of next bullet
· MB best practices for various ways to secure payload data within applications (e.g., CMS payload for BP, file security CFDP)
· White paper to determine directions
· Intergovernmental Govt Credentials Authority Requirements/Needs/Conop/Bridge (2020)
· Document Roadmap (integrate documents?) (??)
· SDLS Extended Procedures Green Book (2019)
· SDLS Extended Procedures Yellow Book (2020)
· DTN Security (post-SBSP: key management, security management, as-needed, ongoing) 
· Post-quantum crypto updates to algorithm BB (mid 2020s)
· Light-weight cryptographic algorithm
· Electronic data sheets – transaction protection (authentication, confidentiality) (SOIS related)
· Revision of Security Architecture MB published in 2012 (pending results from SAWG) 
· Asymmetric Key Management  (CNES presentation) + quantum key management
· Quantum Key Distribution

10
November 2020

