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Discussions:

1. Overview: The Security Working Group (SecWG) met for 1.5 days at the CCSDS Fall 2017 meeting.  The Space Data Link Security Working Group also met for 1.5 days. The meetings were held at the The Hague Marriott in The Hague, Netherlands and hosted by ESA/ESTEC.  The SecWG meeting agenda appears in Appendix A.  The action items resulting from the meeting appear in Appendix B. The following paragraphs describe the security working group’s discussions. 
2. CCSDS Plenary: There were 210 people registered for the CCSDS meetings from 11 different agencies. The next meeting, in Spring 2018, will be held on 9-13 April 2018 at The National Institute for Standards and Technology (NIST) in Gaithersburg Maryland USA.  
3. SEA Opening Plenary: The SecWG agenda and work items were reviewed while then the bulk of the group was off attending a joint SDLS-RFM meeting to discuss the potential for a new work item in physical layer security. 
4. SEC+SDLS+RFM Joint Meeting: A joint meeting between SEC, SDLS and RFM was held to discuss the possibility of creating a work item on physical layer security.  This has been discussed in both the SDLS and Security working groups and at a previous joint meeting last spring in San Antonio.  RFM did not believe that there was interest from their Agencies to develop an anti-jam/spread-spectrum recommendation.  However, Gilles Moury took an action to poll the CESG to determine if there was interest in developing such a recommendation.
5. Past Meeting Review: We began the Security Working Group meeting by reviewing the results of the Spring 2017 San Antonio meetings and the action item status.  All but one of the action items from the San Antonio meetings were closed although several from previous meetings will once again be carried over – see Appendix B. We also reviewed and adjusted the SecWG future work list.
6. Mail List: Per the request from the CESG, we will review the mail list with respect to CWE accounts and request that those on the list without CWE accounts obtain them to stay on the mail list.  However, the SecWG did not understand why this is necessary since all of the CCSDS mail archives are openly available for anyone to find and see.

7. Hash-Based Digital Signature: Knut Eckstein (ESA/ESTEC) provided an overview of a presentation made at the 2017 ETSI Quantum Safe Workshop on hash-based digital signatures.  The presentation has been uploaded to the Fall 2017 meeting repository on CWE.
8. Credentials: The status of the credentials document is the same as reviewed at the San Antonio meeting.  However, as discussed at the last meeting, the Yellow book does not include the testing of the simple protected authentication mechanism.  It was omitted with the assumption that it had already been tested since it was specified in CCSDS 913.1-B (SLE).  We met with ESA’s Holger Dreihahn who has used the simple protected authentication mechanism in SLE between ESA and other Agencies.  He will provide documentation to allow us to show prior implementation and use of this mechanism.  
9. Book Revisions: Five existing Security documents are up for reconfirmation. They are the Cryptographic Algorithm Blue Book, the Key Management Green Book, the Mission Planners Guide Green Book, The Security Glossary Green Book, and the Security Architecture Magenta Book.  At the meeting, the working group decided to reconfirm the Cryptographic Algorithm book, revise the Mission Planners guide, revise the Security Glossary book, and reconfirm the Security Architecture book pending the results of the Architecture WG.  We tabled a decision on the Key Management book for the moment but will address it shortly.

	CCSDS Book
	Decision

	Cryptographic Algorithm Blue Book
	Reconfirm

	Key Management Green Book
	TBD

	Mission Planners Guide Green Book
	Revise

	Security Glossary Green Book
	Revise

	Security Architecture Magenta Book
	Reconfirm


10. Network Layer Security: The network layer security adaptation profile document has been completed with the addition of an ICS and a baseline mode.  Testing was successfully completed between NASA/GRC and NASA/GSFC-IVV and the Yellow Book will be updated.  Once this is done, the book will be forwarded to the AD and Secretariat for polling.
11. Interconnection Guide Revision: A revision of the interconnection guide was reviewed by the working group.  Craig Biggerstaff is the book editor and his goal was to reduce the size of the document.  He has used the EUMETSAT template.  He will augment Annex B in the same manner as Annex A with instructions embedded directly into the template. Annex C will be retained and renamed as the System Interconnection Architecture.  The term “organization” will be used throughout the document rather than “agency” because the interconnection might include non-agency organizations or internal organizations but not an entire enterprise. UK vs. US English spelling needs to be harmonized since both currently appear in the document. The plan is to make these revisions, ask the working group to review the document, and then go final.
12. Key Management: Daniel Fischer reviewed the revisions to the Key Management Magenta Book per the comments from the last meeting. As per the plan from San Antonio, all the recommended revisions were made and the document was forwarded to the AD and Secretariat for final editing and processing.
13. Bulk Encryption: Victor Sank and Ken Andrews discussed their interest in the development of a bulk encryption recommendation. We (SEC + SDLS) suggested that they put together a white book containing rationale, requirements, and use cases for us to examine before deciding to take on this project.

14. ESA Key Management Report: ESA has offered to provide CCSDS with a Cryptographic Key Management research paper.  It was thought that this could be published as a Yellow Book, but after discussions with the Secretariat, it was decided to “publish” the paper in a public CWE folder which is acceptable to ESA.

15. SDLS Extended Procedures: In reviewing the SDLS extended procedures document a few changes will be made to the discussion about the use of Security Associations and in particular that an SA should never control itself.

16. SEA Closing Plenary: We once again “reminded” the SEA Area Director about the Security Working Group resolutions to review Red Books.   We reviewed the work accomplished at the Security WG meetings.  It was decided that the manner in which the Network Layer Security Adaptation Profile was retested was adequate and appropriate. It was also decided that the ESA use of the SLE simple protected authentication constituted prior testing and use of the mechanism and could be pointed to in a Yellow Book without retesting. 
17. Next Meeting: The next WG meetings will be held in the Spring during the week of 9 April 2019 in Gaithersburg Maryland.  
· Appendix A – Fall 2017 CCSDS Security WG Agenda – ESA/ESTEC, The Hague, Netherlands
· 6 November 2017
· 08:45 – 09:45: CCSDS Plenary
· 09:45 – 10:45: Systems Engineering Area (SEA) Plenary
· 09:45 – 12:30: SDLS + RFM + SEC Joint Meeting
· 13:30 – 17:30: Security WG
· Welcome, introductions, logistics, agenda review
· Charter review (if required)
· Review results of Spring 2017 (San Antonio) meeting
· Status of documents and action items
· Mailing list review (Weiss)
· Hash-based digital signatures (Eckstein)
· Review/revise future work areas list for CWE Framework (all)
· Document revisions: Algo BB, KM GB, Glossary, Mission Planners GB, Security Architecture MB
· Bulk encryption standards (Weiss)
· CCSDS Credentials Program (Sheehe)
· Green Book Revisions
· Security Protocols Status (Weiss)
· Secure Interconnection Guide (Biggerstaff)
· Working Group Dinner
· 7 November 2017 (08:45 – 17:30)
· Network Layer Security Status (Sheehe, Weiss)
· Testing results
· Document status
· Key Management Blue Book (Fischer, Aguilar-Sanchez)
· KM for SDLS extended procedures (Fischer)
· KM Green Book 
· Link Layer Security Update Discussion (Biggerstaff, Weiss, Aguilar-Sanchez, Fischer, Sheehe)
· SDLS physical layer draft project
· Proposed new areas of work – continuation of discussions
· Other areas of discussion
· 8 November 2017
· 08:45-17:30: Space Data Link Security WG
· 9 November 2017
· 08:45-12:30: Space Data Link Security WG
· 9 November 2017
· 16:00-17:30: SEA Wrap-up Plenary
· Appendix B – Fall 2017 CCSDS Security Working Group Action Items
	Item Number
	Action Item:
	Assigned to:
	Date Due:

	SecWG1117:1
	· Review mail list and ask those w/o CWE accounts to obtain an account if they want to stay on the list.
	Howard Weiss
	12/31/17

	SecWG1117:2
	· Decide upon an action for the reconfirmation/revision of the Key Management GB.
	Daniel Fischer
	02/01/18

	SecWG1117:3
	· Check on status of the Security Protocols GB in the Secretariat queue
	Howard Weiss
	11/30/18

	SecWG1117:4
	· Discuss network layer security adaptation profile re-testing with AD at closing plenary.
	Howard Weiss & Chuck Sheehe
	11/09/18

	SecWG1117:5
	· Revise Interconnection Guide GB per meeting discussions.
	Craig Biggerstaff
	03/01/18

	SecWG1117:6
	· Distribute latest version of Network Layer Security Adaptation Profile book (with ICS and baseline mode) to the WG for review.
	Howard Weiss
	11/27/17

	SecWG1117:7
	· Submit final Key Management Magenta Book to AD and Secretariat.
	Howard Weiss
	11/15/17


The following action items remain open from previous meetings:

	Item Number
	Action Item:
	Assigned to:
	Date Due:

	SecWG0315:4
	· Update KM green book with EUMETSAT inputs.
	Guillame Texier
	03/01/15

	SecWG0315:5
	· Investigate how we provide assistance to another WG when the SecWG does not produce a document
	Howard Weiss
	12/1/15

	SecWG1115:2
	· Discuss SM&C security related activities
	Daniel Fischer
	12/15/15

	SecWG1016:4
	· Provide a roadmap of EUMETSAT tailoring of the CCSDS Interconnection Guide
	Guillaume Texier
	02/15/17

	SecWG1016:6
	· Update the EUMESAT section in the Security Protocols GB revision.
	Guillaume Texier
	04/30/17
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