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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or modification of
this document may occur. This document is therefore subject to CCSDS document management and
change control procedures, which are defined in the Procedures Manual for the Consultative Committee
for Space Data Systems. Current versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed to the CCSDS
Secretariat at the address indicated on page i.
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CCSDS NETWORK LAYER SECURITY ADAPTATION
PROFILE TEST

1.0 Introduction

1.1  Purpose

The purpose of this document is to describe the compatibility testing conducted for the CCSDS
Network Layer Security Adaptation Profile. Define CCSDS. Ensure that all acronyms are defined.

1.2 Scope

The scope of this document is the testing results of the Network Layer Security Adaptation Profile
which will be implemented and used for CCSDS missions.

1.3  Applicability

This recommendation applies to any CCSDS mission using the Internet Protocol and requiring end-
to-end confidentiality, authentication, or integrity from the sender to the receiver regardless of the number
of intermediate hops between them.

1.4 Rationale

Many CCSDS missions require security services to protect commanding (command authentication,
command confidentiality, command integrity) and payload data (confidentiality, integrity). Missions
using the Internet Protocol (IP) may utilize link layer security services such as the Space Data Link
Security (SDLS) Protocol which provides hop-by-hop security between two points (e.g., a ground station
and a satellite). If end-to-end security is required, such as between a principal investigator and a payload
instrument onboard a spacecraft through intermediary hops, then the IP Security (IPsec) protocol should
be used. CCSDS has documented a “profile” of IPsec for use by CCSDS missions. This document
discusses interoperability testing of the CCSDS profile.

1.5 Document Structure

This document describes the tests, configurations tested and not tested, and test results from the
Network Layer Security Adaptation Profile interoperability testing.

1.6 References

The following documents are informative references used to accomplish testing.

[1] Internet Engineering Task Force (IETF); Kent, S; Seo, K; Security Architecture for the Internet
Protocol; Request for Comments (RFC) 4301; http://datatracker.ietf.org/doc/rfc4301; Dec. 2005.

[2] IETF; Kent, S; IP Authentication Header; RFC 4302; http://datatracker.ietf.org/doc/rfc432; Dec. 2005.

[3] IETF; Kent, S; IP Encapsulating Security Payload (ESP); RFC 4303;
http://datatracker.ietf.org/doc/rfc4303; Dec. 2005.

[4] IETF; Kaufman, C; Internet Key Exchange (IKEv2) RFC 4306;
http://datatracker.ietf.org/doc/rfc4306; Dec. 2005.

[5] IETF; Shacham, A; Monsour, B; Pereira, R; Thomas M; IP Payload Compression Protocol (IPComp);
Request for Comments (RFC) 3173; http://datatracker.ietf.org/doc/rfc3173; Sep. 2001.
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[6] CCSDS; CCSDS Cryptographic Algorithms; CCSDS 352.0-B-1; Blue Book; Issue 1; Nov. 2012.
[7] CCSDS; IP over CCSDS Space Links; CCSDS 702.1-B-1; Blue Book; Issue 1; Sep. 2012.

2.0 Overview

Many CCSDS missions require security services such as confidentiality, integrity, and authentication
to protect spacecraft commands, software uploads, engineering telemetry, and science payload data.

IPsec consists of two protocols: the Authentication Header (AH) and the Encapsulating Security
Payload (ESP). AH provides only authentication and integrity services for the security payload and
portions of the IP header. However, AH does not provide confidentiality. ESP, on the other hand,
provides confidentiality, integrity, and authentication. Authentication with ESP is not as robust as with
AH because it does not cover as much of the external headers but is quite adequate. ESP can be also be
used to provide only authentication with the use of a null encryption algorithm.

CCSDS has decided that ESP is the only IPsec protocol that shall be supported.

3.0 Summary of Interoperability and Compatibility Testing

IPsec compatibility testing was successful; however, some challenges were encountered. Some of the
issues were that some commercial vendors no longer support various IPsec options as specified in the
CCSDS Network Layer Security Adaptation Profile. Vender routers and firewalls do not support manual
keying and VVendors have also removed the capability to control the rekeying.

Connectivity between National Aeronautics and Space Administration (NASA) Glenn Research
Center and NASA’s Independent Verification and Validation (IV&V) endpoint systems was successfully
established.

4.0 Algorithm Testing Goals

41  General
This profile adopts RFC 4301 and RFC 4303 except as specified in 4.2-4.9, inclusive.

4.2  Supported protocols

For CCSDS mission implementations, IPsec shall support only ESP.

4.3 ESP mode

For CCSDS mission implementations, IPsec shall support only tunnel mode.

4.4  ESP authenticated encryption service

For CCSDS mission implementations, IPsec shall support confidentiality and integrity security
service (authenticated encryption).

4.5 ESP Integrity service

For CCSDS mission implementations, IPsec shall support an integrity-only service.

4.6 ESP Non-Authenticated Encryption

For CCSDS mission implementations, only authenticated encryption shall be used.
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4.7 ESP Manual Key Management

For CCSDS mission implementations, IPsec shall support manual key management.

4.8 ESP Automatic Key Management

For CCSDS mission implementations, IPsec shall support automated key management as described in
RFC 4306 with an extension to inhibit rekey or to rekey only upon command.

NOTE: this extension is required to ensure that a rekey does not occur during a critical phase of the
mission potentially resulting in a system lockout or loss of mission.

4.9 ESP Cipher Suite

For CCSDS mission implementations, IPsec shall employ the algorithms described in the CCSDS
Cryptographic Algorithms recommendations [6].

5.0 Tests Details

The testing between NASA GRC’s end-point and NASA’s IV&V Facility end-point was conducted at
the NASA'’s Independent Verification and Validation (IV&V) Facility.

Process note: Tunnels are brought down in-between each test to ensure no miss configured states.

Table 1 lists equipment and software utilized during testing. The operator must have an
understanding of the software systems being utilized and a knowledge of Internet Protocol.

Table 2 synopsizes the IPsec modes performed and results from local testing. This table highlights
the different configurations that are to be built and utilized during the interoperability testing.

TABLE 1.—TESTED END POINT ITEMS

NASA GRC NASA IV&V
Hardware Hardware
Cisco 892 FSP router 10S 15.5(3)M4a Cisco 892 FSP router 10S 15.5(3)M4a
HP Z-Book Dell XFR0630
Software Software
Ubuntu v16.04.2 LTS Ubuntu v16.04.2 LTS
Minicom 2.7 Minicom 2.7
Cisco Configuration Professional Express 3.3 | Cisco Configuration Professional Express 3.3
StrongSwan 5.5.3 StrongSwan 5.5.3
Open SSL 1.0.2G Open SSL 1.0.2G
WireShark v2.26 WireShark v2.26

TABLE 2.—IPSEC TESTS

IPV4 ESP Tunnel | Integrity | Authenticated | Confidentiality | Manual key | Auto key | No rekey
test no. encryption

1 X X X X -- -- X X
2 X X X X X X
3 X X X X -- X

4 X X X X X
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5.1 IPV4 Authenticated Automatic Keying #1

5.1.1 Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using authentication and automatic
keying with no rekeying. Endpoints will use a certificate server to acquire the same 128-bit public key
and then negotiate the private key.

Preshared keys with, IPV4 addresses of firewalls and endpoints not provided in this document.

Figure 1 Test diagram of Authenticated Automatic Keying Reference Architecture for Space Data
Systems (RASDS) view. RASDS view is intended to illustrate the layers of the Open Systems
Interconnection model that this testing will work through however this is only a network layer test.

Figure 2 Test diagram of Authenticated Automatic Keying wire diagram view. The wire diagram
shows how the protocol test is physically connected.

5.1.2 Expected Results
The resultant encryption/decrypted logs match, the test is successful.

Z-Book Dell Laptop CISCO 892 CISCO 892 CCSDS-1 Dell Laptop
MD

. Coe )
— —
ia Cloud NS |
CCSDS laptops Sets up the security association, sets the pre-shared The Hub repr.esents the
keys. StrongSwan will auto negotiate the keying and re-keying internet and its many hops.

Dark Blue is Generic Routing
Encapsulation (GRE) not part
of the security.

CCSDS-2 Tap sniffing, SSI Cloud
192.168.12.4

Figure 1.—RASDAS view of test.
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Hardware Hardware

Routers Test Case #1 Authenticated 1,
CISCO 892-FSP Automatic Keying Netgear DS-104
Software Software

C800 Software 10S

15.5(3)M4a Netgear Hub

CISCO 892

CISCO 892
) Endpoint
Endpoint ndpoin
Network tap
Hardware Hardware Hardware
CCSDS-1 = IV&V CCSDS-2 =Tap Z-Book = GRC
Dell XFRO630 Dell XFRO630 HP z-Book
Software Software Software
WireShark 2.26 WireShark 2.26 WireShark 2.26
minicom 2.7 minicom 2.7 minicom 2.7
Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3
StronSwan 5.5.3 StronSwan 5.5.3
Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS
Open SSL 1.0.2G Open SSL 1.0.2G Open SSL 1.0.2G

Figure 2.—Wireline diagram of the test.

128-Bit Key: 000102030405060708090a0b0c0d0e0f

5.2 IPV4 Confidentiality Automatic Keying #2

5.2.1 Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using authentication and automatic
keying with no rekeying. Endpoints will use a certificate server to acquire the same 128-bit public key
and then negotiate the private key.

Pre shared IPV4 addresses of firewalls and endpoints not provided in this document.

Figure 3 Test diagram of Confidentiality Automatic Keying RASDS view. RASDS view is intended
to illustrate the layers of the Open Systems Interconnection model that this testing will work through
however this is only a network layer test.

Figure 4 Test diagram wire of Confidentiality Automatic Keying wire diagram view. The wire
diagram shows how the protocol test is physically connected.
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Z-Book Dell Laptop CISCO 892 CISCO 892 CCSDS-1 Dell Laptop

| = | |l

Cloud Ak

CCSDS laptops Sets up the security association, sets the pre-shared The Hub repr.esents the

keys. StrongSwan will auto negotiate the keying and re-keying internet and its many hops.
Dark Blue is Generic Routing
Encapsulation (GRE) not part
of the security.

CCSDS-2 Tap sniffing, SSI Cloud
192.168.12.4

Figure 3.—RASDAS view of test.

Hardware
Hardware

Hub
Netgear DS-104

Routers

CISCO892-FSP ' Test Case #2 Confidentiality

Automatic Keying
Software

Software
C800 Software ICS
15.5(3)M4a
Netgear Hub
CISCO 892
CISCO 892
. Endpoint
Endpoint ndpoin
Network tap
Hardware Hardware Hardware
CCSDS-1 = IV&V CCSDS-2 =Tap Z-Book = GRC
Dell XFRO630 Dell XFRO630 HP z-Book
Software Software Software
WireShark 2.26 WireShark 2.26 WireShark 2.26
minicom 2.7 minicom 2.7 minicom 2.7
Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3

StronSwan 5.5.3 StronSwan 5.5.3
Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS
Open SSL 1.0.2G Open SSL 1.0.2G Open SSL 1.0.2G

Figure 4.—Wireline diagram of the test.

Pre shared Keying: 128-Bit Key: 000102030405060708090a0b0c0d0eOf
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5.2.2 Expected Results
If the resultant encryption/decrypted logs match, the test is successful.

5.3 IPV4 Authenticated Manual Key #3

5.3.1 Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using authentication and manual
keying. Endpoint one will encrypt data using a 128-bit test key. The resultant cipher data will be sent to a
second endpoint recipient via a network connection. The recipient will use the same 128-bit test key to
decrypt the cipher text.

Pre shared IPVV4 addresses of firewalls and end points not provided in this document.

Figure 5 shows a test diagram of Authenticated Manual Keying RASDS view. RASDS view is
intended to illustrate the layers of the Open Systems Interconnection model that this testing will work
through however this is only a network layer test.

Figure 6 is a test diagram of Authenticated Manual Keying wire diagram view. The wire diagram
shows how the protocol test is physically connected.

/-Book Dell Laptop CISCO 892 RTR1 CISCO 892 RTR3 CCSDS-1 Dell Laptop

(cMD_ )« »[ Minicom J+— <> Minicom J« > CMD ]
ia Cloud A |
CCSDS laptops manually configure the CISCO 892 routers, provides The Hub repr_esents the
the addresses and the pre-shared keys. Builds the Phase 1 and internet ar.1d its many hOPS‘
Phase 2 tunnels. Dark Blue is Generic Routing
Encapsulation (GRE) not part

Flesh tone is the secure tunnel; Phase 1 tunnel the two endpoints of the security.
authenticate one another and negotiate keying material.
Phase 2: the two endpoints use the secure tunnel created in Phase CCSDS-2 Tap sniffing, SSI Cloud
1 to negotiate ESP SAs. The ESP SAs are what are used to encrypt 192.168.12.4

the actual user data that is passed between the two endpoints.

Figure 5.—RASDAS view of test.

CCSDS 356.1-Y-2 Page 13 October 2017



CCSDS NETWORK LAYER SECURITY ADAPTATION PROFILE TEST

Test Case #3 Authenticated
Manual Key

Laptop direct
configuration of router

Netgear Hub

f CISCO 892
Hardware _ CISCO 892
) Routers S Hardware i
Endpoint confi;?;,:i’:::ﬁcr:uter CISCO 892-FSP ( Hub Endpoint
Netgear DS-104
Software /
C800 Software ICS Software
15.5(3)M4a
Network tap
Hardware Hardware Hardware
CCSDS-1 = IV&V CCSDS-2 =Tap Z-Book = GRC
Dell XFRO630 Dell XFRO630 HP z-Book
Software Software Software
WireShark 2.26 WireShark 2.26 WireShark 2.26
minicom 2.7 minicom 2.7 minicom 2.7
Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3
StronSwan 5.5.3 StronSwan 5.5.3
Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS
Open SSL 1.0.2G Open SSL 1.0.2G Open SSL 1.0.2G

Figure 6.—Wireline diagram of the test.

Pre shared Keying: 128-Bit Key: 000102030405060708090a0b0c0d0e0f

5.3.2 Expected Results
Encryption/decrypted numbers match or off by one and tunnel established the test is successful.

5.4 IPV4 Confidentiality Manual Key #4

5.4.1 Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using confidentiality and manual
keying. Endpoint one will encrypt data using a 128-bit test key. The resultant cipher data will be sent to a
second endpoint recipient via a network connection. The recipient will use the same 128-bit test key to
decrypt the cipher text.

Pre shared IPV4 addresses of firewalls and endpoints not provided in this document.

Figure 7 shows a test diagram of Confidentiality Manual Keying RASDS view. RASDS view is
intended to illustrate the layers of the Open Systems Interconnection model that this testing will work
through however this is only a network layer test.

Figure 8 shows a test diagram of Confidentiality Manual Keying wire diagram view. The wire
diagram shows how the protocol test is physically connected.

5.4.2 Expected Results
Encryption/decrypted numbers match or off by one and tunnel established the test is successful.
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Z-Book Dell Laptop CISCO 892 CISCO 892 CCSDS-1 Dell Laptop

(CcMD__J« »[ Minicom J«  »

<> Minicom J«——{ CMD ]

| |

) Cloud s

CCSDS laptops manually configure the CISCO 892 routers, provides The Hub represents the

the addresses and the pre-shared keys. Builds the Phase 1 and internet and its many hops.

Phase 2 tunnels. Dark Blue is Generic Routing
Encapsulation (GRE) not part

Flesh tone is the secure tunnel; Phase 1 tunnel the two endpoints of the security.

authenticate one another and negotiate keying material.

Phase 2: the two endpoints use the secure tunnel created in Phase CCSDS-2 Tap sniffing, SSI Cloud
1to negotiate ESP SAs. The ESP SAs are what are used to encrypt 192.168.12.4

the actual user data that is passed between the two endpoints.

Figure 7—RASDAS view of test.

Test Case #4 Confidentiality
Manual Key

Laptop direct
configuration of router

Netgear Hub

CISCO 892
CISCO 892
Laptop direct Hardware
. configuration of router Endpoint
Endpoint Routers Hardware
CISCO 892-FSP Hub
Netgear DS-104
Software
C800 Software 10S Software
15.5(3)M4a Network tap
Hardware Hardware Hardware
CCSDS-1 = IV&V CCSDS-2 = Tap Z-Book = GRC
Dell XFRO630 Dell XFRO630 HP z-Book
Software Software Software
WireShark 2.26 WireShark 2.26 WireShark 2.26
minicom 2.7 minicom 2.7 minicom 2.7
Cisco Configuration Professional Express 3.3 Cisco Configuration Professional Express 3.3
StronSwan 5.5.3 StronSwan 5.5.3
Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS Ubuntu 16.04.2 LTS
Open SSL 1.0.2G Open SSL 1.0.2G Open SSL 1.0.2G

Figure 8.—Wireline diagram of the test.

Pre shared Keying: 128-Bit Key: 000102030405060708090a0b0c0d0eOf
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6.0 Compatibility Testing Between NASA GRC and NASA IV&V

Compatibility testing is used to measure how well software applications or hardware devices function
in concert with relevant hardware, software, operating systems or network environments.

NASA GRC and IV&YV are only testing the IPV4 configurations (Figure 9). Appropriate
documentation was exchanged between NASA centers in order to configure the path and encrypt the
tunnels.

Table 3 is the summary of the IPsec tests modes performed and results from compatibility testing
between NASA centers.

NASA IV&V NASA GRC

INTERNET

TEST-IPSEC-CCSDS

(vt
(vt

Figure 9.—GRC-IV&YV test setup.

TABLE 3.—COMPATIBILITY TESTS AND RESULTS

IPV4 ESP Tunnel | Integrity | Authenticated | Confidentiality | Manual Auto No Interoperability
test # encryption key K rekey test
ey
1 X X X X -- X
2 X X X X X
3 X X X X -- -- X X
4 X X X X X X
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6.1 IPV4 Compatibility Test Results

Table 4 shows the details of Test Case 3, Authenticated Manual Key.

TABLE 4.—TEST CASE 3, AUTHENTICATED MANUAL KEY

1. Test Date: 10/16/17
2. Program under test: Network Layer Security Adaptation Profile
3. Test Case: 3, Authenticated Manual Key
4. Agencies Participating in this Test Case: NASA GRC and NASA V&YV Facility
5. IV&YV Point of Contact: Brandon Bailey
6. IV&YV Test Engineer: Adam Alley ENGILITY Corp.
7. GRC Point of Contact: Charles Sheehe
8. GRC Test Engineer: John Wang
9. Results (Pass, Partial Pass, Fail): Pass
10. Variances from Expected Result: None
11. Comments:

The following are the log validating the test conducted:

IV&V: Configured Router

GRC: Configured Router

IV&V: Pinged distant end point

GRC: Pinged distant end point

Bytes and Packets counters before traffic:

Bytes and Packets counters after ping from IV&V:

Bytes and Packets counters after ping from GRC:

Wire Shark capture of traffic/pings: File below:
m

ccsds-AMK10162017.pcap
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a etk 1128 [E= EoE =]
file Ede Yoew Go Capte Aoabue Statimics Teephany Teoh ety Hely
R AMd BEERR ALeEvTE aaan @apRx B

e
o0 fep |
170 E5P (SPI-UX0000369)
170 €3¢ (SPI=0x00000308)
170 658 (51-0x00000TR9)
170 E5¢ (SPI=OX000003ES)
170 €59 (SPTa0X00000309!
170 £58 (SP1=0X00000305)
170 E3# (SPI=0x00000309)
70 £5# (5P1-0x000001¢8)

10 5, 192,166, 5.1

1
11 6.797607  192.168,3.1 192,168.2.1 170 E5% (SPI=OXO0000YES)
2 192.168.2.1 192,164.5.1 170 E59_(SPI-OXU00003¢E)
13 10.000191 20:23:9F108:76190 20123197 108176190 LooR 60 reply
14 10.638261 102.168.2.1 192.168.5.1 5o 170 E58 ($01-0%000007a8)
170 €52 {5PI-0x00000Te3)

15 10. 639361 192,168, 5.1 192.168.2.1

107, 168.2.1 v # (SPI=0N00000108)
8 (SPT-0XD00001a9)

18 11. 630558
10 11. 640683 192.168.5.1 1 o

2012471107 a0:20:0F:08:7¢:88  a0:23:0F:08:7¢:8  LOOP 80 Renly
2112640888 192.168.2.1 192.188.5.1 Esp 170 ESP (SPI~ONDODDTEE)
2212641986 192.168.5.1 192.168.2.1 e 170 5P (SPI-0xDOD0O 305}
7313647176 192.168.2.1 192.168.5.1 530 170 658 (SH1=0X00000T0R)
24 13.641291 192.168.5.1 192.168.2.1 Esp 170 ESP (SPI=0X00000129)
25 14641567 192.168.2.1 192.168.5.1 Esp 170 E5P (SPI-ORDODDOIEE)
2614642521 192.166.5.1 192,168.2.1 [T 170 E50 (SPI-0xDO00OTCS}
27 20.000322 ab:23:9F:08:76:190 adi23iaFi0B:T6:30  woor 60 reply

-« Frame 1: 60 DYTes on wire (480 b1Ts), 60 ByTes Captured (480 BITS)

5 Ethernet 1T, Sre: a0:23:0f (08:76:90 (AD:23:9F:DB:76:90), DSt: 40:23:9f:0B:76:90 (4Di23:0F:08:76:90)
2 Configuration Test protoca] (locpbac

4 pata (40 byzes)

0000 a0 23 of 08 76 90 aD 23 Of OB 76 90 90 00 0D 00 4.
01 D0 00 00 00 0D 0O 00 OO 0O 00 40 00 0D 0O 00

Q070 DO CAD0Q0 QO COCO 00 OO CO DY QO QO 0O 0D OO .
0030 00 0O 00 0D 00 00 0D 40 00 OO 00 40

Q@0 daN B € & F E & 4
Figure 10.—Wire Shark screen capture for Test Case 3, Authenticated Manual Key.

Wire Shark screen capture for Authenticated Manual Key is shown in Figure 10.

<BREAK>

Table 5 list details of Test Case 4, Confidentiality Manual Key.

TABLE 5.—TEST CASE 4, CONFIDENTIALITY MANUAL KEY
Test Date:10/16/17
Program under test: Network Layer Security Adaptation Profile

Test Case: 4, Confidentiality Manual Key
Agencies Participating in this Test Case: NASA GRC and NASA V&YV Facility
IV&YV Point of Contact: Brandon Bailey

IV&YV Test Engineer: Adam Alley ENGILITY Corp.

GRC Point of Contact: Charles Sheehe

GRC Test Engineer: John Wang

OO N w NP

Results (Pass, Partial Pass, Fail): Pass
10. Variances from Expected Result: None
11. Comments:
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The following are the log validating the test conducted:
IV&V: Configured Router
GRC: Configured Router
IV&V: Pinged distant end point
GRC: Pinged distant end point
Bytes and Packets counters before traffic:
Bytes and Packets counters after ping from IV&V:
Bytes and Packets counters after ping from GRC:

Wire Shark capture of traffic/pings: File below

FE.

aiod
"BEL
a

ccsds-CMK10162017.pcap

a Weshadk 1124
e ESt Yow Go Captwe Aealyte Saisties Tewphory Tosh [temss e

= 3
153 £5F (SPI=0x000003€9)
154 E5# (SPImGn0O000T08)
Looe 60 Raply

Ese 158 ESP (SPI=0X00000163)
(<=4 154 £5P (SPI=Om000003eR)
[t 154 e3¢ (SPI=0u00000309)
[ 154 E3# CSRImGN00000TeE)
e 60 Reply

£ 154 ESP (SPI=0X00000163)
[ 154 £ER (SPI-UX000003eE)
[ 154 050 (SP1=0u00000309)
e 154 €58 (5PI1-0n00000768)
Ese 154 £5F (SPI=0x00000Ted)
Esp 154 ESP (SPI=OX0000030S)
[T 152 £5R {SPI-0x00000368)
Ese 154 E9P (SPI=0u00000703)
e 60 reply

2012, 048673 Esp 154 £5F (SPI=0xD0003eR)

2112 039771 Esp 154 ESP (SPI=0XDI0003ES)
22 13.050035 192.168.2.1 s 154 £8P (SPI=0XD0000308)
73 13.051146 192, e 154 £S89 (SPI=0000000709)
24 13, 987760 Lip €0 Reply

25 14.051563 192, ESP 154 E5P (SPI=Ox000003e8)
26 14, 052481 [ 153 £5F {SPI=0x000003e9)
27 15.052837 e 154 £59 (SPI=0xI000308)
28 15.057943 197.168.5.1 192.168.2.1 eso 158 £58 (SPI=0%00000789)

= Frame 11 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)

# Ethernet II, Src: #0:23:9F:06:7¢:94 (a0:23:9f0B:7C:94), OSU: 0:ZY:9f:0B:76:80 (0:23:9f:08:76:90)
@ Internet Protocol version 3, Src: 192.168.5.1 (192,168.5.1), Dst: 192,168.2.1 (192.166.2.1)

o Encapsulating security rayload

3 of 08 76 30 a0 23 S 0B 7o B4 03 00 45 00
03 be 40 00 £ 32

2
2
5
2
o
Z
-
akatE
b
o
o
2
5
-
&
s
b

5 7d el
0 cd 67 b5 06 01 75 da 25 af 8b 05 <3 dd ea 11
d bt 32 BL Fe 7 1c 89 <2 I

e 3. ¥ € B8 EF S |
Figure 11.—Wire Shark screen capture for Test Case 4, Confidentiality Manual Key.

Wire Shark screen capture for Confidentiality Manual Key can be seen in Figure 11.
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<BREAK>

The process for AAK StrongSwan will be:
sudo ipsec start

sudo ipsec up ccsds-AAK

ping neighboring machine

sudo ipsec down ccsds-AAK

sudo ipsec stop

Table 6 shows some details from Test Case 1, Authenticated Automatic Keying.

TABLE 6.—TEST CASE 1, AUTHENTICATED AUTOMATIC KEYING

1. Test Date: 10/16/17
2. Program under test: Network Layer Security Adaptation Profile
3. Test Case: 1, Authenticated Automatic Keying
4. Agencies Participating in this Test Case: NASA GRC and NASA V&YV Facility
5. IV&YV Point of Contact: Brandon Bailey
6. IV&YV Test Engineer: Adam Alley ENGILITY Corp.
7. GRC Point of Contact: Charles Sheehe
8. GRC Test Engineer: John Wang
9. Results (Pass, Partial Pass, Fail): Pass
10. Variances from Expected Result: None
11. Comments:

The following are the log validating the test conducted:

IV&V: Configured StrongSwan

GRC: Configured StrongSwan

IV&V: Pinged distant end point

GRC: Pinged distant end point

Bytes and Packets counters before traffic:

Bytes and Packets counters after ping from IV&V:
Bytes and Packets counters after ping from GRC:

Wire Shark capture of traffic/pings: File below
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aiad
SR EL
rhp

cesds-AAK10162017.pcap

a ek 1221 [E=mEcE -]

file Eda Yoew Go Capiure foabyve Suatitics Tekphony Tesh
COoO AN BERK2 LesDTL aaan @nms B

Destimaton
RN

6 10. 000060 at:
716, 758880 19

s 234 E57 (SPI=OXD00DOTEE)
s 234 use (SPT=x00000309)
7690 Loow 60 Rep
ese 234 E58 (5PI-OC000OTeE)
152,168.5.1 e 234 E59 (SPI-000003e3)
i
192,168, 2.1 s 234 k36 (SPImOXO000030BY
et 234 €59 (5P1-0¥D0000189)
ESP 234 ESP (SPI-Ox0O0000)eS)
e 234 £57_(SPI-0000003eS)
Leor 60 Reply
s 234 B30 (SPTmOX0000T0k)
e 234 €59 (SPT=0X000001e3)
ESP 234 ESP (SPI=Ox000003e8)
£ 234 £59 (SPI-OXD0000IES)
s 234 £58 (SPTIND0000 308}
LE 234 E5# (SFI=0x00000389)
e 234 £5¢ (5P1-0X0000018)
e 234 £5¢ (SPTa0X00000363)
= 234 E5P (SPI-UNDOO0OI0E)
s 234 £5e (SPI-X00000309)
28 176190 ¢ 190 voor 60 Reply
23 10.000416 _ali209f:08:7ci M a0:20i9f 1087 M Loor 80 fewly

« Frame 1: 60 bytes on wire (450 bits), 60 byres captured (450 bits)

5 Ethernet 11, src: a0:23:9f:08:7c:94 (a0:23:9F:08:7c:98), DSU: a0:23:9F:08:7c:98 (20:23:9F:08:7c:54)
3 CoNFiguration TESE Protocel (1ocpback)

« Bata (40 bytes)

0000 a0 23 Of 05 7c 9¢ a0 23 Of OB 7c 94 90 00 0D 0
0010 01 00 00 00 0O 00 00 0 00 60 00 00 0O OO 0D 00
0020 00 0O 0 00 OC 0D ©O 04 00 0O 00 00 00 00 00 B0
0030 00 0O 00 00 00 0D 0O 40 00 DO 00 00

Packes: 3 - Displayec: 33 (100.0%) - Load ime: 000000
oz NIRRT IE/ e L HE| ‘
Figure 12.—Wire Shark screen capture for Test Case 1, Authenticated Automatic Keying.

Figure 12 is a Wire Shark screen capture for Authenticated Automatic Keying.

<BREAK>
The process for CAK StrongSwan will be:
sudo ipsec start
sudo ipsec up ccsds-CAK
ping neighboring machine
sudo ipsec down ccsds-CAK

sudo ipsec stop

Table 7 illustrates Test Case 2, Confidentiality Automatic Keying.
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TABLE 7.—TEST CASE 2, CONFIDENTIALITY AUTOMATIC KEYING

1. Test Date:10/16/17
2. Program under test: Network Layer Security Adaptation Profile
3. Test Case: 2, Confidentiality Automatic Keying
4, Agencies Participating in this Test Case: NASA GRC and NASA IV&YV Facility
5. IV&YV Point of Contact: Brandon Bailey
6. IV&YV Test Engineer: Adam Alley ENGILITY Corp
7. NASA Point of Contact: Charles Sheehe
8. NASA Test Engineer: John Wang
9. Results (Pass, Partial Pass, Fail): Pass
10. Variances from Expected Result: None
11. Comments:

The following are the log validating the test conducted:
IV&V: Configured StrongSwan
GRC: Configured StrongSwan
IV&V: Pinged distant end point
GRC: Pinged distant end point
Bytes and Packets counters before traffic:
Bytes and Packets counters after ping from IV&V:
Bytes and Packets counters after ping from GRC:

Wire Shark capture of traffic/pings: File below

R

ccsds-CAK10162017.pcap
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L Iéfvmsburk LLLE ik =re )
file Bt Yoew o Capture fmahue  Satistico Tephony Tosh |ntemats el
coAmad ERXR AeseT: EF ceean @Ry ®

90 a0:z3:97i08:76: 60 Reply
a

s a0i23i9Fi0Biicies Looe 60 Reply
192.168.5.1 s 57 ot
192.168.2.1 Ese 57 1eGX00000709)
192,166,5.1 e - (5P1-0000003¢8)
192,166, 2.1 E5 362 E5P_(SPI=0XDOO0OYES)
176190 20:23:9FI0B176190 Loop 60 Reply
7194 a0:23afioBivoiNe  Loor 60 mep:
192.168.5.1 eso 234 €59 ($61-0%000001a8)
15 12.12618 192,166.5.1 192,168,2.1 ese 234 E5e (5PE-Ox0000OTe8)
16 33.126651 192.168.2.1 s 233 E59 (SPI-ONDOODOTEE)
17 33.127877 192.168.5.1 = 234 £50 (SPI-0ND00DO3CS)
18 34.178260 102.168.2.1 Ese 234 B39 (SPI=0X00000308)
10 340120489 192.16R.5.1 Eso 234 €59 (5P1-0¥D0000T29)
20 15.120833 192.168.2.1 €5 234 €50 (5PI-Dx000001eE)
21 35.151060 192.168.5.1 e 234 £59 (SPI-OX000003ES)
22 36.131401 192.168.2.1 s 234 £58 (SPTN0000 308}
33 36.132612 192.168.5.1 234 B39 (SPImOX0000T09)
24 37, 979 192.168.2.1 Esp 234 ESP (SPI=0X0O00001ES)
e 234 £59_(SPI-XD00003E3)

50 Reply

BbyTes on wiré (450 B1TS), 60 BYTes Captured (450 bits)

= Eth . Sre: #0:23:9f:08:7¢:94 (40:23:9F:08:7C:4), DSL: A0:2E:9F:08:7C:04 (30:23:9:08:7¢i54)
2 Configuration Test Protocol (lospback)

o B byzes)

0000 a0 23 Of 08 Tc B0 aD 23 Of OB 7c M S0 00 00 00 A l..F .. li....
0010 01 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00  _....... L.....n
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .vavevrs vevsaras
0030 00 0O 00 0D 00 00 0D 40 00 OO 00 40

58U Special peojeetsh

Ol |0 @0 0|~ v 26 Ll B G
Figure 13.—Wire Shark screen capture for Test Case 2, Confidentiality Automatic Keying.

E

Figure 13 shows a Wire Shark screen capture for Confidentiality Automatic Keying.

7.0 Observations

Due to limited budgets for compatibility testing and increased emphasis on institutional network
security, it became increasingly difficult to implement legacy configurations that required manual keying
or automatic keying with controllable rekeying. Static keys are considered risky and major terrestrial
vendors and institutions no longer support this configuration. Automatic keying life time have been
reduced and the no-rekeying function has been removed from many vendors’ products. Terrestrial
network/firewall vendors are responding to networking needs of the internet world and flexibility is
reduced in favor of security.

If manual keying, controlled automatic rekeying configurations are needed for space flight, then an
effort needs to be undertaken to support these space flight operational modes with vendors to keep these
functions within their actively supported equipment and software.
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Annex A

Configuration files and Photographs
Hardware and software configuration captures. Photos of the test setup.

Router #1 Configuration File:

rtrl#sho run
Building configuration...

Current configuration : 9454 bytes
1

I Last configuration change at 15:14:27 GMT Mon Oct 16 2017 by rtrl
1

version 15.5

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

I

Hostname rtril

!

boot-start-marker

boot system flash:/c800-universalk9-mz.SPA.155-3.M4a.bin
boot-end-marker

!

1

logging buffered 51200 warnings

enable secret 5 $1$1hWo$QJ7UGE2xJFFZlyUXazD.1.
enable password 7 051B071C325B411B1D52

I

aaa new-model
1
1

aaa authentication login local _access local
1

aaa session-id common
ethernet Imi ce
clock timezone GMT -4 0
1
crypto pki trustpoint TP-self-signed-146701208
enrolIment selfsigned
subject-name cn=10S-Self-Signhed-Certificate-146701208
revocation-check none
rsakeypair TP-self-signed-146701208
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crypto pki certificate chain
certificate self-signed 01

30820229
05050030
30312E30
43657274
69666963
31303433
335A170D
1325494F
532D5365
36373031
32303830
02818100
EB4B0194
40CCES57B
5DA272EO
EC8AO51F
5A940C45
EGE3E2CA
4242BC1B
B770F321
02030100
0603551D
23041830
1D060355
1DOEO416
06092A86
4886F70D
E199E417
E0490026
3A679A8E
084E1B4D
393781ED
3E21A258
86961612
8F2BADBF

30820192

2C060355

6174652D

32303031

6C662D53

819F300D

689603BC

2BF9DA47

8802CB39

B8EGA2B7

01A35330

168014E8

0414E87D

01010505

C8D65B73

ABOG6BE9B

6DC64318

EEB8D105

quit
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A0030201

04031325

31343637

30313030

69676EGS

06092A86

E94550FA

78BF3663

CDFFBO50

AEA1D48A

51300F06

7D62DDE3

62DDE342

00038181

FFOD6D6B

EA1BBF45

CED63065

19D34A98

TP-self-signed-146701208

02020101

494F532D

30313230

30303030

642D4365

4886F70D

32E297CA

40221135

BF6336DE

00818615

03551D13

42144329

14432909

00B6234B

25FED6F7

511D5594

7505299C

87

Page 25

300D0609

53656C66

38301E17

5A303031

72746966

01010105

O55FEEBD

2768F2B3

B2C14CDF

6848AC53

0101FF0O4

09CD28B0O

CD28B0OBO

A59DEB28

92604993

436AF932

9081FASD

2A864886

2D536967

0D313730

2E302C06

69636174

0003818D

8752ECA3

6CE3B1AA

8A4E34B2

D488CCOC

05300301

BO2E4683

2E468362

OE748122

FB430BDO

28103443

9E7964A4

F70D0101

6E65642D

36323132

03550403

652D3134

00308189

47F2F741

ECCFD52C

6FFD7468

C6B72A69

O1FF301F

623EAA30

3EAA300D

A23EBDC1

B6D97BA4

ESEEAF59

7C159D57
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p nbar http-services

1
ip dhcp excluded-address 192.168.1.1
p dhcp excluded-address 192.168.2.1

ip dhcp pool ccp-pool

import all

network 192.168.2.0 255.255.255.128
default-router 192.168.2.1

lease 0 2

ip domain name nasa_grc

ip cef

no ipv6 cef

I

!

flow record nbar-appmon

match ipv4 source address

match ipv4 destination address
match application name

collect interface output
collect counter bytes

collect counter packets

collect timestamp absolute first
collect timestamp absolute last
I

1

flow monitor application-mon
cache timeout active 60
record nbar-appmon

I

parameter-map type inspect global
max-incomplete low 18000
max-incomplete high 20000
nbar-classifty

= [ T

ultilink bundle-name authenticated
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license udi pid C892FSP-K9 sn FJC2124L0Z1

object-group network Others_dst_net
any

1

object-group network Others_src_net
any

!

object-group service Others_svc

1p
1
object-group network Web_dst net
any
1
object-group network Web_src_net
any
!
object-group service Web_svc
ip
!
object-group network local cws net
I

object-group network local lan_subnets
any
192.168.1.0 255.255.255.128
192.168.2.0 255.255.255.128
!
object-group network vpn_remote_subnets
any
1
username rtrl privilege 15 secret 5 $1$cCSv$1j/xZqjTNwHtvcCYuVfo/0
!
!
!
no crypto engine software ipsec
!
no cdp run
!
!
class-map type inspect match-any INTERNAL_DOMAIN_FILTER
match protocol msnmsgr
match protocol ymsgr
class-map type inspect match-any Others_app
match protocol https
match protocol smtp
match protocol pop3
match protocol imap
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match protocol sip

match protocol fTtp

match protocol dns

match protocol icmp
class-map type inspect match-any Web_app
match protocol http
class-map type inspect match-all Others
match class-map Others_app

match access-group name Others_acl
class-map type inspect match-all Web
match class-map Web_app

match access-group name Web_acl

1

policy-map type inspect LAN-WAN-POLICY
class type inspect Web

inspect
class type inspect Others
inspect
class class-default

drop log

1
zone security LAN
zone security WAN
zone security VPN
zone security DMZ
zone-pailr security LAN-WAN source LAN destination WAN
service-policy type inspect LAN-WAN-POLICY
I
1
crypto isakmp policy 1
encr aes
hash sha256
authentication pre-share
group 16
lifetime 60
crypto isakmp key 000102030405060708090a0b0c0d0eOf address 192.168.5.1
no-xh
crypto isakmp keepalive 12
I

crypto ipsec security-association lifetime kilobytes 2560
crypto ipsec security-association lifetime seconds 120
1

crypto ipsec transform-set ccsdsset esp-aes esp-sha256-hmac

mode tunnel
crypto ipsec transform-set ccsdsset-no-esp esp-null esp-sha256-hmac
mode tunnel
crypto ipsec transform-set ccsdsset-no-auth esp-aes

mode tunnel

1

crypto ipsec profile ccsds_ipsec

set security-association lifetime kilobytes disable

set security-association lifetime days 30
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!
crypto ipsec profile default

set security-association lifetime kilobytes disable

set security-association lifetime days 30
!

crypto ipsec profile protect-gre

set security-association lifetime kilobytes disable
set security-association lifetime seconds 120

set transform-set ccsdsset

I

crypto map AMK 1 ipsec-manual

set peer 192.168.5.1

set session-key inbound esp 1001 cipher
000102030405060708090a0b0c0d0e0f authe
set session-key outbound esp 1000 cipher
000102030405060708090a0b0c0d0e0f auth

set transform-set ccsdsset

match address 101

crypto map CMK 1 ipsec-manual

set peer 192.168.5.1

set session-key inbound esp 1001 cipher
000102030405060708090a0b0c0d0e0f authe
set session-key outbound esp 1000 cipher
000102030405060708090a0b0c0d0e0f auth

set transform-set ccsdsset-no-auth

match address 101

interface GigabitEthernetO
no ip address

interface GigabitEthernetl
no ip address
shutdown

interface GigabitEthernet2
no Ip address
shutdown

interface GigabitEthernet3
no ip address
shutdown

interface GigabitEthernet4
no ip address

shutdown
1
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interface GigabitEthernet5
no iIp address

shutdown
I
interface GigabitEthernet6
no ip address

shutdown
I
interface GigabitEthernet?7
no ip address

shutdown
I
interface GigabitEthernet8
description PrimaryWANDesc
ip address 192.168.2.1 255.255.255.0
ip nbar protocol-discovery
ip tcp adjust-mss 1412
duplex auto

speed auto

pppoe enable group global
pppoe-client dial-pool-number 4
crypto map AMK

I

interface GigabitEthernet9
no ip address

ip nat inside

ip virtual-reassembly in
ip tcp adjust-mss 1412
shutdown

duplex auto

speed auto

interface Vlanl

description $ETH_LANS$

ip address 192.168.1.1 255.255.255.0
ip nbar protocol-discovery

ip tcp adjust-mss 1412

interface Dialer4

no ip address
1

router rip

version 2

network 192.168.1.0
network 192.168.2.0
network 192.168.4.0
network 192.168.5.0
network 192.168.8.0
network 192.168.9.0
neighbor 192.168.9.1
neighbor 192.168.5.1
no auto-summary
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forward-protocol nd

http server

http upload enable path flash:

http upload overwrite

http authentication local

http secure-server

http timeout-policy idle 60 life 86400 requests 10000

LT T Th Th
T T TTTOTTOTDO

dns server
nat inside source list nat-list interface Dialer4 overload
route 0.0.0.0 0.0.0.0 GigabitEthernet8

T T 11
T TT

access-list extended GRE-tunnel

permit gre host 192.168.2.1 host 192.168.5.1

ip access-list extended Others_acl

permit object-group Others_svc object-group Others_src_net object-
group Otherst

ip access-list extended Web_acl

permit object-group Web_svc object-group Web_src_net object-group
Web _dst_net

ip access-list extended nat-list

permit ip object-group local lan_subnets any
!

-
©

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255
access-list 102 permit ip any any

access-list 103 permit ip 192.168.2.0 0.0.0.255 192.168.5.0 0.0.0.255
access-list 104 permit ip host 192.168.2.1 host 192.168.5.1

ontrol-plane

- e e () e e -

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable

1

ﬁgcp profile default

line con O
login authentication local_access
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no modem enable

line aux O

line vty 0 4

access-class 23 in

privilege level 15

password 7 00141215174C04140B76
login authentication local_access
transport input telnet ssh

line vty 5 15

access-class 23 in

privilege level 15

password 7 140713181F132539207F
transport input telnet ssh

1
scheduler allocate 20000 1000

1
end

Router #3 Configuration File:

RTR3#sh conf
Using 10123 out of 262136 bytes
1

I Last configuration change at 19:02:12 GMT Tue Sep 5 2017 by rtr3
1

version 15.5

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

I

Hostname RTR3

!

boot-start-marker

boot system flash:/c800-universalk9-mz.SPA.155-3.M4a.bin
boot-end-marker

!

1

logging buffered 51200 warnings

enable secret 5 $1$ZDRe$ro0z8ubVcfRxsGwFSyuhk/
enable password 7 13151601181B0OB382F73

I

aaa new-model

!

!

aaa authentication login local _access local
1

1
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!
!
!
aaa session-id common
ethernet Imi ce
clock timezone GMT -4 O
1
crypto pki trustpoint TP-self-signed-3604603593
enrolIment selfsigned
subject-name cn=10S-Self-Sighed-Certificate-3604603593
revocation-check none
rsakeypair TP-self-signed-3604603593

crypto pki certificate chain TP-self-signed-3604603593
certificate self-signed 01 nvram: 10S-Self-Sig#l.cer

p nbar http-services

p dhcp excluded-address 192.168.4.1
p dhcp excluded-address 192.168.5.1

ip dhcp pool ccp-pool

import all

network 192.168.4.0 255.255.255.128
default-router 192.168.4.1
dns-server 192.168.4.1

lease 0 2

ip domain name nasa_ivv
ip cef
no ipv6 cef
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!

!

flow record nbar-appmon

match ipv4 source address

match ipv4 destination address
match application name

collect interface output
collect counter bytes

collect counter packets

collect timestamp absolute first
collect timestamp absolute last
1

1

flow monitor application-mon
cache timeout active 60
record nbar-appmon

1

parameter-map type inspect global
max-incomplete low 18000
max-incomplete high 20000
nbar-classifty

ultilink bundle-name authenticated

T I g

cense udi pid C892FSP-K9 sn FJC2125L1PP

object-group network Others_dst_net
any

!

object-group network Others_src_net
any

!

object-group service Others_svc
ip

!

object-group network Web dst net
any

!

object-group network Web_src _net
any

1

object-group service Web_svc
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ip

!
object-group network local_cws_net
1

object-group network local lan_subnets
any
192.168.4.0 255.255.255.128
192.168.5.0 255.255.255.128
I
object-group network vpn_remote_subnets
any
!
username rtr3 privilege 15 secret 5 $1$HOWQ$ZsyyAzgclLofIbwz7F4k40
I
1
1
no crypto engine software ipsec
1
no cdp run
1
1
class-map type inspect match-any INTERNAL_DOMAIN_FILTER
match protocol msnmsgr
match protocol ymsgr
class-map type inspect match-any Others_app
match protocol https
match protocol smtp
match protocol pop3
match protocol imap
match protocol sip
match protocol ftp
match protocol dns
match protocol i1cmp
class-map type inspect match-any Web_app
match protocol http
class-map type inspect match-all Others
match class-map Others_app
match access-group name Others_acl
class-map type inspect match-all Web
match class-map Web_app
match access-group name Web_acl
1
policy-map type inspect LAN-WAN-POLICY
class type inspect Web

inspect
class type inspect Others
inspect
class class-default

drop log

zone security LAN
zone security WAN
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zone security VPN

zone security DMZ

zone-palr security LAN-WAN source LAN destination WAN
service-policy type inspect LAN-WAN-POLICY

1

1
crypto isakmp policy 1
encr aes
hash sha256
authentication pre-share
group 16
lifetime 60
crypto isakmp key 000102030405060708090a0b0c0d0eOf address 192.168.2.1

no-xauth
crypto isakmp keepalive 12
1

crypto ipsec security-association lifetime kilobytes 2560
crypto ipsec security-association lifetime seconds 120
1

crypto ipsec transform-set ccsdsset esp-aes esp-sha256-hmac
mode tunnel
crypto ipsec transform-set ccsdsset-no-esp esp-null esp-sha256-hmac
mode tunnel
crypto ipsec transform-set ccsdsset-no-auth esp-aes
mode tunnel
I
crypto ipsec profile ccsds_ ipsec
set security-association lifetime Kkilobytes disable
set security-association lifetime days 30
1
crypto ipsec profile default
set security-association lifetime kilobytes disable
set security-association lifetime days 30
1
crypto ipsec profile protect-gre
set security-association lifetime Kkilobytes disable
set security-association lifetime seconds 120
set transform-set ccsdsset
I
crypto map AMK 1 ipsec-manual
set peer 192.168.2.1
set session-key inbound esp 1000 cipher
000102030405060708090a0b0c0d0e0f authenticator 20
set session-key outbound esp 1001 cipher
000102030405060708090a0b0c0d0e0f authenticator 20
set transform-set ccsdsset
match address 101
I
crypto map CMK 1 ipsec-manual
set peer 192.168.2.1
set session-key inbound esp 1000 cipher
000102030405060708090a0b0c0d0e0f authenticator 20
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set session-key outbound esp 1001 cipher
000102030405060708090a0b0c0d0e0f authenticator 20
set transform-set ccsdsset-no-auth

match address 101

interface TunnelO

ip address 192.168.50.1 255.255.255.0
shutdown

tunnel source GigabitEthernet8
tunnel mode ipsec ipv4
tunnel destination 192.168.2.1
tunnel protection ipsec profile protect-gre
1

interface GigabitEthernetO
description ethO

no ip address

1

interface GigabitEthernetl
description ethl

no ip address

shutdown

1

interface GigabitEthernet2
no ip address

shutdown

!

interface GigabitEthernet3
no ip address

shutdown

!

interface GigabitEthernet4
no ip address

shutdown

!

interface GigabitEthernet5
no ip address

shutdown

1

interface GigabitEthernet6
no iIp address

shutdown

!

interface GigabitEthernet?7
no ip address

shutdown

1

interface GigabitEthernet8
description PrimaryWANDesc
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ip addr
ip nbar
ip tcp
duplex
speed a

pppoe e

pppoe-c
1

interfac
no ip a
shutdow
duplex
speed a
1
interfac
descrip
ip addr
ip nbar
ip tcp
1
interfac
no ip a
1
router r
version
network
network
network
network
network
network
neighbo
neighbo
bfd all
no auto

forwa
http
http
http
http
http
http
http

[ B THN T T T T T
T T T TTTTOTTDO

dns s
nat i
route

-
T TTT

p acces
permit
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ess 192.168.5.1 255.255.255.0
protocol-discovery

adjust-mss 1412

auto

uto

nable group global

lient dial-pool-number 4

e GigabitEthernet9
ddress

n

auto

uto

e Vlanl

tion $ETH_LANS

ess 192.168.4.1 255.255.255.0
protocol-discovery

adjust-mss 1412

e Dialer4
ddress

ip

2
192.168.1.
192.168.2.
192.168.4.
192.168.5.
192.168.8.
192.168.9.
r 192.168.9.1
r 192.168.2.1
-interfaces
-summary

0
0
0
0
0
0

rd-protocol nd

server

upload enable path flash:

upload overwrite

access-class 23

authentication local

secure-server

timeout-policy idle 60 life 86400 requests 10000

erver
nside source list nat-list interface Dialer4 overload
0.0.0.0 0.0.0.0 GigabitEthernet8

s-list extended GRE-tunnel
gre host 192.168.5.1 host 192.168.2.1
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ip access-list extended Others_acl

permit object-group Others_svc object-group Others_src_net object-
group Others_dst_net

ip access-list extended Web_acl

permit object-group Web_svc object-group Web_src_net object-group
Web_dst_net

ip access-list extended nat-list

permit ip object-group local _lan_subnets any
1

éccess—list 101 permit ip 192.168.4.0 0.0.0.255 192.168.1.0 0.0.0.255
access-list 102 permit ip any any
access-list 104 permit ip host 192.168.5.1 host 192.168.2.1

ontrol-plane

- e e () e e -

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable

I

ﬁgcp profile default

banner exec ~CC
% Password expiration warning.

Cisco Configuration Professional (Cisco CP) is installed on this
device

and it provides the default username "cisco”™ for one-time use. If you
have

already used the username "‘cisco™ to login to the router and your 10S

image

supports the "one-time"™ user option, then this username has already
expired.

You will not be able to login to the router with this username after
you exit

this session.
It is strongly suggested that you create a new username with a

privilege level
of 15 using the following command.
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username <myuser> privilege 15 secret 0 <mypassword>

Replace <myuser> and <mypassword> with the username and password you
want to use.

~C
banner login ~CC

Cisco Configuration Professional (Cisco CP) is installed on this
device.

This feature requires the one-time use of the username ''cisco" with
the

password '‘cisco'. These default credentials have a privilege level of
15.

YOU MUST USE CISCO CP or the CISCO 10S CLI TO CHANGE THESE
PUBLICLY-KNOWN CREDENTIALS

Here are the Cisco 10S commands.

username <myuser> privilege 15 secret 0 <mypassword>
Nno username cisco

Replace <myuser> and <mypassword> with the username and password you
want
to use.

IF YOU DO NOT CHANGE THE PUBLICLY-KNOWN CREDENTIALS, YOU WILL
NOT BE ABLE TO LOG INTO THE DEVICE AGAIN AFTER YOU HAVE LOGGED OFF.

For more information about Cisco CP please follow the iInstructions in
the

QUICK START GUIDE for your router or go to
http://www.cisco.com/go/ciscocp

~C

!

line con O
login authentication local_access
no modem enable

line aux O

line vty 0 4

access-class 23 in

privilege level 15

password 7 00141215174C04140B76
login authentication local_access
transport input telnet ssh
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line vty 5 15
access-class 23 1n
privilege level 15
password 7 06160E325F59060B0140
transport input telnet ssh
!
scheduler allocate 20000 1000
1
end

StrongSwan Configuration File for CCSDS1:

config setup
charondebug=""alI"
strictcrlpolicy=no
uniqueids=yes

# Add connections here

# Sample VPN connections
# For host @ccsdsl

conn ccsds-AAK
authby = secret
auto = add
keyexchange = ikev2
ike = aes256-sha2_ 256-modp2048
left = 192.168.4.2
leftid = @ccsdsl
leftfirewall = no
right = 192.168.1.2
rightid = @zbook
rightfirewall = no
type = tunnel
esp = aes256-sha2_ 256
reauth = no
rekey = no

conn ccsds-CAK
authby = secret
auto = add
keyexchange = ikev2
ike = aes256-sha256-modp2048!
left = 192.168.4.2
leftid = @ccsdsl
leftfirewall = no
right = 192.168.1.2
rightid = @zbook
rightfirewall = no
type = tunnel
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esp = null-sha256, aes256-sha2_256!
reauth = no
rekey = no

StrongSwan Configuration File for Zbook:

config setup
charondebug=""al I"
strictcrlpolicy=no
uniqueids = yes

# Add connections here.

# Sample VPN connections
# For host @zbook

conn ccsds-CAK
authby=secret
auto=add
keyexchange=ikev2
ike=aes256-sha256-modp2048!
left=192.168.1.2
leftid=@zbook
leftfirewall=no
right=192.168.4.2
rightid=@ccsdsl
rightfirewall=no
type=tunnel
esp=null-sha256, aes256-sha2_256!
reauth=no
rekey=no

conn ccsds-AAK
authby = secret
auto = add
keyexchange = ikev2
ike = aes256-sha2_ 256-modp2048!
left = 192.168.1.2
leftid = @zbook
leftfirewall = no
right = 192.168.4.2
rightid = @ccsdsl
rightfirewall = no
type = tunnel
esp = aes256-sha2 256!
reauth = no
rekey = no
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StrongSwan Secrets file:

# ipsec.secrets - strongSwan IPsec secrets file

@ccsdsl @zbook : PSK 0x000102030405060708090a0b0c0d0e0f
@ccsdsl %any : PSK 0xf00102030405060708090a0b0c0d0e0f

192.168.4.2 %any : PSK 0x000102030405060708090a0b0c0d0eOf
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Figure 15.—Photo #2 of the test setup.
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Figure 17.—Photo #4 of the testing at IV&V facility.
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