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Discussions:

1. The CCSDS Security Working Group (SecWG) met for 2 days at the CCSDS Fall 2010 meeting held at the British Standards Institute (BSI) in London, UK.  The meeting agenda appears in Appendix A.  The action items resulting from the meeting appear in Appendix B. The following paragraphs describe the working group’s discussions and directions.  
2. We began the SecWG meeting by reviewing the agenda and discussed other working groups that we should be involved with.  One suggestion was the SLE work because it currently contains weak authentication and it is thought that we should help them include stronger security mechanisms so that it would not have to rely on underlying network security services.  Likewise, we talked about the possible inclusion of IPSec in the IP over CCSDS work (we need to investigate what is included, or not, in IP over CCSDS).
3. We reviewed the status of the Security Architecture which was completed, including comments and revisions, at the Portsmouth meeting in May 2010.  It was noted that the final version of the document has been submitted to the SEA Area Director for progression.
4. We discussed the current status of the newly created UK Space Agency which succeeds the British National Space Center (BNSC).  They are/will-be establishing a permanent “home” at Harwell in the Harwell Science and Innovation Campus.  They have adopted sixteen recommendations for growth in space recognizing that space is the largest growth domain in the UK.  
5. We reviewed the working group charter which had been discussed at the previous meetings but without any action being taken.  A straw man marked up revision was reviewed and discussed.  With a bit of wordsmithing it was decided to move forward with it.  The current projects need to be included along with the schedule and then it will be submitted.  During the charter revisions, we also discussed what should be done with the existing security books.  We decided that the various books, especially the threat book, should be reviewed by all the WG members adding as much current detail as possible while also keeping the book available as open, public information.  It was also decided that we should re-vet the subscribers to the Security WG mailing list which currently number greater than 60 individuals.  A message to the list will be sent out asking people if they want to remain subscribed, and why.
6. The Algorithms document was reviewed after changes were made to it at the Portsmouth meeting.  The major change made in London is the default authentication algorithm.  We had previously stated that the prime authentication algorithm was GMAC which is part of the AES/GCM algorithm used for encryption.  GMAC makes a lot of sense for use when using authenticated encryption because only one algorithm (cipher suite) is required.  However, if using only authentication, the use of CMAC is “cheaper” (in terms of less resources and less bits on the wire) and therefore CMAC for authentication-only environments will now be the default.  We also discussed the requirement for testing in order to progress the algorithms book.  A Yellow Book for testing will be created.  The current thinking is that little or no implementation will have to be done because the algorithms being specified can be obtained “off-the-shelf” within various cryptographic libraries (e.g., OpenSSL, CryptoLib).  We anticipate using various libraries to illustrate that independent implementations will interoperate as required when using the specified algorithms.
7. We reviewed the Security Mission Planner’s Guide.  At Portsmouth we made what we thought were final edits.  However, we decided to review the document once again in light of comments submitted by CNES.  The working group was able to review and disposition the comments in real-time and the final version of the document will be ready to send to the AD and the Secretariat immediately after the London meeting.

8. The Key Management Green Book has been completed and will be submitted to the AD and the Secretariat after the London meeting.  The Symmetric Key Management Blue Book is in process.  However, various questions were raised: how do we test the book’s recommendations; how do we specify procedures since we do not use application layer services; how do we write an abstract document with enough specification to enable interoperability testing?  Progress will continue on the document and we will hold a telecom in mid-February 2011 to discuss its progress.
9. The Security Glossary was reviewed.  At Portsmouth we were hoping that the Idaho State glossary could be posted on CWE.  However, that glossary is not a flat file but rather some sort of Access database which does not appear to be useful without the front-end application written to search it.  We will investigate how to integrate the security glossary with the soon-to-be online CCSDS glossary which SANA will support.  We will also cross reference existing definitions with those existing in ISO documents such as 7498-2 and 27001.  Where ISO definitions exist, they will be used in the CCSDS Security Glossary.
10. We continued to discuss Network Layer Security.  At the last meeting, it was decided that we would create an IPSec “profile” for CCSDS which would be published as a green book.  Unfortunately, not a lot of progress was made on this.  However, at the meeting we discussed the various IPSec options available which require study to determine how they are/should be utilized in a CCSDS environment.  It is anticipated that work performed at NASA/JSC will be used to help formulate the “profile.”
11. We held a lunchtime side meeting with a couple of the Spacecraft Monitoring and Control members (Mario Meri and Sam Cooper) to discuss further involvement of Security with SM&C.  We suggested using SM&C as a Key Management test case by integrating Key Management into SM&C.  Essentially this would require “black box” security testing because it would be invisible inside of SM&C.  It was agreed that SecWG would work with SM&C to develop test cases and work to integrate Key Management into SM&C. 

12. We also held a side meeting with Eric Barkley to discuss security integration into SLE.  We proposed to work with the SLE folks to enhance and strengthen the security mechanisms in the revised (future) version of SLE.  Eric was interested but needed to poll his WG before committing.  
13. The next WG meetings will be held in the spring during the week of 16 May 2011 at DIN in Berlin Germany.  
· Appendix A – Fall 2010 CCSDS Security WG Agenda – BSI, London UK
· 26 October 2010 (09:00 – 17:00)
· Welcome, opening remarks, logistics, agenda bashing, introduction for new attendees 

· Review results of Spring 2010 (Portsmouth) meeting

· Security Architecture final words/status (Black)

· UK Space Agency (Black)

· Review CWE WG entries: charter, programs, schedules

· Algorithm Document review (Weiss)

· testing for Yellow Book (all)
· Additional Algorithms from ISO/IEC 19772 (Aguilar-Sanchez/Weiss)

· Glossary Review (Weiss)

· 27 October 2010 (09:00 – 17:00)
· Mission Planner’s Guide (Biggerstaff)

· Key Management (Fischer/Sanchez-Aguilar)

· Network Layer Security (Pajevski/Weiss)

· Link Layer Security (Biggerstaff/Weiss/all)

· Other areas of discussion

· New work areas 

· 28 October 2010 
· 09:00-17:00: Space Data Link Security WG

· 29 October 2010
· 09:00-12:30: Space Data Link Security WG

· 13:00-17:00: SEA Wrap-up Plenary
· Appendix B – Fall 2010 CCSDS Security Working Group Action Items
	Item Number
	Action Item:
	Assigned to:
	Date Due:

	SecWG1010:1 
	· Check with Eric Barkley re: integrating stronger security into SLS beyond what is there currently.
	Howard Weiss
	11/30/10

	SecWG1010:2 
	· Check with SIS to determine if IPSec is planned to be integrated into the IP over CCSDS book. 
	Howard Weiss
	11/30/10

	SecWG1010:3 
	· Review current threat book for potential revisions (add as much detail as possible w/o compromising its public release). 
	All
	02/28/11

	SecWG1010:4 
	· Recertify those who have subscribed to the Security WG mailing list. 
	Howard Weiss
	11/30/10

	SecWG1010:5 
	· Write testing Yellow Book to accompany the Algorithms book (draft for Berlin mtg).  Investigate contents of Yellow Books. 
	Howard Weiss
	05/15/11

	SecWG1010:6 
	· Obtain information on Agency testing plans for algorithms document.  
	All
	02/28/11

	SecWG1010:7 
	· Resolve CNES comments/insertions in Mission Planner’s Guide. 
	Craig Biggerstaff
	11/30/10 

	SecWG1010:8 
	· Send final version of Mission Planner’s guide to AD and Secretariat. 
	Howard Weiss
	12/15/10 

	SecWG1010:9 
	· Send final version of Key Management Green Book to AD and Secretariat 
	Howard Weiss
	11/30/10

	SecWG1010:10
	· Key Management Symmetric Blue Book Interoperability: how do we perform testing across multiple implementations; how do we write an abstract document with enough specification to enable interoperability testing.
	Daniel Fischer
	12/15/10

	SecWG1010:11
	· Schedule a telecon in mid February to discuss Key Management
	Howard Weiss
	11/30/10

	SecWG1010:12
	· Check with Secretariat & SANA regarding the on-line CCSDS glossary and how the security glossary would be integrated
	Howard Weiss
	02/15/11

	SecWG1010:13
	· Trace security glossary definitions to ISO 7498-2 and ISO 27001.  Where ISO definitions exist, use those in place of the various other definition sources.
	Howard Weiss
	03/01/11

	SecWG1010:14
	· Provide SM&C with security testing integration plan for Key Management
	Daniel Fischer
	03/01/11
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