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1 Introduction

1.1 Purpose and Scope

This report has been has been prepared by the Consultative Committee for Space Data Systems (CCSDS) to provide the core concepts of cryptographic key management in the context of space missions. The concepts described herein are the baseline concepts for the CCSDS standardization activities in respect of security services and, more concrete, key management schemes for space missions.

During the last decade, the importance of information security within the network and Internet community has been growing constantly. Every day, article about new kinds of cyber crimes, from disclosure of confidential data to fraud, are published. As the world became more and more connected, the topic has grown from a governmental or military concern to a day-to-day issue that affects everybody from governmental bodies down to private Internet users. Critical infrastructures have become attractive targets for cyber terrorism.

The same situation now applies to space communication systems. Many space agencies are realizing the growing importance of information security not only for military, governmental and commercial missions, some of them considered part of above mentioned critical infrastructure, but also for peaceful scientific projects such as earth observation or planetary exploration. This development, together with the increasing usage of standardization for all kinds of protocols, interfaces and data structures, has led the agencies to formulate security requirements for many of their mission’s telecommand & telemetry systems.

All the security measures introduced as a consequence of above trends require the secure distribution of cryptographic material among authorized personnel and entities with varying access control levels. This process is called key management and is not a trivial task since it has to work smoothly with all the parts of the system, supplying different security implementations with cryptographic material. Aside from the technical implementation, key management incorporates also other aspects such as security policies, handling of keying material or key transportation.

This Report provides background information on existing terrestrial key management systems, key management infrastructures and their possible adaptations to space missions in both ground and space segment networks. It discusses example scenarios for key management deployment. 
1.2 Definitions

Access Control: The process of granting access to the resources of a system only to authorized users, programs, processes, or other systems.

Access Control Mechanism: Hardware or software features, operating procedures, management procedures, policies, and various combinations of these designed to detect and prevent unauthorized access and to permit authorized access in an automated system.

Authentication: (1) To verify the identity of a user, device, or other entity in a computer system, often as a prerequisite to allowing access to resources in a system (entity authentication).  (2) To verify the integrity of data that have been stored, transmitted, or otherwise exposed to possible unauthorized modification (message authentication).

Authorization: Conveyance, to another entity, of official sanction to do or be something.

Controlled Network: A network that enforces a security policy.

Confidentiality:  Assurance that information is not disclosed to unauthorized entities or processes.

Configuration Management: Process of controlling modifications to the system’s hardware, firmware, software, and documentation which provides sufficient assurance the system is protected against the introduction of improper modification before, during, and after system implementation. 

Data Integrity: Condition that exists when data is unchanged from its source and has not been accidentally or maliciously modified, altered, or destroyed.

Denial of Service: Any action or series of actions that prevent any part of a system from functioning in accordance with its intended purpose.  This includes any action that causes unauthorized destruction, modification, or delay of service.

End-to-End Security: Provision of a secure channel between two entities possibly across multiple intermediate entities. These intermediate entities do not have access to the protected information. End-to-end security usually is used in the context of secure channels between applications. In space scenarios however, end-to-end security on the data-link layer is also relevant.
Identification: The process that enables recognition of an entity by a system, generally by the use of unique machine-readable user names.

Key Encryption Keys (KEKs): Key Encryption keys are cryptographic keys with the sole purpose of protecting the confidentiality of other keys. 
Masquerading: Attempts to gain access to a system by posing as an authorized user or as a process.  This is a form of spoofing. 

Non-Repudiation (also Accountability): Attempts to prevent the denial of previous commitments or actions.
Nonce: A nonce is a Number only used ONCE. Nonces are widely used in security protocols to ensure freshness and recentess of the agreed security primitives as well agreement between the communication partners that the protocol has been executed in a specific way.
Pre-share Master Key: A master key that is stored on-board the spacecraft before launch. In space-link security, such a master key represents an initial shared secret.
Residual Risk: The portion of risk that remains after security measures have been applied.

Risk: A combination of the likelihood that a threat will occur, the likelihood that a threat occurrence will result in an adverse impact, and the severity of the resulting adverse impact.  
NOTE: Risk is the loss potential that exists as the result of threat and vulnerability pairs. Reducing either the threat or the vulnerability reduces the risk.

Risk Analysis: An analysis of system assets and vulnerabilities to establish an expected loss from certain events based on estimated probabilities of the occurrence of those events.  The purpose of a risk assessment is to determine if countermeasures are adequate to reduce the probability of loss or the impact of loss to an acceptable level. 

Security Policy: The set of laws, rules, and practices that regulate how information is managed, protected, and distributed.   
NOTE: A security policy may be written at many different levels of abstraction. For example, a corporate security policy is the set of laws, rules, and practices within a user organization; system security policy defines the rules and practices within a specific system; and technical security policy regulates the use of hardware, software, and firmware of a system or product.

Threat: Any circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, adverse modification of data, and/or denial of service.

Threat Agent: A method used to exploit a vulnerability in a system, operation, or facility.

Threat Analysis: The examination of all actions and events that might adversely affect a system or operation.

Threat Assessment: Formal description and evaluation of threat to a system.

Traffic Protection Keys (TPKs): Cryptographic keys that are used to protect user traffic such as telecommands or telemetry. TPKs can be distinguished into Traffic Authentication Keys (TAKs) and Traffic Encryption Keys (TEKs).
Trap Door: A hidden software or hardware mechanism that can be triggered to permit system protection mechanisms to be circumvented.  It is activated in some innocent-appearing manner; e.g., a special ‘random’ key sequence at a terminal.  Software developers often introduce trap doors in their code to enable them to reenter the system and perform certain functions.  Synonymous with back door.

Trojan Horse: A computer program with an apparently or actually useful function that contains additional (hidden) functions that surreptitiously exploit the legitimate authorizations of the invoking process to the detriment of security or integrity.

Virus: A program that can ‘infect’ other programs by modifying them to include a, possibly evolved, copy of itself.  

Vulnerability: Weakness in an information system, or cryptographic system, or components (e.g., system security procedures, hardware design, internal controls) that could be exploited to violate system security policy.

Vulnerability Analysis: The systematic examination of systems in order to determine the adequacy of security measures, identification of security deficiencies, and provide data from which to predict the effectiveness of proposed security measures.

Vulnerability Assessment: A measurement of vulnerability which includes the susceptibility of a particular system to a specific attack and the opportunities available to a threat agent to mount that attack.

1.3 Rationale

CCSDS has published a number of recommendations related to secure space missions systems, in particular concerning the use of cryptographic algorithms for encryption and authentication [12]. As a prerequisite for using such a cryptographic algorithm, cryptographic keys must be distributed along the different parties involved in the secure communication. This is achieved by a process called key management and is of central concern for the construction of any secure communication system. The rationale of this informational report is to introduce key management concepts and their applicability to space data systems.
1.4 Document structure

In Chapter 2, the main concepts of key management are outlined as an introduction to the subject followed by a list of operational examples. Key Management infrastructures and key sharing concepts are discussed in Chapter 3. Chapter 4, as the main part of this document, outlines the special properties of key management in the space communication environment and discusses different space key management approaches. Ground Segment key management approaches are discussed in Chapter 5. In Chapter 6, the key management requirements of future real constellation missions are outlined. Chapter 7 concludes and summarizes the document.
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2 Motivation & Scenarios 

This Chapter introduces the key management concept and its basic elements. It further illustrates the complexity of space communication key management using a number of operational examples.

2.1 The Concept of Key Management

Figure 2‑1 shows the three major pillars on which the concept of key management is built – security protocols, enforced security policies and key infrastructures. An overview of these components is provided in the following subsections.
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Figure 2‑1 – Key Management Concept
2.1.1 Security Protocols

Security Protocols are specialized protocols that have been designed to achieve one or more security goals (such as mutual authentication and cryptographic key establishment) between communicating entities. A number of these protocols have been developed and are used within the Internet and also other specialized settings. The Internet Key Exchange (IKE) protocol [9], which is used within the IPSec protocol suite and other security protocols, is a prominent example for a key establishment protocol. Key management infrastructures are dependent on such protocols to generate, negotiate, distribute, establish, or exchange cryptographic keys in a secure and standardized manner. Security protocols can be specified using formal modelling languages and their correctness formally verified. 

Some agency legacy standards, such as the ESA PSS Telecommand Decoder Specification [16], specify a basic key management but lack the functionality and flexibility required from a modern key management protocol. National security agencies may have developed key management schemes for their space missions, but such schemes are not public and lack the interoperability that is required for a CCSDS standard.  Internet (terrestrial) security protocols do not show a good performance in the space environment [15]. To summarize, space data systems lack suitable key management protocol solutions.
2.1.2 Security Policies

Security Policies are rules and regulations that describe the operational procedures required for proper key management. This includes among others specification of processes such as generation, distribution, and allowed use for cryptographic keys. Security policies need to be enforced by a dedicated body within the agency or company. 
Security policies are living documents and it is important to keep them up to date. In this way can be updated to be compatible with new technologies (for example new security protocols).

The development of security policies is a long and difficult process but a number of publications exist that can assist in the process [18]. 
2.1.3 Key Infrastructures

Key infrastructures are providing the technical means for managing the key life cycles (see Section 2.2) as well as for the distribution of keys using security protocols or other means. Two main categories of key infrastructures can be identified – the Public Key Infrastructures (PKIs) and the Secret Key Infrastructures (SKIs). 

PKIs are based on asymmetric cryptography and provide means to bind the identity of an entity to a key. These means are called public key certificates. PKIs are deployed in large networks and environments such as company and agency networks and also in wide area networks such as the Internet.  

SKIs have no means to bind identities to a cryptographic parameter such as a key. Because of this, they cannot support any form of non-repudiation security services. However, in small infrastructures, an SKI is less complex than PKIs since it is based on symmetric cryptography.
2.2 Key Management Lifecycle Overview

Key management encompasses the entire life cycle of cryptographic keys and other keying material. Basic key management guidance is provided in the corresponding NIST publication [23]. A single item of keying material (e.g. a cryptographic key) runs through several states during its life, though some of these states may, in fact, be very short:

· Pre-operational: The keying material is not yet available for nominal cryptographic operations. This phase includes the generation of the keying material. Pre-operational subphases include

· System and user initialization: The key management infrastructure is being set-up and required authorities are being nominated. This phase is only required once for the lifetime of a key management infrastructure.

· Entity Registration: Registration of the entity that is requesting a key.

· Keying material installation: The keying material is generated and installed in a secure form on an authorized medium. The key generation process and authorized media are defined by the security policies.
· Key establishment: Keys are established between the communication partners using the previously installed keying material.
· Key registration: Keys are registered by the key management infrastructure.
· Operational: The keying material is available for nominal use. Only in this phase are the cryptographic keys considered valid for security operations.
· Operational Storage: Operational keys must be stored in a secure way as described by the security policies, but access to the protected data, which is subject to cryptographic operations, must be guaranteed. This is non-trivial since it requires the storage of the key in a system that processes data coming from or going to a potentially un-trusted source or destination.

· Operational Use: The keying material is used for performing the cryptographic operations it has been authorized for.

· Key Backup: Keys must be backed up to ensure accessibility of encrypted data following a possible deletion of an operational or post-operational key.

· Post-operational: The keying material is no longer in normal use. But access to the material is possible. This includes for example decryption of emails.

· Key Archive: Keys must be archived to ensure access to legacy material if required. Other than operational keys, archived keys can be stored in secure, non-accessible data storage.

· Key Recovery: Restoring an archived key.

· Obsolete/destroyed: The keying material is no longer available. All records of its existence have been deleted. Access to legacy material (e.g. encrypted emails) is no longer possible if this information has not been “ported” to a new, operational or post-operational, key.

· Key revocation: Revocation of a key withdraws the authority to perform cryptographic operations with a certain key without necessarily destroying all instances of the key. This procedure can be used if a key is corrupted or disclosed. Note that only public key infrastructures can support the revocation of a key. In symmetric infrastructures, revocation and destruction are identical  concepts

· Key de-registration and destruction: Unrecoverable destruction of a post-operational key and its back-ups. The allowed procedures for key destruction are described in the security policies.
2.3 Operational Examples

To illustrate the complexity of key management schemes, a selection of mission examples and their respective requirements for a key management infrastructure are presented.

2.3.1 Standard science mission with basic security requirements

Many science / Earth observation missions in the near future will have requirements for telecommand authentication and/or payload telemetry encryption. The security services provide end-to-end security between the Operational Control Centre (OCC) and the spacecraft. The dissemination of encrypted payload telemetry in the ground segment is not part of this scenario. Decryption of telemetry takes place in the OCC. Thus, this setup represents the most basic security architecture for a non-critical civil space mission. The layout is illustrated in Figure 2‑2.
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Figure 2‑2  – Basic science mission security infrastructure

The key management requirements are minimal and easy to manage, however some deployment options exist, all based on symmetric key management infrastructures.

· Encryption and Authentication with pre-shared master keys

· Use pre-shared master keys to derive Traffic Protection Keys (TPKs)
· Use pre-shared master keys as Key Encryption Keys (KEKs)

Further possibilities include the deployment of an asymmetric key management scheme using a key establishment protocol such as Diffie-Hellman [28].

2.3.1.1 ESA PSS Telecommand Authentication Standard

The ESA PSS Telecommand decoder specification [16] is now obsolete; however it provides a good example for a telecommand authentication mechanism based on KEKs. In the following, the key management capabilities of this standard are briefly highlighted.

The standard supports two different key types with one key instance each at a time. One is the fixed key, which is stored in a read-only part of the spacecraft memory and cannot be changed or updated. It serves as back-up and fallback key and allows recovery from corruption situations. The other, programmable, key serves as a TPK and services the actual telecommand authentication. Only one programmable key can be stored on the spacecraft at a time. Upload of a new programmable key requires a number of telecommands that need to be authenticated and decrypted either by the current (and gradually changing) programmable key or by the fixed key (then taking the role of a KEK). Therefore, the fixed key is not really used as a master key and its special status is only exploited in emergency and recovery procedures.

Nevertheless, this simple system represents a basic symmetric key hierarchy using a pre-shared master key. Modern symmetric key management schemes follow the same basic process; however, they are much more advanced. 

2.3.2 missions with ground key dissemination requirements

Many missions today produce telemetry with real-time or near real-time distribution requirements. In this case the telemetry is downlinked to a ground station and then directly forwarded to the end users over terrestrial networks.  
Figure 2‑3
 shows the various entities that are participating in the communication infrastructure of such a mission.  The space-link security requirements are identical to those of standard science missions (see 2.3.1). In addition however, a robust ground segment key management system has to be deployed to satisfy additional security requirements dedicated to the secure distribution of payload data in the ground segment. Several ground segment entities may impose additional end-to-end confidentiality, authentication and authorization requirements on the mission data systems. If customers to the agency are involved, it might even be required to ensure non-repudiation. Examples for such entities are payload data customers, scientific institutions, companies that just hire the agency for controlling their spacecraft or flying a payload, and real end users. It is obvious that a broad variety of possible end users can be present, not necessarily all having the same access rights or status. Therefore, a clear authentication, authorization and access control (AAA) system is required by the mission infrastructure. Further, different key management models can be employed to serve such a mission.
As soon as non-repudiation becomes an issue, an SKI alone is insufficient to solve the problem since it cannot support all of these requirements. Public key certificates on the other hand can be fitted with access right parameters and provide non-repudiation. Therefore, in order to best satisfy the requirements of this scenario, a combination of a PKI on the ground and an SKI on the space-link is required (this is discussed in Chapter 4). 
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Figure 2‑3  – Space-link and Ground Segment Security combined

2.3.2.1 A Crisis Management Example

A crisis management scenario is a direct use case of a mission with ground key dissemination requirements. In case of disasters or crisis situations that are related to environmental issues, rescue forces need direct, timely (in the best case real-time) and easy access to Earth observation data. 

As shown in 
Figure 2‑4
, the key management system must be able to handle the distribution of payload data keys to the rescue forces via the ground network (public) key infrastructure and to the spacecraft via the space-link (secret) key infrastructure prior to the downlink of data from the spacecraft. The payload telemetry is then encrypted and potentially authenticated end-to-end between the spacecraft and the rescue forces. While the keys can be installed on-board the spacecraft anytime before the data is requested, the ground segment key management must be able to supply keys to rescue forces on demand and in real-time.

Compared to the basic science mission key management (see Section 2.3.1), a crisis scenario introduces an additional level of complexity in the key management and interaction between the space-link and ground segment key management infrastructures. Should those infrastructures be owned by different agencies, a clear requirement for interoperability and the need for standardization arises.
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Figure 2‑4  – Exemplary crisis key management scenario

2.3.3 Spacecraft Constellations

Spacecraft constellations are more complex, cascaded versions of the simple scenarios presented above. Today, only few spacecraft constellations are in operation but with the deployment of common, internetworks in space, this may change in the future. From a key management perspective, those networks resemble terrestrial intra- or Internet infrastructures. They may have more complex security requirements and as a consequence require more sophisticated solutions for key management.

In the case of constellations with multiple prime and backup control centers, the complexity of the key management infrastructure grows fast (see 
Figure 2‑5
) and is not limited to the space segment. A network of interconnected ground stations maybe required to control the constellation. Two or more OCCs may be used, even if the second one is just for backup purposes. Often such spacecraft constellations, especially if they offer end-user services such as navigation, may also need an extended ground key dissemination system. This system needs to be synchronized with the space segment in order to provide access to the end users. All of the above mentioned elements have to be synchronized in terms of key management to guarantee secure operation of the constellation.
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Figure 2‑5 –Spacecraft Constellation Example

3  Key Infrastructures

Expanding the short overview presented in Section 2.1.3, an introduction to key management infrastructures with special focus on highlighting the differences between secret and public key infrastructures is provided in this Chapter. A basic survey on key types and key lifetime management is given. For detailed information, please refer to [23], where the topic is discussed in more detail. 

3.1 Secret or SYMMETRIC KEY Infrastructures

Secret (or symmetric) key infrastructures (SKIs) make use solely of secret (or symmetric) keys. In this case both, the sender and receiver of protected information, use the same (secret) key for their cryptographic operations. Said another way, the decryption function is the exact reverse function of the encryption function. The key must be communicated on an additional, secure side channel prior to initialization of the communication session to be protected.

A secret key infrastructure is based on a hierarchy of symmetric keys. Three basic hierarchy levels exist: 

· Master Key Level: Master keys represent the top of the hierarchy and are always distributed manually (e.g. using a smart card distribution mechanism or by pre-burning them into spacecraft memory before launch). They are the initial shared secret that allows the secure distribution of lower level keys.

· Key Encryption Key Level: This level may include multiple sub-hierarchies. Key Encryption Keys (KEKs) are distributed electronically either under the protection of a master key or a higher level KEK.

· Traffic Protection Key Level: The lowest level in the hierarchy are the Traffic Protection Keys (TPKs). Those are keys that are used for the protection of the communication channel. They can be used to provide confidentiality, authentication and other services. Thus, different flavours of traffic protection keys may exist. In particular traffic protection keys can either be Traffic Encryption Keys (TEKs) or Traffic Authentication Keys (TAKs).
An SKI can only be deployed in environments, where the secure distribution of master keys as initial shared secret is feasible.

3.1.1 Key Generation and Distribution

The SKI’s top-level key generation facility is responsible for the proper generation of new master keys. This process should use a validated and approved key generation mechanism with proper random number generators (see Section 3.4). In addition, a secure interface must exist to make to physical distribution of the master keys possible. Lower level key generation facilities may also exist and make use of either a master key or a higher-level KEK to generate and distribute keys. In particular, higher level keys can be used as input to key generation functions. In this case, the new key is derived from the higher level key. 
Traffic protection keys are often not generated by a key generation facility but may also be negotiated using an approved key negotiation protocol.

Sometimes, key distribution functionalities are implemented by an additional physical unit, the key distribution facility. 

3.1.2 SKI Analysis

The advantages of an SKI are its simplicity and ease of deployment. All keys are symmetric and may have one or more functional properties. In addition, secret key operations outperform public key operations in processing speed by a large factor (up to 1000 in hardware implementations). The amount of memory required to store symmetric keys is substantially lower than for public/private key pairs or even public key certificates.

On the other hand, SKIs suffer from the following drawbacks:

· Requirement for an additional secure side channel: To provide a secure distribution of master keys, a secure additional (physical) channel is required. For spacecraft, this may be realised by the pre-burning master keys into the spacecraft read-only memory.
· Scalability: Since secret keys do not provide identity binding, for a full deployment, all entities in the infrastructure that wish to engage in secure communication must share the same secret key. This has a direct impact on the scalability of the system. Therefore, SKIs get more complex with an increasing number of participating entities and should therefore only be used in small environments. However, historically, SKIs have also been used  in large environments e.g. military networks.
· Identity Binding: A secret (or symmetric) key cannot provide identity binding as a public key certificate can. This limits the functions that can be supported by an SKI.

3.1.3 Operational Example


Figure 3‑6
 shows an example for an SKI as it might be deployed for a space mission that has authentication and confidentiality requirements. At the lowest level, flavoured TPKs (used for encryption or authentication) are used for security cryptographic operations. They are transferred to the spacecraft under encryption by a KEK. The KEKs themselves are transported under the encryption of a top-level master key.
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Figure 3‑6 – Exemplary secret (or symmetric) key hierarchy

3.2 Public Key Infrastructures

Public key cryptography plays an important role in providing needed security services including confidentiality, authentication, digital signatures, and integrity. This section provides an overview of the functionality of a Public Key Infrastructure (PKI).

3.2.1 PKI Overview

A PKI provides the means to bind public keys to their respective owner entities and helps in the distribution of reliable public keys in large heterogeneous networks. Public key certificates contain information such as the owner’s name, role, and the associated public key and are issued and signed by a reliable Certificate Authority (CA). The basic components of a PKI are:

· Certification Authority (CA): An entity that is trusted by all users of the PKI and that issues and revokes public key certificates and certificate revocation lists using its private key. A CAs private key has special security requirements since its corruption would result in the corruption of all public key certificates that have been issued by this CA.
· Public Key Certificate: An electronic record that binds a public key to the identity of the owner of a public-private key pair and is signed by a trusted entity such as a Certificate Authority. Public key certificates are the mechanism for describing trust relationships in a PKI. Certificates may be issued to CAs or other end entities. Certificates issued to CAs indicate the certificate holder CA is trusted to issue additional certificates. Certificates issued to other end entities are appropriate for provisioning other security services, but are not trusted for issuing additional certificates. Certificates include an expiration date. However, if the CA ceases to trust the certificate holder before certificate expiration, the CA can revoke the certificate at any time. 

· Certificate Revocation List (CRL): A list of certificates that have been revoked. The list is usually signed by the same entity that issued the certificates. Certificates can be revoked for several reasons. For example, a certificate can be revoked if the owner’s private key has been lost; the owner leaves the company/agency; or the owner’s name changes. CRLs also provide an important mechanism for documenting the historical revocation status of certificates. That is, a dated signature may be presumed to be valid if the signature date was within the validity period of the certificate, and the current CRL of the issuing CA at that date did not show the certificate to be revoked.

· Registration Authority (RA): An entity that is trusted by the CA to register or vouch for the identity of users to a CA.
· Certificate Repository (DIR): An electronic site that holds certificates and CRLs, CAs post certificates and CRLs repositories. Users can access this information if they want to initiate communication with an entity that holds a certificate of the CA.

· Certificate User: An entity that uses certificates to know, with certainty, the public key of another entity. Such an entity does not need to be registered by the other user’s CA. 

· Certificate Holder: An entity that is issued a certificate and can sign digital documents.

The general certification process is illustrated in 
Figure 4‑7
.  An entity who wants to acquire a certificate has to undergo an identify check at the nearest RA belonging to the PKI. There, a certificate request, which contains the user’s credentials, is generated and sent to the CA for signing. The CA generates the key pair and user certificate and signs the user certificate with the CAs private key. The user then receives the certificate and key pairs on a secure channel. A copy of the user certificate is also placed in the PKI DIR. After revocation, the user certificate will be added to the CRL.

Another deployment option, which avoids the secure channel in the last step, is that the key pair is already generated at the RA and directly handed to the user. The user certificate can then be distributed later using insecure channels. A similar process applies for generating entity and machine certificates. This process however, requires access to sophisticated key generation techniques in every RA.
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Figure 4‑7 – PKI Certificate Generation Process

3.2.2 PKI Architectures

A PKI is often composed of many CAs that are linked by trust relationships. For example, a mission PKI could encompass CAs of two different space agencies. 

Two main architectures exist to establish such relationships. The CAs may be arranged hierarchically under a "root CA" that issues certificates to subordinate CAs (see Figure 4‑8). In those hierarchical models, trust is delegated by a CA when it certifies a subordinate CA. Trust delegation starts at a root CA that is trusted by every node in the infrastructure. The CAs can also be arranged independently in a mesh (see Figure 4‑9). In these mesh models, trust is established between any two CAs in peer relationships (cross- certification), thus allowing the possibility of multiple trust paths between any two CAs.

Recipients of a signed message with no relationship with the CA that issued the certificate for the sender of the message can still validate the sender’s certificate by finding a path between their CA and the one that issued the sender’s certificate. 
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Figure 4‑8 – A hierarchical PKI
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Figure 4‑9 – A mesh based PKI

3.2.3  CerTIFICATION PRATCISE STATEMENTS
It is important to consider the integrity and security of the PKI components. The confidence that can be placed in the binding between a public key and its owner in the first place depends much on the confidence that can be placed on the CA that issued the certificate. The rules expressed by certificate policies are reflected in certification practice statements (CPSs) are security policies and that detail the operational rules and system features of CAs and other PKI components. By examining a CA’s CPS, users can determine whether or not to obtain certificates from it, based on their security requirements. Other CAs can also use the CPS to determine if they want to cross-certify with that CA. The essential issue with cross-certificates is how to allow CAs to cross-certify with other CAs to meet the particular needs of their own users, without compromising the security of users of other CAs. For example, a particular agency might have a good trust relationship with a local government office that has its own CA. In that case the agency may have a CPS in place that allows cross-certification with the local government office CA. That trust relationship with the local government office does however not necessarily justify extension of trust to other government offices. In other words, cross-certification is only allowed between the agency and the one particular local government office.
3.2.4 Interoperability

To be useful in a global scale, PKI components need to interoperate regardless of the source of the equipment and the software involved. PKI technology promises to deliver security services across user communities, even where communication partners have not met face to face. However, the current PKI products and services fall somewhat short of this promise, and interoperability is one major factor. For example, incompatible transaction protocols and certificate formats prevent implementation of heterogeneous PKIs. PKI components from different vendors may be unable to communicate. PKI users may find they can communicate, but cannot process each other’s certificates. Although there have been several proposed formats for public key certificates, most certificates available today are based on the international standard ITU-T X.509 version 3 [24]. This standard defines a certificate structure that includes several optional extensions. The use of X.509v3 certificates is important because it provides interoperability between PKI components. Also, the standard’s defined extensions offer flexibility to support specific business needs.

If a community identifies additional information that is not covered by the standard extensions, they can define it and include it in their certificates or CRLs without violating the current format. Impediments to interoperability remain, however. The number of standard extensions is relatively large, and vendors are struggling to prioritize their implementations. When a certificate is issued, extensions may be marked as “critical” or “non-critical.” If an extension is critical, a product must recognize and process the extension or reject the certificate.

3.3 Key Types and Management

3.2.1 Key Management Policy

As mentioned already in Section 2.1.2, agencies that use cryptography are responsible for defining the Key Management Policy (KMP) that governs the lifecycle for the cryptographic keys. A Key Management Practices Statement (KMPS) is then developed based on the KMP and the actual applications supported. The KMPS should specify how key management procedures and techniques are used to enforce the KMP. 

3.3.1 Key Usage

A cryptographic key should be used for only one purpose. For example, a given symmetric key may be used for the encryption of data OR the encryption of keys (key wrapping) OR the creation of a Message Authentication Code OR the generation of random numbers, but should not be used for more than one of these functions. A public/private key pair may be used for signing and verifying digital signatures OR establishing keys, but not both. The reason for this is that cryptanalysis is easier for an attacker if a key has multiple use cases. 
3.3.2 Key Types

Cryptographic keys exist in various forms and each form is applicable to a specific operational area. In order to understand some of the cryptographic infrastructure it is important to formally differentiate between those key types that are listed below. More information on the various key types and their purpose is listed in Section 8.1.

· Signing and signature verification keys

· Public, secret and private authentication keys

· Long and short  term data encryption keys

· Random Number Generation keys

· Master Key encrypting keys used for key wrapping

· Master key used for key derivation

· Keys derived from a master key

· Key transport public and private keys

· Secret, private and public authorization key

3.3.3 Cryptoperiods

A cryptoperiod is the time span during which a specific key is authorized for use by legitimate entities, or the keys for a given system may remain in effect. A suitably defined cryptoperiod
· limits the amount of information protected by a given key that is available for cryptanalysis,

· limits the amount of exposure if a single key is compromised,

· limits the use of a particular algorithm to its estimated effective lifetime, and

· may limit the amount of time available for cryptanalytic attacks to be useful.

Trade-offs associated with the determination of cryptoperiods involve the risk and consequences of exposure.

Among the factors affecting the risk of exposure are:

· the strength of the cryptographic mechanisms (e.g., the algorithm, key length, mode of operation),

· the operating environment (e.g., secure limited access facility, open office environment, publicly accessible terminal),

· the volume of information flow or the number of transactions,

· the security function (e.g., data encryption, digital signature, key production or derivation, key protection),

· the rekeying method (e.g., keyboard entry, rekeying using a key loading device where humans have no direct access to key information, remote rekeying within a PKI),

· the number of nodes in a network that share a common key, and

· the threat to the information (e.g., who the information is protected from, and what are their perceived technical capabilities and financial resources to mount an attack).

In some cases, increased risk may suggest shorter cryptoperiods, while, in other cases, increased risk may suggest a need for longer cryptoperiods. For example, some cryptographic algorithms may be more vulnerable to cryptanalysis if the adversary has access to large volumes of stereotyped data that is encrypted under the same key. Particularly where a secret key is shared among several nodes, it may be prudent to employ short cryptoperiods for such algorithms. On the other hand, where the rekeying method is particularly subject to human error or other frailty, more frequent rekeying might actually increase the risk of exposure. It may be more important to have trusted expert invocation or supervision of the process than frequent repetition of the process.

The consequences of exposure are measured by means of information sensitivity, the criticality of the processes protected by the cryptography, and the cost of recovery from the information or processes compromise. Sensitivity refers to the lifespan of the information being protected (e.g., 10 minutes, 10 days or 10 years) and the potential consequences of a loss of protection for that information (e.g., the disclosure of the information to unauthorized entities). In general, as the sensitivity of the information or the criticality of the processes protected by cryptography increase, the length of the associated cryptoperiods should decrease in order to limit the damage that might result from each compromise. This is subject to the caveat regarding the security and integrity of the rekeying process. Particularly where denial of service is the paramount concern, and there is a significant potential for error in the rekeying process, short cryptoperiods may be counterproductive.

3.3.4 Key Establishment

Key establishment includes the generation and sharing of cryptographic keys and other keying material between entities.

3.3.4.1 Public/Private Key pairs

Generation and Distribution of Public/Private Key Pairs: Public/private key pairs are used with digital signature and key establishment algorithms. They should be generated in accordance with the mathematical specifications of the appropriate approved standard. It is recommended that the key pairs be generated within an officially validated cryptographic module. Private signing, authentication and authorization keys should not be distributed to other entities. 

Distribution of Static Public Keys: Static public keys are relatively long lived and are typically used for a number of executions of an algorithm. The distribution of the public key should provide assurance to the receiver of that key that:

· the true owner of the key is known (i.e., the owner of the public/private key pair)

· the purpose/usage of the key is known (e.g., RSA digital signatures or elliptic curve key agreement)

· any parameters associated with the public key are known (e.g., domain parameters)

· the public key has been properly generated (e.g., it’s mathematical properties are correct  and the owner of the public key actually has the associated private key)

Assurances in the above list that are not provided by the public key owner (e.g., public key validation and determination that the public key owner has the associated private key) should be acquired by the receiver of the public key. In the case of a signature verification key and its associated private key, the owner should generate the keying material rather than any other entity, this allows non-repudiation.

Distribution of Ephemeral Public Keys: Ephemeral keys are short-lived and are statistically unique to each execution of a key establishment process (e.g., unique to each message or session). Ephemeral public keys and the associated private keys should be generated in accordance with an approved key establishment scheme.

3.3.4.2  Secret (symmetric) Keys
Secret (symmetric) keys may be:

· generated and subsequently distributed either manually, using a public key transport mechanism, or using a previously distributed or agreed upon key encrypting key 

· determined using a key agreement scheme (i.e., the generation and distribution are accomplished with one process)

The symmetric keys used for encryption/decryption and for computing MACs must be determined by an approved method. The keys should be randomly generated and (optionally) distributed (transported) to another party, or may be determined by a key agreement mechanism. The keys should be provided with protection. 

Key Generation: Symmetric (secret) keys should be generated by an approved key generation algorithm in validated cryptographic module or in a facility to which access is controlled, and access to the plaintext secret keys is prevented.

 Key Distribution: Keys may be distributed manually or using an electronic key transport protocol.

· Manual Key Distribution/Transport: Keys distributed manually (i.e., by other than an electronic key transport protocol) should be protected throughout the distribution process using appropriate mechanisms defined by security policies. Master keys are always subject to manual distribution since they represent the top hierarchy level of an SKI. 
· Electronic Key Distribution/Transport: This method distributes keys via a communication channel (e.g., the Internet or a satellite transmission). Electronic key distribution/transport requires the prior distribution of other keys higher in the hierarchy (i.e., KEKs) that will enable the distribution of the newly generated secret/symmetric keys. The key encrypting keys may be either secret keys used for key wrapping, or the public key of a public/private key pair. 

3.3.4.3 Secret Key Agreement

Both the generation of keying material and the “distribution” of that material may be accomplished using a key agreement scheme. Key agreement is used in a communication environment to establish keys using information contributed by all parties in the communication (most commonly, only two parties). Usually, such a key agreement protocol involves multiple communication round-trips between the communication partners and in some cases also a trusted third party that acts as a mediator between the two communication partners. A key agreement scheme and its associated key establishment protocol should provide the following assurances:

· Entity authentication
· Key establishment

· Key confirmation 

· Key recentness/ freshness
Examples for such protocols are the Needham-Schroeder-Lowe or the Yahalom-Lowe protocols [31].
3.4 Random Number Generation

Random numbers are an ingredient for the generation of keys. The quality of the random numbers which are generated by the random number generator directly propagates into the security of the keys. It is therefore crucial that the random number generation produces numbers in an unpredictable fashion. There are two kinds of random number generators:

· Pseudo-Random Number (PRN) Generators:  These generators do not produce real random numbers but use a secret transformation function and a possible key input to produce numbers. They are sufficient for the generation of most low to medium level security operation keys.

· Real Random Number Generators: These generators use unpredictable physical effects (such as radioactive decay) to produce real random numbers. They are not implemented in software and are usually dedicated devices. They are required for high secure key production.

More information on random number generators can be found in [23].
4 SPace/Ground Key Sharing

4.1 General

This chapter proposes different solution approaches for key management in the space segment (in a point-to-point scenario which is common practise today) and, more concrete, on the space-link extensions. It focuses on generation, exchange and revocation of secret TPKs. 

4.2 Properties of the Space Environment

The following environmental properties are present in the space-link and can affect key management.

· Asymmetric channels and bandwidth restrictions: The physical communication channels between a ground station and a spacecraft are highly asymmetric. The uplink or telecommand channel is generally working at a bandwidth of 10-64 Kbit/s whereas the telemetry channel can support up to 2 Gbit/s in modern missions. This asymmetry should be taken into account when designing key management protocols that require multiple round-trips.

· Bandwidth is a precious resource in space-link communication as it is directly connected to cost, energy consumption and frequency allocation. For key management, this means that traffic-intensive protocols should be avoided on the space-link.

· Propagation Delay: Due to the enormous distance between the communication partners participating in a space-link communication session, the propagation delays can be quite substantial. Some key management protocols require multiple communication round-trips or include timestamps. Such protocols are not well suited for use in a space mission with high propagation delays.

· Intermittent Connectivity: Spacecraft generally do not have continuous connectivity to ground stations. Low Earth Orbit (LEO) missions can only communicate with a ground station when they are visible whereas deep space mission communication may be blocked by a planetary body. Therefore, a hostile entity can attack the spacecraft while it is not visible by the owning agency and no active countermeasures can be taken. This should be taken into account when designing the key management system for such missions.

· Isolation: A spacecraft is operated completely isolated in space. It is only connected to a ground station via a radio modulation link. Therefore, a compromised space segment results in loss of spacecraft control with no possibility of recovery. Isolation however has also benefits in terms of key management. Since direct physical access to the spacecraft by an attacker is not possible, the installation of pre-shared information or secrets on-board the spacecraft is possible, which reduces the complexity of many key management protocols. This property also nullifies the advantages of asymmetric key management systems for key exchange between the OCC and the spacecraft since there is no longer a need for establishing a key over an insecure medium.

· Limited computational and memory related resources: Spacecraft on-board computers generally have limited computational power. Therefore, complex cryptographic operations such as those related to asymmetric cryptography should be avoided. In the case that the security system is located on a dedicated board, the number of gates required for symmetric key management protocols is also far less then for asymmetric protocols. Spacecraft memory is generally expensive and error prone. Therefore key management operations should only be using minimal memory resources.

To summarize, the above properties imply that the use of secret key cryptosystems in space mission applications is more efficient than the use of public key cryptosystems.

4.3 Space-link Key Management Entities

The space-link scenario incorporates only three participating entities. This makes the system complexity very straightforward. Those entities are 

· The spacecraft
· The Operational Control Centre (OCC) 

· And in some cases the ground station(s). 

The OCC acts as central key management and generation instance/facility. It is responsible for generating new keys, managing the key lifecycle and revoking old or corrupt keys. The spacecraft and the ground station(s) do not qualify for this. The spacecraft has very limited resources and user intervention is only possible to a certain extent. A ground station may in most cases not even be involved in the security system (i.e. end-to-end security between the spacecraft and the control centre) and if more than one ground station is involved, synchronization problems would arise. Therefore, the OCC is the most qualified entity for hosting the key generation facility. 

The spacecraft needs keys in order to execute security functions on incoming TC and outgoing TM data structures. Ground stations may only be participating as key management entities if they are working as security gateways. This may be the case if the COP-1 [29] loop is closed at the ground station or if special protocol groups such as SCPS [13] are used. Figure 4‑10 illustrates this concept.
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Figure 4‑10 – Point-to-Point Space-Link Key Management Entities

Additional entities may be present in the network if the mission has payload data dissemination requirements. This case will be addressed in Section 4.5. 

4.4 Space-Ground Key Distribution Models

Various models to establish, upload, or exchange traffic protection keys (TPKs) between the controlling ground and the space segment of a space mission (i.e the OCC and the spacecraft) exist. 

4.4.1 Key Generation

It is assumed that the entity that is responsible for key generation is the OCC or a co-located agency authority. Therefore all (symmetric and asymmetric) key generation procedures and policies affect the ground segment only. All keys should be generated using a validated cryptographic module and a sufficiently secure random number generator (see Section 3.4). In addition, the key generation facility shall be physically and logically access controlled and protected by security policy regulations. Special care has to be taken for the generation of master keys that are stored on-board the spacecraft before launch. As the ground side has also to remain a copy special protection of this data is absolutely crucial. It is recommended to store them on a high-secure storage device such as a smart card and in a physically protected place.

The generation of TPKs that are exchanged under master key encryption may take place directly inside the operational network as corruption of TPKs generally does not threaten the whole security infrastructure. In addition, it must be possible to automate the process to a certain extent.

4.4.2 Secret Key Distribution Models

Symmetric key management on the space-link requires the storage of an initial secret on-board the spacecraft before launch. Without this initial shared secret, secure key management is not possible on the space link. 
Figure 4‑11
 shows the key management between the OCC and the spacecraft based on a pre-launch key sharing.

In all of the cases below, the OCC is responsible for managing key references and triggers the key switch events by using telecommands. It is advisable to have a security reporting mechanism in place that report e.g. failed telecommand authentication to the control centre. The implementation specifics of such a mechanism are beyond the scope of this report. 

[image: image12.emf]Key 

Generation

Facility

Either 

transparent or 

receiving keys 

from the OCC

- Master Keys 

pre-burned

- Key Upload

/ 

Derivation

OCC

Spacecraft

Key 

Generation

Facility

Either 

transparent or 

receiving keys 

from the OCC

- Master Keys 

pre-burned

- Key Upload

/ 

Derivation

OCC

Spacecraft


Figure 4‑11 – Illustrated Pre-Launch Key Sharing

4.4.2.1 Initial Secret Storage

The initial shared secret consists of a certain number of master keys that are required for deriving or exchanging further keys. Special care has to be taken with these keys as they are of central importance and corruption might result in a loss of the security system. The number of pre-shared master keys is dependent on their proposed cryptoperiod and the resources available on the spacecraft. However, a large number of keys do not necessarily result in the system being more secure. In case of ground master key storage corruption, all keys are compromised and insecure to use. In the following, it is assumed that security systems inside the agencies premises are tight enough to prevent this from happening. This implies security aware personnel and strict security policies. The master keys shall never be used directly to protect telecommand or telemetry data, except when there are no other TPK types foreseen in a mission. Instead, they should be used either to generate or exchange new keys of a lower hierarchy level.

4.4.2.2 Usage of Master Keys as TPKs
In this configuration, the master keys are directly used by the security functions on ground and on the spacecraft. Therefore, no other type of cryptographic keys is present and the hierarchy is reduced to one level. This solution is simplistic and straight-forward to implement. All the key management operations are conducted prior to launch and only the frequent switching of keys must be cared for. Taking into account the lifespan of operational keys, this approach generally requires a large number of keys stored on-board and the mission must make sure that there are enough spare keys to prevent it from running out of keys. This includes taking into account the possibly of extended mission lifetimes and key corruption through memory failures. If these master keys are depleted or all of them are corrupted, the security of the mission is void and the spacecraft cannot recover from this state. Therefore, a substantial amount of protected memory must be installed on the spacecraft that holds the keys. This technique can only be recommended for deep-space science missions with a limited communication rate.

4.4.2.3 Usage of Master Keys to derive TPKs
Master Keys can be used as an input to a one-way hash or other cryptographic function to generate operational TPKs for the cryptographic operations. This configuration is called TPK derivation from master keys. Master keys are no longer directly exposed to the cryptographic operations and a classification difference between master and TPKs can be maintained. Also, the number of required master keys is reduced. It has been proven that the security of the master key can be significantly enhanced by this process [25].

However, as a drawback, the security of the mission is directly bound to the security of the derivation function. Corruption of a master key may still lead to a complete loss of the security system since the attacker can now compute all TPKs from this master key. A possible countermeasure to this threat is the usage a spacecraft-specific nonce such as a random number that is taken into account during the computation of the TPKs. 

	Key distribution mechanism
	Benefits
	Drawbacks

	Master Keys as TPKs
	Simple implementation
	Classification problem

Many master keys required

Substantial amount of protected memory required

	TPK Derivation
	Less master keys required

Security of master keys improved
	Mission security bound to the security of the (secret) derivation function

	TPK Wrapping
	Allows key hierarchy and classification levels
	Implementation more complex


Table 4‑12 – Space link key management overview
4.4.2.4 Usage of Master Keys as Key Encryption Keys

This configuration represents best the hierarchical structure of an SKI. The master keys are used as KEKs and provide confidentiality for the upload of TPKs or lower hierarchy KEKs. This principle is called key wrapping.  It reduces the amount of master keys that have to be pre-shared between the OCC and the spacecraft. Also, since master keys are only used for the encryption of other cryptographic material that has no direct semantic structure, cryptanalysis to break the master keys is a challenging endeavor and substantially more difficult than for data with semantic structure (such as a protocol header). This allows a further reduction of the number of master keys and saves spacecraft memory. If a large number of TPKs are required for the mission, an additional KEK hierarchy level can be introduced to further reduce the required number of master keys. This configuration allows different security classification levels and thus different key handling security policies for the hierarchy levels of the SKI.   It also allows a clear separation between KEKs that handle different key types. 

Master key encrypted TPK exchange is a common process in the spacecraft lifetime and must therefore be automated to a certain extent. Given the data rates, TM payload TPKs are much more frequently replaced than TC TPKs. In the optimal case, new payload TM TPKs are needed for every data transfer session. 
4.4.2.4.1 TPK upload procedure

The key encryption process on the ground must take place in a secure environment inside the OCC that is connected to the rest of the environment via a set of well defined interfaces. A major challenge in key exchange is the reception confirmation. The simplest approach is to upload TPKs that are not immediately going into operation. This gives the communication infrastructure time to confirm successful key reception. The confirmation message is then still protected by the old operating key and no synchronization issues arise. If an uploaded TPK is intended for immediate usage, the system has to face the synchronization problem. An explicit implementation of the reception status report mechanism is not really necessary if one can exploit the previously existing reporting mechanisms such as the COP-1 [29] loop for that purpose. Of course, this limits the implementation possibilities for security mechanisms on-board the spacecraft. 

4.4.3 Asymmetric key exchange 

While it is generally possible to use asymmetric key exchange models on the space-link, the disadvantages as outlined in Section 4.2 have to be taken into account. Should a mission still have a requirement for an asymmetric key establishment model, then traffic keys can be established using the Diffie-Hellman key establishment protocol.

The Diffie-Hellman (DH) key establishment protocol [28] establishes a shared secret between two communicating entities over an insecure channel. Figure 4‑13 shows the establishment of a shared secret using DH between the OCC and the spacecraft. In a first step, the OCC generates a prime number p and a base g. Then it chooses a secret integer a (its private key) and computes the public key A as shown. Next, she sends (g, p, A) to the spacecraft. The spacecraft now generates its own private key b, computes the public key B and sends it to the OCC. Now both, the OCC and the spacecraft, can compute the established key K.  

The DH protocol can also benefit from a pre-shared master key secret to prevent man-int-the-middle attacks. 
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Figure 4‑13 – Diffie Hellman Key Exchange

4.4.4 Key Revocation

In the general case, keys get revoked if they are no longer in use or required. For space-link communication this can be achieved by simply deleting the keys on the spacecraft because they are not used for long term encryption or signatures. For archiving purposes, the keys can still be stored in the ground system. This prohibits misuse of old keys by an attacker who manages to break a key after a long time of cryptanalysis. A different situation unfolds for master keys. For emergency situation reasons they should not be deleted but only flagged as old if they are revoked. Key revocation is not identical with key switching on-board the spacecraft.

4.4.5 Key Management Data Structures

The upload of new keys over the space-link is connected to special requirements. Since an SKI is used to protect the space-link, keys must not be transmitted unprotected. They must be kept confidential and the associated transport data structure must be authenticated and checked for integrity. Confidentiality is implemented by an appropriate encryption algorithm while authenticity and integrity of the transporting command data structure is provided by an authentication algorithm. CCSDS provides recommendations for both algorithm types [12].
To provide the key transportation and protection services as addressed above, telecommand data structures need to be modified and certain security control command schemes and data structures need to be added. This is not part of the key management and thus not discussed here. See CCSDS The Application of CCSDS Protocols to Secure Systems [3] for more information on the localization problem.
4.4.5.1 Key Management Related Security Commands

In order to command the security unit on-board the spacecraft in the context of key management and in the scenario described in Section 4.4.2.4, a number of special security commands are required. These are subject to specific mission security requirements. However, in order to guarantee secure key management, the following types of telecommands should be supported:
· Upload of a new key: This command uploads a new key or a set of new keys to the spacecraft security unit. The key(s) in this command shall be protected by a key that is at least one hierarchy level higher than the key(s) to be uploaded. Each command may only contain keys that are of the same type.

· Key revocation: This command causes the revocation of one or more keys on-board the spacecraft. It shall be authenticated by a key that is at least one hierarchy level higher than the key to be revoked (exception: Master Keys). The keys are to be identified by means of the Key ID (or a Key ID / SPID combination in case of multiple spacecraft missions).

· Key switch: This command shall trigger the switching of a specific key on-board the spacecraft with a key that has already been uploaded. It shall be authenticated by a key that is at least the same hierarchy level than the key to be switched. The key is to be identified by a combination of the SPID and the Key ID. This command may be combined with the “Upload of a new Key” command if the mission requires this. 

For all of these commands, an appropriate reporting mechanism shall be employed to notify the OCC of the outcome of the security operations on-board the spacecraft. If required according to the mission classification (see CCSDS Security Architecture for Space Data Systems [11]) the reporting shall be secured by appropriate security functions as well.

4.4.5.2 Freshness of Key Management Commands and Telemetry
When it comes to key management, freshness of commands and reporting telemetry is of crucial importance. While the freshness of the security control commands could also be provided by general authentication anti-replay protection, a separate timestamping or similar freshness provision service may be required. The reason is mainly that the response time of the spacecraft to key management commands is important. If the spacecraft reacts to a key management command with a timestamped confirmation message, the ground segment can better manage the operation of keys. For example, if a key switch command is issued, the satellite has to switch the keys. However, until the confirmation has reached the ground, the OCC will still send telecommands protected by the old key. Using the timestamps, the satellite can then identify those commands using the old key but still being valid. Another solution and current practise is to allow a short overlap of validity in the keying periods of the old and the new key. In this way, commands that are protected by the old key but arrive in the validity period of the new key can still be accepted.
Many spacecraft carry highly accurate clocks which could be used by the time stamping service. However, it must be noted that, depending on the spacecraft design, the telecommand decoder subsystem on-board the spacecraft does not always have access to the clock payload.

Further, if other methods of synchronization between space and ground are available, timestamping may not be required.
4.5 Extension to Payload Data Dissemination Models

As stated in Section 2.3.2, from a key management perspective, missions with ground key dissemination requirements are an extension of the one-hop space-link missions. In addition to key management requirements between the spacecraft and the OCC, these missions also require key management associations between different on-board payload units and a number of ground segment entities. Those ground segment entities may not always be under the control of the agency and may include, for example, end users or science data customers.

As a consequence, a differentiation has to be made between payload data dissemination key management that serves entities in the internal (agency controlled) network and key management that serves entities in external networks that are not under the control of the agency. More detail on ground network key management is provided in Chapter 5. In this section, only the changes with respect to the space-link key management are addressed while ground segment issues are only mentioned for the sake of clarity and completeness. 
4.5.1 OCC Key Management Gateway with central telemetry storage
This solution, in which it is required that the operating agency is considered to be trustworthy by all possible ground segment entities, is the most straight-forward and widely used key management solution for telemetry data distribution. Figure 5‑14 illustrates this setup. Two individual and separate key management systems are employed. The first is associated with the space-link and is identical to one-hop key management as described in Section 4.4.2. As in 
Figure 2‑3
, this includes the space-link and the SLE TM/TC extensions. All other key management associations are handled by a separate ground key management system that is based on a PKI (labeled terrestrial links in 
Figure 2‑3
). The OCC takes on the responsibilities of a CA for the ground segment PKI. Keys are distributed and negotiated using well known Internet standards such as the Internet Key Exchange Protocol (IKE) [9]. 
All telemetry that is downlinked from the spacecraft is pre-processed and stored in a telemetry database in the OCC. The OCC can then manage an access control database and assigns access rights to the individual external entities that have received a public key certificate. If end users want access to a certain telemetry data set, they have to request it using their public key certificate. The OCC can then validate the certificate and potentially grant access to the requested data. 
Note 1 – The access control database is separate from the database which controls access to the telemetry database. Note also that access control requires additional security services that are outside the scope of this report.
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Figure 5‑14 – Centralized GS Telemetry Dissemination

The benefit of this solution is that the two key management systems are completely separated. Thus they can be bought as COTS products and do not require any modification. On the downside, such a system is extremely inflexible and has a number of drawbacks. First, telemetry cannot be delivered in real-time to end users. For some scenarios this is a crucial requirement. Further, end users have to (1) trust the agency and (2) have to be part of the agencies PKI. 
4.5.2 OCC Key Management with direct key associations

In this configuration, illustrated in Figure 5‑15, the user can have access to real-time telemetry that comes directly from the spacecraft (either through an agency antenna or a user-owned antenna). To achieve this, it is required that the users, after appropriate authentication and authorization, receive the space-link telemetry decryption keys. A major issue here is the definition of the amount of data for which a given space-link decryption key is valid. A logical assumption is that one decryption key is valid for the duration of one downlink session. Other validity periods can be used as well.  Following the assumption, a user who receives a decryption key can access all telemetry of this particular downlink session. If such a classification is not good enough, an individual end-to-end key management solution is needed (see Section 4.5.3).
To gain access to a specific telemetry session, a user must:
1) Request the decryption key for a telemetry downlink session from the OCC before the download session begins. User authentication and authorization credentials must be provided (either through the public key certificate or otherwise (e.g. proof of payment)). If possible, the decryption key can also be delivered via manual key distribution using smart cards or other secure transport devices.
2) Receive, after successful authentication and authorization, the (protected) TPK from the OCC.

3) Access the telemetry data stream (potential authentication using public key certificate required) and decrypt telemetry data with the valid TPK.
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Figure 5‑15 – Key Management with direct key associations
4.5.3 Individual End-To-End Key Management

In case that authentication per session is not sufficient but user access should be restricted to a specific data reception, the spacecraft must encrypt each data reception with a new key. While this leads to a significant increase in key material on-board the spacecraft, it provides maximum flexibility for user access to live telemetry. The process for the key distribution on the ground is identical to the process described in Section 4.5.2.
The following possibilities exist to reduce the resulting key management complexity on the spacecraft.  The TPKs for the encryption of individual data reception can be derived from the initial TPK using a secure transformation function (such as XOR), a seed and a transformation key. As a result, there would still be only one TPK per downlink session required and the individual data reception encryption keys are a function of this transformation. The same function, transformation keys and seed are present in the OCC and can be used to compute the data take keys for the end users. Figure 5‑16 illustrates this concept.
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Figure 5‑16 – Individual End-to-End Key Management
4.5.4 User-Owned Payload Modules with own Crypto Systems
In some cases, a user may own a payload instrument on-board the spacecraft and is only using the spacecraft bus and spacecraft control as a service provided by an agency. In such a case, the payload instrument may host its own crypto unit and the agency may not have access to this crypto unit or the keys that are stored in it. Thus, the user wishes to build a secure encryption and authentication tunnel through the telemetry channel that is under the control of the agency as is shown in 
Figure 5‑17
. As a consequence, the agency may no longer serve as a central key management institution since it is not considered to be trusted by the user.

The user can execute key wrapping or other key management processes with his payload crypto unit by providing a set of encrypted TPKs to the agency. The agency can then embed those keys in one or more telecommands addressed for the payload crypto unit. Note, that the agency cannot access these keys, since they are encrypted under the KEK to which the agency does not have access. The connection between the user and the OCC is therefore characterized by multi-layer security. On the one hand, there is the direct encryption of the TPKs by the KEK and on the other hand, the communication session between the end user and the OCC is protected using the capabilities of the agency PKI. Should the payload be controlled directly from the users premises, the encrypted TPKs can already there be incorporated into telecommands before being sent to the OCC for uplink.
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Figure 5‑17 – User-Owned Payload Modules with Own Crypto Systems
4.5.5 Payload Data Dissemination Key Management Models Summary

The previous sections have discussed a number of possible key management models for payload data dissemination between the spacecraft and the end users. The most appropriate model is clearly dependent on the mission requirements defined by the user and by the agency. 
4.6 Spacecraft Constellations
Spacecraft constellations have the most complex key management requirements. Two levels of complexity exist for a spacecraft constellation key management system: Individual key management and spacecraft constellation management. In general, it can be said that, while real spacecraft constellations will certainly be a topic of central importance in future space missions, they are not widely used today. 
4.6.1 Individual Key Management

If each spacecraft in the constellation is commanded independently, the overall key management system can be broken down into a number of isolated key management systems that have the same layout as in the previously addressed scenarios. Since this is not a real spacecraft constellation but each spacecraft is controlled individually and independent from the others, it simplifies key management and allows re-use of legacy solutions. Ground stations act as transparent routing entities and are therefore not part of the key management. 
Should the constellation be controlled by a single OCC, then it serves as a central key management center and operates a space-link key management system with each spacecraft individually. Often however, spacecraft constellations are controlled by two or more OCCs. In this case, each OCC acts as an instance of a mesh-based PKI. Those instances must be directly synchronized using secure connections. This allows hot redundancy and handovers of spacecraft.
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Figure 5‑18 – Constellation with Individual Key Management

This scenario can be subject to the different ground data dissemination extensions for key management that were introduced in Section 4.5.
4.6.2 Real Constellation Key Management

In real constellation scenarios, where each spacecraft, ground station, OCC and end user represents a node in a global network topology, and each group of nodes may potentially need to establish a key management association, an Internet-inspired key management solution must be employed. The nodes may have different rights to manipulate the key management system and also different access rights to data streams. This requires a full identity hierarchy and complex key negotiation protocols. Group key management will become an issue and group key management protocols similar to GSAKMP [22] may need to be employed. They need to be backed up by space network equivalents of the IKE [9] and IPSec [5] protocols. A large amount of research is currently going on in the area of spacecraft networking, and it remains to be seen whether Internet key management solutions can be easily adapted to the space environment or new concepts have to be developed. This is a question of central importance and needs to be addressed accordingly.
4.7 Contingency Operations and Clear Mode
Should a spacecraft be subject to direct environmental hazards or erroneous commanding, it may start tumbling or be otherwise negatively affected. Also, failures of on-board processing hardware may occur at any time. In such situations, a spacecraft usually enters “safe mode”, where all but the most vital commanding functions are disabled. This may also affect the spacecraft security unit. Current practice in low to medium security space missions is either the complete deactivation of the security functions or the bypass of the security functions.
If security functions are disabled, the upload of new keying material becomes impossible. The reason for this is that the spacecraft operates in clear mode and can no longer decrypt and authenticate keys. Also, keys can obviously not be transmitted in plaintext. In this case, a fallback set of master keys must exist on-board the spacecraft. This set of master keys is used to securely re-enable security functions and upload new sets of TPKs after the spacecraft is back to normal operation. If those master keys do not exist, secure upload of new keys is impossible. Depending on the mission requirements, they may need to be specifically flagged as fallback keys. It has to be noted that the fallback master keys must not be used to encrypt semantic data structures (such as packets). Otherwise, they cannot be used more than once and a new master key has to be relocated after each safe mode situation. Note further that the number of master keys on-board the spacecraft is usually limited and they cannot be re-uploaded. Another possibility for the spacecraft is to restore the internal state that is had before it entered safe mode. This works only in the case that the on-board key memory was not deleted or damaged and that the attacker could not have accessed it during clear mode.

Should the security unit be bypassed only, it is still active and the bypass can be deactivated using special authenticated commands. These commands are authenticated with special master keys that are designated only to this task.

To summarize, space missions must take into consideration the special influence of safe mode and contingency operations on the security functions and key management in particular. Special master keys must be provided to ensure the re-establishment of security following a safe-mode operation. Failure to include such requirements may lead to a critical security vulnerability in the space mission security concept.

5 Ground Segment Key Management

In the ground network infrastructure, it is desirable to use existing and established key management protocols. The ground segment is divided into two areas – the core ground segment and the external ground segment. Figure 5‑19 illustrates that concept. 
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Figure 5‑19 – Ground Segment Division

The core ground segment includes all equipment and nodes that are owned by the operating agency and can be fully trusted while the external ground segment consists of non-agency nodes such as customers, industry and research institutes. Depending on the interoperability contract (see CCSDS Guide for Secure System Interconnection [21]), equipment that is owned by another agency can be treated either as core nodes or as external nodes. It is assumed that the ground segment network is based upon the Internet protocol (IP). If other protocols are used on parts of the network (such as X25) it should be possible to use them to tunnel IP so that the key management can still be realised.

For key distribution and establishment procedure, the Internet Key Exchange Protocol (IKE) [9] is the best solution because of its widespread deployment and because it is widely recognized standard. 
For the key management process within the ground segment, an agency or governmental owned PKI is deployed inside the trusted ground segment. Following this, the first phase of the IKE protocol can be executed based on public key certificates. In the external ground segment, a shared secret has to be in place before the IKE protocol is initiated. This secret can be distributed through a secure external channel. Certificates may be used here as well as long as they are issued by a third party who is trusted by the agency. The second phase of the IKE protocol, the quick mode, is identical for the core and external ground segments.

6 Future Space Missions

It is anticipated that future, next generation, space missions will no longer operate as an isolated communication infrastructures, but rather as a “network of space-based entities” formed with links between the different, heterogeneous, nodes. This will include spacecraft from different agencies, as well as other planetary assets such as Lunar or Mars rovers and bases. Figure 6‑20 is a NASA illustration of such a communications architecture from [28]. 
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Figure 6‑20 – NASA Next Generation Space Network Vision

A space network will have substantially different and more complex key management requirements than current or near future space missions that have been discussed previously. No architecture baseline has been agreed upon for such a network, although multiple approaches have been proposed (for example the DTN approach [8]). Therefore, this document does not propose or specify a key management architecture for these networks.

For the above reasons, rather than present different possible approaches, this Chapter presents a list of various environmental properties of future space networks and their influence on key management:
· Number of Nodes: The first and most obvious factor is the number of nodes that participate in such a network. It is no longer possible to assume a maximum of a handful of nodes.  The network may scale to hundreds or even thousands of nodes. This has special impact on key management because the deployment of an SKI becomes increasingly difficult assuming that each two nodes potentially need to share a common secret. Therefore, scalability will become a major issue and may trigger the introduction of public key systems into the space segment.
· Node Variety: The nodes deployed in a future space network will be heterogeneous and will have varying resources at their disposal. This may enable the nomination of certain nodes with extensive resources to fulfill special roles in the key management process such as group operators (e.g. GSAKMP group key managers) or even key infrastructure central roles such as a CA. In particular, this also means that the OCC is no longer the single focal point for most key management and security operations.
· Network Layer Convergence: It can be expected that next generation space networks, will make use of extensive network layer functionalities such as routing. Also, Internet protocols such as IP will likely be used in the space networks to ensure maximum interoperability. As a result, IP-based key management solutions may also be employed in space networks.

· Long term storage
Given these developments, future key management architectures will most likely be very similar to an Internet solution with some extensions to handle special space-related environmental issues such as large propagation delays, link outages, etc.).
7 Summation and Relation to other documents
This green book is concerned with the study of different strategies and models for key management in CCSDS compliant space missions. In this Section, cross-references to other security related CCSDS documents are provided where applicable.
7.1 Mission Profiles Mapping

The CCSDS Security Architecture for Space Missions [11] includes a number of mission profiles. In the following, a mapping of these mission profiles to appropriate key management requirements and techniques is provided. The following mission classes can be distinguished:

1. Meteorological Missions (Weather, Earth Observation): These missions typically use TC authentication, TC encryption, and potentially payload TM encryption. If the latter is not required, a simple space-link OTAR key management scheme as described in Section 4.4.2.4 could be employed. Should payload data encryption be required, then a ground key management system must also be in place to cover the agency and all potential end users.  This might also be extensible to include end users upon request (e.g. by issuing a certificate). Furthermore, depending on the configuration of the payload data dissemination system, one of the key management extensions for data dissemination as described in Section 4.5 must be in place.
2. Communications Missions:  Depending on the use-case scenarios for a communication mission (private telecommunications, governmental, dual-use), different key management requirements may arise. Basic space-link OTAR key management scheme as described in Section 4.4.2.4 could be employed to support protection of the command and housekeeping telemetry links. In most cases the telecommunication payload on-board the spacecraft will only provide relaying or broadcasting services but the communication endpoints are always located on Earth. Thus, ground key management must be employed to equip the communication partners with keys and be completely independent of the space segment. Should a communication partner be located in a rural environment with no access to terrestrial infrastructure, then key management over the spacecraft link may be required (if two-way communications is supported by the spacecraft). But this requires only relay services by the spacecraft since the key negotiation is with the OCC.

3. Science Missions: Science missions usually do not have high security requirements other than authentication of the telecommand link. Therefore the storage of a fixed set of master keys as described in Section 4.4.2.2 may be the best solution.
4. Navigation Missions: Navigation Missions can be treated as constellation missions and therefore the key management extensions for such missions could apply. Here, it is especially important to determine whether the spacecraft are controlled individually or as a constellation. 
5. Manned Space Missions: Manned space missions have special security requirements which are beyond the scope of this document.

8 Appendix 1 – Key Types and Cryptoperiods

This appendix summarizes the most important information from Error! Reference source not found. that is relevant to space mission key management.
8.1 Key Types

Cryptographic keys exist in various forms and each form is applicable to a specific operational area. In order to understand some of the cryptographic infrastructure it is important to formally classify the key types:
· Signing keys: Signing keys are the private keys of a public/private key pair that are used by public key algorithms to generate digital signatures with possible long-term implications. When properly handled, signing keys can be used to assure authentication, integrity and non-repudiation. Signing keys require confidentiality and integrity protection, and correct association with any domain parameters. If multiple signing keys are used (e.g., for different applications), then provision must be made to ensure that each key is only used for the appropriate application or usage.

· Signature verification keys: Signature verification keys are the public keys of a public/private key pair that are used by a public key algorithm to verify digital signatures, either for non-repudiation purposes, to determine the integrity of data, to authenticate a user’s identity, or a combination thereof. The integrity of these keys must be protected, and an association with any domain parameters, the usage or application, the public key owner and with the correct signing key must be assured. The key must be validated to ensure that the purported owner of the key has the private signing key (i.e., proof of possession must be established). The verification key needs to be available while any data signed using the associated private key may need to be verified. There is no requirement for the confidentiality of signature verification keys.

· Secret authentication keys: Secret authentication keys are used with symmetric key algorithms to authenticate users, messages, or communication sessions. These keys must remain confidential, and the integrity must be protected. The association with another entity using that key must be maintained in order to provide entity authentication. If multiple authentication keys are used (e.g., for different applications or different communication associations or different data), then provision must be made to ensure that each key is only used for the appropriate application, communication association or data. If the associated protected data is to remain available, and its authenticity is to remain verifiable for an extended period of time, the authentication key must also remain available for that period.

· Private authentication keys: Private authentication keys are used with public key algorithms to authenticate users, messages, or communication sessions. Non-repudiation is not necessary for private keys used only for authentication. However, these keys must remain confidential, and the integrity must be protected. If multiple authentication keys are used (e.g., for different applications or different communication associations or different data), then provision must be made to ensure that each key is only used for the appropriate application.

· Public authentication keys: Public authentication keys are used with public key algorithms to authenticate users, messages, or communication sessions. The integrity, but not the confidentiality, of these keys must be protected. The association with the public key’s owner must be maintained in order to provide entity authentication. If multiple authentication keys are used (e.g., for different applications or different communication associations or different data), then provision must be made to ensure that each key is associated with the appropriate application, communication association or data. If the associated protected data is to remain available, and its authenticity is to remain detectable for an extended period of time, the authentication key must also remain available for that period.

· Long term data encryption keys: These keys are symmetric (secret) keys that are used with symmetric algorithms to protect the confidentiality of data over long periods. Keys used for the encryption of other keys are discussed below. These keys require confidentiality and integrity protection, and must remain available and associated with the encrypted data, communication association or application as long as the data encrypted under these keys is maintained in its encrypted form.

· Short term data encryption keys: These keys are symmetric (secret) keys that are used with symmetric algorithms to protect the confidentiality of data over short periods, such as a communication session or a single message. Keys used for the encryption of other keys are discussed below. These data encryption keys are generated as needed. The confidentiality and integrity of these keys must be maintained until the entire session or message has been decrypted. Once they are no longer needed, they must be securely destroyed.

· Random Number Generation (RNG) keys: These keys are symmetric (secret) keys used with a symmetric algorithm to generate pseudorandom numbers. These keys require confidentiality and integrity protection, should be associated with the RNG application, and should be retained until replaced or no longer needed.

· Master Key encrypting keys used for key wrapping: Key encrypting keys used for key wrapping are used with symmetric key algorithms. This key encrypting key may encrypt either data encrypting keys or other key encrypting keys. These keys require confidentiality and integrity protection, and may need to remain available (for possible key recovery). These keys may also need to remain associated with the application, the other entity, and the keys they encrypt for the life of any key that is encrypted by the key encrypting key and the data associated with the encrypted keys (because of a possible compromise).

· Master key used for key derivation: A “master key” may be used to derive other keying material. These keys require confidentiality and integrity protection, and may need to remain available (for possible key recovery). These keys may also need to remain associated with the application, the other entity, and the keys that are derived for the life of any derived key and the data associated with the derived keys (because of a possible compromise).

· Keys derived from a master key: These keys should be protected in accordance with their use, and may need to remain associated with the Master Key from which they are derived.

· Key transport private keys: Key transport private keys are used to decrypt keys that have been encrypted by the associated public key using a public key algorithm. They are usually used to establish multiple keys (e.g., data encrypting keys or MAC keys) and, optionally, other keying material (e.g., Initialization Vectors). These private keys require confidentiality and integrity protection. They may need to remain available (for possible key recovery), and may need to remain associated with the correct application or usage, and with the keys they decrypt (because of a possible compromise).

· Key transport public keys: Key transport public keys are used to encrypt keys using a public key algorithm. They are used to establish keys (e.g., data encrypting keys or MAC keys) and, optionally, other keying material (e.g., Initialization Vectors). These keys require integrity protection (but not confidentiality protection), and must be correctly associated with the key’s owner. These keys should be validated prior to their use, and should be retained until no longer needed (e.g., the public/private key pair is replaced, or key transport will no longer be required).

· Secret authorization key: Secret authorization keys are used to provide access privileges to an entity. The key is known by the access authority and an entity seeking access to resources. The secret authorization key requires confidentiality and integrity protection, and should be correctly associated with the usage and application, and with the entity seeking access.

· Private authorization key: Private authorization keys are used to provide access privileges to an entity. The key is known only by an entity seeking access to resources. The private authorization key requires confidentiality and integrity protection, and should be correctly associated with the usage and application.

· Public authorization key: Public authorization keys are used to verify access privileges by an entity that knows the associated private key. The public key may be known by anyone. The public authorization key requires integrity protection, and should be correctly associated with the usage and application, and with the entity seeking access.

8.2 Key Type Cryptoperiods

NIST [23] suggests the following cryptoperiod determination strategies for the different key types of a key infrastructure:

1. Signing key: The cryptoperiod of a signing key should, in general, be shorter than the cryptoperiod of the corresponding signature verification key.

2. Signature verification key: The cryptoperiod of a signature verification key should, in general, be longer than the cryptoperiod of the corresponding signing key so that signed information could be verified at a later time than when it was signed.

3. Secret authentication key: The cryptoperiod of a secret authentication key depends on the sensitivity of the type of information it protects. For very sensitive information (e.g., information that one would not like to be compromised (unprotected) if the key used to protect other information were compromised), should have an authentication key that is unique to that protected information. Otherwise, suitable cryptoperiods may extend beyond a single use.

4. Private authentication key: A private authentication key would presumably be used multiple times. Its associated public key could be certified, for example, by a Certificate Authority or Attribute Authority. The cryptoperiod of the private authentication key and its associated public key would be the same, e.g., for the cryptoperiod of the certificate. An appropriate cryptoperiod for the key would be 1-2 years, depending on its use.

5. Public authentication key: The cryptoperiod would be the same as the associated private authentication key. 

6. Long term data encryption key: A long term data encryption key is used multiple times over an extended period of time. An encryption key that is used to encrypt large volumes of information over a short period of time (e.g., for a link encryption) should have a relatively short cryptoperiod (e.g., a day or a week). An encryption key used to encrypt less information could have a longer cryptoperiod.

7. Short term data encryption key: The cryptoperiod of a short term data encryption key is very short, e.g., a single message or a communication session. 

8. Key encrypting key used for key wrapping: This key may be used multiple times over an extended period of time. A key of this type that is used to encrypt large numbers of keys over a short period of time should have a relatively short cryptoperiod (e.g., a day or a week). If a small number of keys are encrypted, the cryptoperiod of the key encrypting key could be longer.

9. Master key used for key derivation: A master key is used multiple times. Therefore, a suitable cryptoperiod depends on the considerations provided earlier in this section.

10. Keys derived from a master key: The cryptoperiod of a key derived from a master key is relatively short, e.g., a single use or a communication session or transaction.

11. Key transport private key: A key transport private key would presumably be used multiple times. The cryptoperiod of the key transport private key and its associated public key would be the same, e.g., for the cryptoperiod of the certificate. An appropriate cryptoperiod for the key would be 1-2 years.

12. Key transport public key: The cryptoperiod would be the same as the associated key transport private key. 

13. Secret authorization key: An authorization key may be used for an extended period of time, depending on the resources that are protected and the role of the entity authorized for access. Suitable cryptoperiods should be less than two years.
Other keying material does not have well established cryptoperiods, per se.

· Domain parameters remain in effect until changed.

· An IV is associated with the information that it helps to protect, and is needed until the information and its protection are no longer needed.

· Shared secrets should be destroyed when no longer needed to derive keying material.

· Seeds should be destroyed immediately after use unless needed for validation (e.g., as one of the elliptic curve domain parameters).
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