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FOREWORD

This document is provided as a central source of information security terms and their definitions.  All information security documents issued by CCSDS will use this document as a normative reference.
Through the process of normal evolution, it is expected that expansion, deletion, or modification of this document may occur.  This Report is therefore subject to CCSDS document management and change control procedures, which are defined in the Procedures Manual for the Consultative Committee for Space Data Systems.  Current versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed to the CCSDS Secretariat at the address indicated on page i.
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· Austrian Space Agency (ASA)/Austria.

· Belgian Federal Science Policy Office (BFSPO)/Belgium.

· Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.

· Centro Tecnico Aeroespacial (CTA)/Brazil.

· Chinese Academy of Sciences (CAS)/China.

· Chinese Academy of Space Technology (CAST)/China.

· Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia.

· Danish National Space Center (DNSC)/Denmark.
· European Organization for the Exploitation of Meteorological Satellites (EUMETSAT)/Europe.

· European Telecommunications Satellite Organization (EUTELSAT)/Europe.

· Hellenic National Space Committee (HNSC)/Greece.

· Indian Space Research Organization (ISRO)/India.

· Institute of Space Research (IKI)/Russian Federation.

· KFKI Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

· Korea Aerospace Research Institute (KARI)/Korea.

· MIKOMTEK: CSIR (CSIR)/Republic of South Africa.

· Ministry of Communications (MOC)/Israel.

· National Institute of Information and Communications Technology (NICT)/Japan.
· National Oceanic and Atmospheric Administration (NOAA)/USA.

· National Space Organization (NSPO)/Chinese Taipei.

· Naval Center for Space Technology (NCST)/USA.

· Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

· Swedish Space Corporation (SSC)/Sweden.

· United States Geological Survey (USGS)/USA.

DOCUMENT CONTROL

	Document
	Title and Issue
	Date
	Status

	CCSDS 000.0-G-0
	Information Security Glossary of Terms, Draft Informational Report, Issue 0
	December 2009
	Current draft

	
	
	
	

	
	
	
	


CONTENTS

Section
Page

ivDOCUMENT CONTROL


vCONTENTS


1-11
Introduction


1-11.1
Purpose


1-11.2
scope


1-11.3
applicability


1-11.4
rationale


1-11.5
References


2-12
Glossary of information security terms




1 Introduction

1.1 Purpose
This document is issued to provide a central source of information security terms and their respective definitions.  It is expected that this document will be included as a normative reference in all CCSDS security documents and any CCSDS documents referencing information security.

1.2 scope

This document provides a glossary of information security terms which can be used by all CCSDS document authors.
1.3 applicability

This document is applicable to all document authors requiring definitions for information security terms.  It may be included as a normative reference in any document requiring the definitions of information security terms.

1.4 rationale

In the past, each CCSDS security-related document generated and included its own glossary of information security terms.  Often, because different sources of definitions were consulted, the definitions between documents were not consistent.  The document-specific generation of such glossaries also consumed valuable resources. In order to minimize resource utilization and to ensure definition consistency, this document has been created for use as a normative reference by document authors.
1.5 References
The following documents are referenced in this Report.  At the time of publication, the editions indicated were valid.  All documents are subject to revision, and users of this Report are encouraged to investigate the possibility of applying the most recent editions of the documents indicated below.  The CCSDS Secretariat maintains a register of currently valid CCSDS documents.
[1] Idaho State University; Glossary of INFOSEC and INFOSEC Related Terms; Volumes 1 and 2; version 6; 28 August 1996.

[2] Committee on National Security Systems; National Information Assurance (IA) Glossary; CNSS Instruction No. 4009; June 2006.

2 Glossary of information security terms
Access Control:  The process of granting access to information technology (IT) system resources to only authorized users, programs, processes, or other systems.  

Access Control Mechanism: Hardware or software features, operating procedures, management procedures, and various combinations of these designed to detect and prevent unauthorized access and to permit authorized access in an automated system.
Accreditation: A formal process whereby an authorizing management official authorizes an IT system to operate for a specific purpose using a defined set of safeguards at an acceptable level of risk.
Advanced Encryption Standard (AES): A symmetric block cipher using cryptographic key sizes of 128, 192, and 256 bits used to encrypt and decrypt data in blocks of 128 bits.
AES: see Advanced Encryption Standard

Anti-Jam: The measures taken to ensure that transmitted information can be received despite deliberate jamming attempts. 
Audit: An independent review and examination of records and activities to assess the adequacy of system controls, to ensure compliance with established policies and operational procedures, and to recommend necessary changes in controls, policies, or procedures.

Audit Trail:  A chronological record of system activities during a given period to enable the reconstruction and examination of the sequence of events and/or changes in an event.
Authentication: The verification of the identity of a user, device, or other entity in a computer system, often as a prerequisite to allowing access to resources in a system.  Also, the verification of the integrity of data that have been stored, transmitted, or otherwise exposed to possible unauthorized modification. 
Authorization: The granting to a user, program, or process (i.e., a system entity) the right to access a system resource.

Availability:  The assurance that a system will be usable when it has to be.  Availability is not entirely a security concern.  It is a security concern from the perspective of an outside attacker attempting to deny access to a system by attacks such as denial-of-service or crashing the system.  However, there are other aspects of availability that manifest themselves in terms of hot backups, high assurance computing paradigms, fail-safe computing, fail-over computing, etc.
Bulk Encryption: The simultaneous encryption of all channels of a multichannel telecommunications link.
Certificate: (see Digital Certificate):

Certification:  The comprehensive evaluation of the technical and nontechnical security safeguards of an information system to support the accreditation process that establishes the extent to which a particular design and implementation meets a set of specified security requirements.
Certificate Authority (CA): Trusted entity authorized to create, sign, and issue public key certificates.  By digitally signing each certificate issued, the user’s identity is certified, and the association of the certified identity with a public key is validated. 

Certification Authority (CA): See Certificate Authority

Cipher text: Encrypted data.  Synonymous with “Black Data.”
Common Criteria (CC):  An international standard (ISO/IEC 15408) for computer security. The Common Criteria does not provide a list of security requirements or features that products must contain. Instead, it describes a framework in which computer system users can specify their security requirements, developers can make claims about the security attributes of their products and evaluators can determine if products actually meet their claims. The Common Criteria provides assurance that the process of specifying, developing, and evaluating a computer security product has been conducted in a rigorous manner.
Configuration Management: Process of controlling modifications to the system’s hardware, firmware, software, and documentation which provides sufficient assurance the system is protected against the introduction of improper modification before, during, and after system implementation. 
Controlled Network:  A network that enforces a security policy and is often isolated from public networks.

Confidentiality:  The assurance that information is not disclosed to unauthorized entities or processes.
Denial of Service: Any action or series of actions that prevent any part of a system from functioning in accordance with its intended purpose.  Such actions include any action that causes unauthorized destruction, modification, or delay of service.
Digital Certificate: A digitally signed document that binds a public key with an identity.   The certificate contains, at a minimum, the identity of the issuing Certification Authority (CA), the user identification information, and the user’s public key.
Digital Signature: The cryptographic process used to assure message originator authenticity, integrity, and non-repudiation.  Synonymous with electronic signature.
Encryption:  The translation of data into a form that is unintelligible without a deciphering mechanism. 
Encryption Algorithm: A set of mathematically expressed rules for rendering data unintelligible by executing a series of conversions controlled by a key.

End-to-End Encryption: The encryption of information at its origin and decryption at its intended destination without intermediate decryption.
End-to-End Security: The safeguarding of information in an information system from its point of origin to its intended destination.  
Firewall: A system designed to prevent unauthorized access to or from a private network. Firewalls can be implemented in both hardware and software, or a combination of both.   
Frequency Hopping: The repeated switching of frequencies during radio transmission according to a specified algorithm to minimize unauthorized interception or jamming of telecommunications. 
Hash function: a mathematical function that maps a string of arbitrary length (up to a pre-determined maximum size) to a fixed length string. It may be used to produce a checksum, called a hash value or message digest, for a potentially long string or message.

HMAC: Hash-based Message Authentication Code (MAC).  A specific construction for calculating a message authentication code (MAC) involving a cryptographic hash function in combination with a secret key.
Identification:  The process of verifying the identity of a user, process, or device, usually as a prerequisite for granting access to resources in an IT system. 

Integrity: The condition that exists when data is unchanged from its source and has not been accidentally or maliciously modified, altered, or destroyed.
Interconnection Security Agreement (ISA):  An agreement established between the organizations that own and operate connected IT systems to document the technical requirements of the interconnection.  The ISA also supports a Memorandum of Understanding or Agreement (MOU/A) between the organizations. 

Intrusion Detection System (IDS):  A software application that can be implemented on host operating systems or as network devices to monitor activity that is associated with intrusions or insider misuse, or both.  

Kerberos:  An authentication system developed at the Massachusetts Institute of Technology (MIT).  Kerberos makes use of a trusted third party to enable two parties to exchange private information across a public network. 
Key Encryption Key (KEK): Key that encrypts or decrypts other keys for transmission or storage.
Key Exchange: The process of exchanging public keys (and other information) in order to establish secure communications.
Link Encryption: Encryption of information between nodes of a communications system.
Masquerading:  Attempts to gain access to a system by posing as an authorized user or process.  This is a form of spoofing. 
Master Key: A cryptographic key used to encrypt other cryptographic keys.

Meaconing (see replay):  From military systems: The interception and rebroadcast of navigation signals.  These signals are rebroadcast on the received frequency to confuse enemy navigation.  Consequently, aircraft or ground stations are given inaccurate bearings.  With respect to information system security, this has the same meaning as replay.
Memorandum of Understanding/Agreement (MOU/A):  A document established between two or more parties to define their respective responsibilities in accomplishing a particular goal or mission.  With respect to security, an MOU/A defines the responsibilities of two or more organizations in establishing, operating, and securing a system interconnection.   
Message Authentication Algorithm: An algorithm which results in the construction of a message authentication code (MAC).
Message Authentication Code (MAC): a cryptographic checksum that results from passing data through a message authentication algorithm. 
Malicious Software (malware):  hostile, intrusive, or annoying software designed to infiltrate a computer without the owner's informed consent. 

Multi-factor Authentication (also known as “strong authentication): Layered authentication approach relying on two or more authenticators to establish the identity of an originator or receiver of information.
Nonce (“Number used once”):  A number used only once and used for authentication purposes or as an initialization vector.

Non-repudiation: Assurance the sender of data is provided with proof of delivery and the recipient is provided with proof of the sender's identity, so neither can later deny having processed the data.
One-time Password: A password used only once and then permanently discarded.

Padding: Fill data required by certain cipher modes.

Plaintext: Unencrypted data. Synonymous with “Red Data.”
Private Key: A cryptographic key which is not disclosed or made known to anyone other than its owner.  The private key is used with a publically disclosed public key to perform asymmetric cryptography.

Public Key: A cryptographic key which is disclosed and made known to everyone.  The public key is used with a non-disclosed private key to perform asymmetric cryptography.

Public Key Infrastructure: A set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke digital certificates.
Random Number Generator: A computational or physical device designed to generate a sequence of numbers or symbols that lack any pattern, i.e. appear random.

Replay: (see meaconing): A valid data transmission which is maliciously or fraudulently repeated or delayed.

Residual Risk: The portion of risk that remains after security measures have been applied.
Risk: A combination of the likelihood that a threat will occur, the likelihood that a threat occurrence will result in an adverse impact, and the severity of the resulting adverse impact.  NOTE - Risk is the loss potential that exists as the result of threat and vulnerability pairs. It is a combination of the likelihood of an attack (from a threat source) and the likelihood that a threat occurrence will result in an adverse impact (e.g., denial of service, loss of confidentiality or integrity), and the severity of the resulting adverse impact. Reducing either the threat or the vulnerability reduces the risk.
Risk Analysis: An analysis of system assets and vulnerabilities to establish an expected loss from certain events based on estimated probabilities of the occurrence of those events.  The purpose of a risk assessment is to determine if countermeasures are adequate to reduce the probability of loss or the impact of loss to an acceptable level.
Security Controls:  Protective measures used to meet the security requirements specified for IT resources.   

Secret Key: A symmetric cryptographic key that is associated with one or more entities. The use of the term "secret" in this context does not imply a classification level; rather the term implies the need to protect the key from disclosure or substitution.
Secret (Symmetric) Key Infrastructure (SKI): Cryptographic key infrastructure used to generate and distribute secret (symmetric) keying material such as Master Keys, Key Encryption Keys, and Traffic Protection Keys.

Security Policy: The set of laws, rules, and practices that regulate how information is managed, protected, and distributed.  NOTE
– A security policy may be written at many different levels of abstraction. For example, a corporate security policy is the set of laws, rules, and practices within a user organization; a system security policy defines the rules and practices within a specific system; and a technical security policy regulates the use of hardware, software, and firmware of a system or product.
Secure Hash Algorithm (SHA): A set of cryptographic hash functions published by the National Institute of Standards and Technology (NIST) as a United States Federal Information Processing Standard (FIPS).  The three SHA algorithms are structured differently and are distinguished as SHA-0, SHA-1, and SHA-2.  
SHA: see Secure Hash Algorithm

Spread Spectrum: A telecommunications technique in which a signal is transmitted in a bandwidth considerably greater than the frequency content of the original information.  Frequency hopping, direct sequence spreading, time scrambling, and combinations of these techniques are forms of spread spectrum.

Symmetric (Secret) Key:  An identical secret key used by a sender to encrypt information and used by a receiver to decrypt information.

Threat: Any circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, adverse modification of data, and/or denial of service.

Threat Agent: A method used to exploit a vulnerability in a system, operation, or facility.

Threat Analysis: The examination of all actions and events that might adversely affect a system or operation.

Threat Assessment: Formal description and evaluation of threat to a system.
Traffic Encryption Key (TEK): See Traffic Protection Key.

Traffic Protection Key: The key used to encrypt plain text data during a given period.  Synonymous with Traffic Encryption Key (TEK) and Session Key.
Trap Door: A hidden software or hardware mechanism that can be triggered to permit system protection mechanisms to be circumvented.  It is activated in some innocent-appearing manner; e.g., a special ‘random’ key sequence at a terminal.  Software developers often introduce trap doors in their code to enable them to reenter the system and perform certain functions.  Synonymous with back door.

Trojan Horse:  A computer program containing an apparent or actual useful function that also contains additional functions that permit the unauthorized collection, falsification, or destruction of data. 
Trust: Confidence that an entity, to which trust is applied, will perform in a way that will not prejudice the security of the system of which that entity is a part.
Virtual Private Network (VPN):  A data network that enables two or more parties to communicate securely across a public network by creating a private connection, or “tunnel,” between them. 

Virus:  A self propagating malicious computer program segment that attaches itself to an application program or other executable component and leaves no obvious sign of its presence. 

Vulnerability: Weakness in an information system, or cryptographic system, or components (e.g., system security procedures, hardware design, internal controls) that could be exploited to violate system security policy and result in a security breach.

Vulnerability Analysis: The systematic examination of systems in order to determine the adequacy of security measures, identification of security deficiencies, and provide data from which to predict the effectiveness of proposed security measures.

Vulnerability Assessment: A measurement of vulnerability, which includes the susceptibility of a particular system to a specific attack and the opportunities available to a threat agent to mount that attack.
Worm:  A computer program or algorithm that replicates itself over a computer network and usually performs malicious actions. 
