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STATEMENT OF INTENT

(WHEN THIS RECOMMENDED STANDARD IS FINALIZED, IT WILL CONTAIN THE FOLLOWING STATEMENT OF INTENT:)

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially established by the management of its members. The Committee meets periodically to address data systems problems that are common to all participants, and to formulate sound technical solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary, the results of Committee actions are termed Recommendations and are not considered binding on any Agency.

This Recommended Practice is issued by, and represents the consensus of, the CCSDS members.  Endorsement of this Recommended Practice is entirely voluntary. Endorsement, however, indicates the following understandings:

o
Whenever a member establishes a CCSDS-related practice, this practice should be in accord with the relevant Recommended Practice. Establishing such a practice does not preclude other provisions which a member may develop.

o
Whenever a member establishes a CCSDS-related practice, that member will provide other CCSDS members with the following information:


--
The practice itself.


--
The anticipated date of initial operational capability.


--
The anticipated duration of operational service.

o
Specific service arrangements shall be made via memoranda of agreement. Neither this Recommended Practice nor any ensuing practice is a substitute for a memorandum of agreement.

No later than five years from its date of issuance, this Recommended Practice will be reviewed by the CCSDS to determine whether it should: (1) remain in effect without change; (2) be changed to reflect the impact of new technologies, new requirements, or new directions; or (3) be retired or canceled.

In those instances when a new version of a Recommended Practice is issued, existing CCSDS-related member standards and implementations are not negated or deemed to be non-CCSDS compatible.  It is the responsibility of each member to determine when such practices or implementations are to be modified.  Each member is, however, strongly encouraged to direct planning for its new practices and implementations towards the later version of the Recommended Practice.
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[Foreword text specific to this document goes here.  The text below is boilerplate.]
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Questions relating to the contents or status of this document should be addressed to the CCSDS Secretariat at the address indicated on page i.
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PREFACE

This document is a draft CCSDS Recommended Practice.  Its ‘Red Book’ status indicates that the CCSDS believes the document to be technically mature and has released it for formal review by appropriate technical organizations.  As such, its technical contents are not stable, and several iterations of it may occur in response to comments received during the review process.

Implementers are cautioned not to fabricate any final equipment in accordance with this document’s technical content.
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1 introduction
1.1 Purpose of this recommendation
This recommended practice provides the basis for use of standard authentication algorithms for civilian space missions.  This recommended practice does not specify how or where authentication should be implemented, nor does it specify when it should be used.  Those specifics are left to the individual mission planners but suggestions for the use of authentication may be found in “The Application of CCSDS Protocols to Secure Systems” [GRN} and the CCSDS Security Architecture for Space Data Systems [ARCH].  However, by using standard algorithms, high quality algorithms are employed, interoperability is enabled, and the potential rewards of economies of scale are provided by the ability to by off-the-shelf products.  Authentication algorithms, by virtue of their properties, provide the ability to authenticate data and to ensure integrity of the data.
1.2 scope

The standard authentication algorithms are recommended for use by all civilian space missions with authentication or integrity requirements.  Such requirements might be on the ground data network, the forward space link (e.g., telecommand), or the return space link (e.g., telemetry, science data).  Authentication and integrity can be applied on a hop-by-hop basis (e.g., between routers, between an end-system and a ground station, between a spacecraft and a ground station, etc).  It can also be applied on an end-to-end basis (e.g., spacecraft instrument generating data to instrument operator, control center generating commands to the spacecraft Command and Data Handling (CD&H) system). 
1.3 applicability

1.3.1 applicability of this recommendation

This recommended practice is applicable to all civilian space missions with authentication or integrity requirements. 
1.3.2 limits of applicability

While the use of authentication and integrity is encouraged for all missions, the results of a threat/risk analysis and the realities of schedule/cost drivers may reduce or eliminate its need on a mission-by-mission basis.

1.4 rationale

Traditionally, security mechanisms have not been employed on civilian space missions.  Nevertheless, there are always concerns regarding the correctness of data received either on the ground from the spacecraft or on the spacecraft from the ground (i.e., what was transmitted is exactly what is received and any modifications are noticed and flagged).  Data that has been modified or corrupted without being noticed is of major concern.  If this were to occur on commands to the spacecraft, catastrophic events could result.  If this affected payload data from the spacecraft, erratic/wrong science may result.  If telemetry (e.g., spacecraft housekeeping/engineering) was affected, the incorrect data might be acted upon resulting in catastrophic events (e.g., telemetry indicates incorrect high temperatures onboard resulting in controller actions that could harm the spacecraft).  
In addition, there are security concerns with respect to commanding the spacecraft (see “Security Threats Against Space Missions” [THREAT]).  That is, only those entities authorized to send spacecraft or instrument commands should have the ability to do so.  Unauthorized entities should be prevented from sending commands and the spacecraft/instrument should have the ability to recognize and discard unauthorized commands.

With ubiquitous interconnection of ground networks, the movement towards joy-sticking of instruments by principal investigators outside of “traditional” spacecraft control centers, the lowering costs of equipment capable of communicating with a spacecraft (e.g., a rogue ground station), and national trends towards enhancing mission security all lend themselves to the recommended use of standard authentication algorithms.  These algorithms will establish the lowest common denominator for authentication and integrity services among civilian space missions.
1.5 document structure

1.5.1 document organization

There are two sections that make up this document.  Section 1 provides introductory and background information.  Section 2 provides the basis for the recommendation.
1.6 definitions, nomenclature, and conventions

1.6.1 definitions

Access Control: The process of granting access to the resources of a system only to authorized users, programs, processes, or other systems.
Access Control Mechanism: Hardware or software features, operating procedures, management procedures, and various combinations of these designed to detect and prevent unauthorized access and to permit authorized access in an automated system.
Authenticate: (1) To verify the identity of a user, device, or other entity in a computer system, often as a prerequisite to allowing access to resources in a system.  (2) To verify the integrity of data that have been stored, transmitted, or otherwise exposed to possible unauthorized modification.
Authorization: The granting to a user, program, or process (i.e., a system entity) the right to access a system resource.
Confidentiality:  Assurance that information is not disclosed to unauthorized entities or processes.
Data Integrity: Condition that exists when data is unchanged from its source and has not been accidentally or maliciously modified, altered, or destroyed.
Hash function: a mathematical function that maps a string of arbitrary length (up to a pre-determined maximum size) to a fixed length string. It may be used to produce a checksum, called a hash value or message digest, for a potentially long string or message.
Identification: The process that enables recognition of an entity by a system, generally by the use of unique machine-readable user names.
Masquerading: Attempts to gain access to a system by posing as an authorized user or as a process.  This is a form of spoofing. 
Message Authentication Code (MAC): a cryptographic checksum that results from passing data through a message authentication algorithm. 
Secret key: a symmetric cryptographic key that is associated with one or more entities. The use of the term "secret" in this context does not imply a classification level; rather the term implies the need to protect the key from disclosure or substitution.
Security Policy: The set of laws, rules, and practices that regulate how information is managed, protected, and distributed.   Note: A security policy may be written at many different levels of abstraction. For example, a corporate security policy is the set of laws, rules, and practices within a user organization; system security policy defines the rules and practices within a specific system; and technical security policy regulates the use of hardware, software, and firmware of a system or product.

1.6.2 nomenclature

The following conventions apply throughout this Recommendation:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

1.6.3 conventions

TBD
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2 description of the algorithms
An authentication algorithm provides the basis for implementing authentication and integrity services.  Regardless of where or how the authentication services are applied, an authentication algorithm must be employed.  Authentication may be used to uniquely identify a person or an entity.  It may also be used to identify a “role” that a person has taken on (e.g., the controller of instrument X).  Or it may be applied to uniquely identify a workstation or a group of workstations making up a control center.  
In this way, anything received which is claimed to have been sent from an individual (e.g., John Smith), an individual acting in a role (e.g., John Smith acting as the instrument X controller), or a facility (e.g., the mission control center) can be authenticated as actually having been sent by/from the claimed identity.  The receiver is assured that the identity of the source of the data is authentic and the data itself has not been altered or modified in transit without authorization or notification.  
From an integrity perspective, the algorithm is used to ensure that data transmitted is received exactly as it was sent and any unauthorized modification (accidental or intentional) is detected.  If the data has been altered without authorization, a warning allows action to be taken (e.g., request retransmission, discard received data).  The types of data requiring integrity services consist of payload science data, housekeeping telemetry data, telecommands, or any other mission data. 
For environments using symmetric key technology, the use of the Keyed Hash Message Authentication Code [HMAC], as specified in the National Institute of Standards and Technology (NIST) Federal Information Processing Standard (FIPS) 198a, is recommended to be employed with modifications per this document on missions with an authentication or integrity requirement.  << This should be updated to 198-1 when its no longer draft – currently 198-1 does not contain the truncation step >>
For environments requiring authentication or integrity and digital signature technology is available or acceptable, the Digital Signature Standard [DSS], as specified in the National Institute of Standards and Technology (NIST) Federal Information Processing Standard (FIPS) 186-2 using the Digital Signature Algorithm (DSA) is recommended.  Other DSS specified digital signature algorithms such as RSA Digital Signature and Elliptic Curve Digital Signature Algorithm (ECDSA) may also be used.
2.1 ccsds Keyed hash message authentication code

FIPS 198a specifies the Keyed Hash Message Authentication Code (HMAC) and the steps for constructing such a message authentication code (MAC) are illustrated in Figure 2:1.  While FIPS 198a is hash algorithm neutral, the CCSDS recommended practice is to use the Secure Hash Algorithm  as specified in FIPS 180-2 [SHA] to generate a hash over the data with an embedded shared secret key resulting in the construction of a keyed hash.  HMAC is specified in FIPS 198a as a ten-step process with the final step performing the truncation of the message authentication code by selecting only the leftmost 96-bits from the total of 160-bits generated by the hash algorithm.  The truncation step reduces overhead with less bits being transmitted over the communications link.  By not transmitting the entire message authentication code, some additional security strength may be achieved since an intervening listener will not be able to obtain the full MAC, thereby limiting any possible cryptanalysis.  However, from another perspective, there is potentially more security strength achievable at the receiver if all 160-bits are needed to be matched, rather than just 96-bits.  The security community is not unanimous one way or the other on the merits of truncation.

For CCSDS, it is recommended that the truncation to 96-bits not be performed.  However, if mission constraints require (e.g., bandwidth, storage, frame size, packet size), the truncation may be performed as an option.  The truncation must be agreed upon apriori or must be signaled to the receiver(s) to ensure compatibility and interoperability.

As previously stated, FIPS 198a does not specify a hash function to be used.  Instead, it offers examples for the use of SHA-1 [SHA].  The Internet Engineering Task Force (IETF) Request for Comments 2104 [RFC2104] illustrates the use of HMAC with MD5 [MD5].  RFC 2404 [RFC2404] illustrates the use of HMAC with SHA-1 for use with IPSec.  However, given the recent developments calling into question the strength of SHA-1, CCSDS recommends that HMAC be used with SHA-256 [SHA] as is illustrated in RFC 4634 [RFC4634].  

CCSDS encourages the use of alternative hash algorithms.  Hash algorithms such as SHA-224 [SHA], SHA-384 [SHA], SHA-512 [SHA], RIPEMD-160 [RIPEMD], or UMAC [UMAC], among others, may be used with the HMAC algorithm.  As with optional bit truncation described above, the use of alternative hash algorithms must be agreed upon apriori or must be signaled to ensure compatibility and interoperability.
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Figure 2:1: HMAC Construction Process

2.2 Digital signature based authentication

For those missions that can afford
 to use public key cryptography, authentication/integrity can be achieved by the use of digital signature technology.  The Digital Signature Standard [DSS] specifies several algorithms to construct and verify digital signatures: the Digital Signature Algorithm (DSA), the Rivest-Shamir-Adleman (RSA) Digital Signature Algorithm, and the Elliptic Curve Digital Signature Algorithm (ECDSA).  For CCSDS, if missions choose to use digital signature based authentication, it is recommended that they use the DSS Digital Signature Algorithm (DSA).  The operations to generate and verify a digital signature are illustrated in Figure 2:2. 
In order to employ digital signature technology, the “signer” of data must possess a public and private key pair.  The generation of these keys may be performed directly by the holder of the keys or by a trusted third party such as a Certificate Authority (CA).  If the public key is associated with a signed certificate, the key is “bound” to the key holder’s identity through the use of a “trust anchor” signature.  That is, a Certificate Authority signs the owner’s public key with its private key.  This provides the assurance that the identity claimed by the public key is true.  The owner of the public key must appear before the Certificate Authority (or an agent acting on behalf of the CA) to provide proof of identity, much as is the case when a Notary Public provides assurance and non-repudiation of a signature applied to a legal document.  The public key is distributable to everyone and may be posted on a key server.  The private key must remain secret.  If it is ever disclosed, the security of the owner’s digital signature is compromised.  
The “signer” performs a hash on the data to be signed using the Secure Hash Algorithm.  It is recommended that SHA-256 be used in place of the potentially compromised SHA-1 hash algorithm.  SHA-256 creates a 256-bit hash word, or message digest.  The hash word is then encrypted using the signer’s private key as illustrated in Figure 2:2.
The receiver of the signed data must authenticate the signature to be assured that the data came from the entity it is claimed to come from.  To authenticate the signature, the message digest is decrypted using the signer’s public key.  The signer’s public key can be sent with the data (and separately authenticated via the trust anchor’s signature), already cached, or obtainable via a public key server.  If the message digest decryption is successful, it proves the authenticity of the signer’s identity.  
The hash algorithm is then run on the received data and the resulting hash word is compared to the transmitted hash word.  If they are identical, the data integrity is assured.  This proves that unauthorized or accidental modification of the data while in transit has not occurred.  The data transmitted from the source is the exact same data as received by the destination.
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With digital signatures, the generation, CA signing, and distribution of the public keys is paramount to the successful use of the technology.  A “public key infrastructure” (PKI) utilizing the services of a Certificate Authority (CA) may be employed to provide these services

For spacecraft without the ability to contact a key server to obtain public keys, a public key cache can be pre-loaded prior to launch.  Alternatively, public keys may be uploaded to a spacecraft after launch or when additional keys or updated keys need to be loaded.  This is probably not a issue for ground systems which will have robust network communications, assuming the existence of a usable PKI or CA.

Of supreme importance is the protection of the private key.  The private key must only be known to the owner of the key and no one else.  If the key is disclosed, the authenticity of the sender of signed messages is cast in doubt.  If a private key is compromised, a means by which the key is revoked or disabled must be employed.  One such means is the distribution of a Certificate Revocation List (CRL).  The CRL is a “hot list” of keys that are compromised and should be removed from use.  Public keys associated with compromised privte keys must no longer be used and must be removed from the key storage.

Revocations may also be checked in an on-line fashion using the IETF On-line Certificate Status Protocol [OSCP]. This is analogous to an on-line credit card check to ensure that the credit card is valid (e.g., not stolen, lost, or compromised).
Do we need to have the two FIPS documents (FIPS 198a and FIPS 186-2) and the IETF RFC (2404) here?  Or is just referencing them good enough??
CCSDS optional
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� “Afford” in this case implies that the mission has the bandwidth, CPU cycles, and storage to perform public key exchanges, key agreements, and exponential mathematics required to perform digital signature mechanisms.
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