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1 Introduction

1.1 Purpose

This document provides a report of the interoperability testing that occurred in support of the production of the CCSDS recommendation 524.1, MISSION OPERATIONS—SPACE PACKET TRANSPORT BINDING AND BINARY ENCODING.
1.2 scope

This test report addresses primarily the formal prototype interoperations that occurred between the DLR developed prototype and the CNES developed prototype, against the formally released RED 1 version of the SPACE PACKET TRANSPORT BINDING AND BINARY ENCODING recommendation identified in 1.1.

1.3 structure of this report

This test report is organized as follows:

a) Section 1 provides purpose and scope, definitions and references used throughout the report;

b) Section 2 gives an overview of the test report and a summary of the test results;

c) Section 3 defines the test scenarios;

d) Section 4 defines the test services;

e) Section 5 defines the test data structures;
f) Section 6 defines the errors raised by the test services;
g) Section 7 gives the compliance matrix;

h) Section 8 specifies the Mapping Configuration Parameters.
1.4 References

The following documents are referenced in this document.  At the time of publication, the editions indicated were valid.  All documents are subject to revision, and users of this document are encouraged to investigate the possibility of applying the most recent editions of the documents indicated below.  The CCSDS Secretariat maintains a register of currently valid CCSDS documents.

[1]
Mission Operations—Space Packet Transport Binding and Binary Encoding.  Draft Recommendation for Space Data System Standards, CCSDS 524.1-R-1.  Red Book.  Issue 1.  Washington, D.C.: CCSDS, December 2014.
2 OVERVIEW 

This document provides a report of the prototype interoperations conducted in support of the development of the CCSDS recommendation for Mission Operations (MO) Space Packet Transport Binding and Binary Encoding.

The Deutsches Zentrum für Luft- und Raumfahrt (DLR), and the Centre National d’Etudes Spatiales (CNES) of France each developed prototype implementations of the draft CCSDS recommendation.
2.1 TEST APPROACH

The tests check that two independent implementations of the MO Space Packet Transport Binding and Binary Encoding specification adhere to the standard as specified by the CCSDS recommendation.
Two distinct stacks are built by assembling the following components:
· Test Consumer
· Test Provider
· Service Java API

· Service Stubs and Skeletons

· MAL Java API

· MAL Java Implementation

· Transport Java API

· Binding Java Implementation
· SPP Java API
· SPP Java Implementation over TCP/IP
The figure below presents the two stacks in a particular test instance where the Test Consumer uses the Space Packet Binding implemented by CNES and the Test Provider uses the Space Packet Binding implemented by DLR.
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Figure 2‑1 MO SPP Binding prototype

The following component is separately produced by DLR and CNES:
· Binding Java Implementation
The following components are developed by DLR and CNES together:
· Test Consumer

· Test Provider
· MAL testbed extensions, e.g. space packet interception module, test services
· SPP Java API

· SPP Java Implementation overTCP/IP
The following components are reused from the MAL testbed:
· MAL testbed
· Some MAL test consumers and providers

· MAL Java API

· MAL Java Implementation

· 
· 
· Transport Java API
· Testbed Configuration
The MAL testbed is a software component providing a framework for MO services and binding prototyping activities. Physical computers are not provided and no network connection is used as both stacks (consumer and provider) are co-located on the same machine. However the Test Consumer and the Test Provider modules are launched in distinct processes, which is enough to test every statement of the MAL Space Packet Transport Binding and Binary Encoding.

The configuration of the testbed is defined by the following elements:
· Maven scripts for running the tests;

· Environment properties;
· Mapping Configuration Parameters.
· Maven scripts

Maven is a build automation tool used primarily for Java projects.

A Maven script specifies how the Consumer and Provider Processes are built and executed. Four profiles are defined to launch tests internally at CNES and at DLR, and to launch interoperability tests between CNES and DLR implementations of the Space Packet Binding:
1) CNES Consumer to CNES Provider

2) DLR Consumer to DLR Provider
3) CNES Consumer to DLR Provider
4) DLR Consumer to CNES Provider

· Environment properties
The Consumer and Provider Processes expect some environment properties to be defined. Those properties are listed below:

a) MAL Java API properties
1) Class name of the transport in charge of MAL message interception; this is not the SPP Binding transport but a test transport which intercepts MAL messages and delegates the transport primitives to another transport (see Testbed properties below);
2) Class name of the encoding module; this is the SPP Binding encoding module;
b) Testbed properties

1) Name of the binding protocol (as defined by the MAL Java API): “malspp”;
2) Class name of the transport to be used by the MAL message interceptor (to delegate the transport primitives); this is the SPP Binding transport;
c) SPP over TCP properties
1) Class name of the Space Packet transport; this is the transport used by the SPP Binding to send and receive Space Packets;
2) Connection role (client or server) and port.
· Mapping configuration parameters
The expected mapping configuration parameters are specified in section 8. They need to be configured in a way that depends on the SPP Binding implementation, for example, an XML descriptor.
2.2 TESTS OVERViEW
Two test scenarios are developed:
1) MAL Message Mapping verifies sections 3 and 4 of the MO MAL Space Packet Transport Binding and Binary Encoding book
2) MAL Data Encoding verifies section 5 of the MO MAL Space Packet Transport Binding and Binary Encoding book
2.3 test Results SUMMARY

The parts of the test bed are built as a set of Maven (http://maven.apache.org/) components and hosted in a shared component repository (no code only binaries shared). This permits not only automated build and dependency management or the two application stacks but also the use of automated test tools.
Tests are a set of FitNesse (http://fitnesse.org/) pages, tests are defined using a special Wiki language, and test output is HTML web pages. The top level test application provides a set of methods for performing the various tests and these are invoked by the Wiki pages, the output of which is formatted into a HTML report.
Total of 12660 individual tests were defined.
There are two separate implementations of the MO SPP Binding, DLR and CNES, which permitted a total of 4 configurations to be tested:
· CNES to CNES using the MO SPP Binding
· DLR to DLR using the MO SPP Binding
· CNES to DLR using the MO SPP Binding
· DLR to CNES using the MO SPP Binding
Therefore a total of 4 configuration by 12660 tests were performed, 50640 tests executed in total.
2.3.1 TEST RESULTS 

2.3.1.1 Overview

Each of the sub-sections in section 3 outline the test and include the test result in the form of a table, an example of which is shown below:

	script
	data type scenario

	check
	explicit duration type works
	OK

	check
	explicit Fine Time type works
	OK

	check
	explicit Identifier type works
	OK


Each row of the table represents a test of the test, the first row being the test name. If the test step is completed with success the row will be highlighted green, if it fails then it is highlighted red. A row without highlighting is a step that does not produce a result.
2.3.1.2 Result summary

	11417 MAL Message Mapping tests

	CNES to CNES using the MO SPP Binding
	All passed

	DLR to DLR using the MO SPP Binding
	All passed

	CNES to DLR using the MO SPP Binding
	All passed

	DLR to CNES using the MO SPP Binding
	All passed


	1243 MAL Data Encoding tests

	CNES to CNES using the MO SPP Binding
	All passed

	DLR to DLR using the MO SPP Binding
	All passed

	CNES to DLR using the MO SPP Binding
	All passed

	DLR to CNES using the MO SPP Binding
	All passed


	Total of 12660 individual tests

	CNES to CNES using the MO SPP Binding
	All passed

	DLR to DLR using the MO SPP Binding
	All passed

	CNES to DLR using the MO SPP Binding
	All passed

	DLR to CNES using the MO SPP Binding
	All passed


3 Test Scenarios

3.1 MAL Message Mapping test scenario
The MAL Message Mapping test scenario is split into several test cases, each testing a specific aspect of the mapping.
The cases are split according to the following:
· Test the MAL message mapping for every interaction pattern except Publish-Subscribe

· Test the MAL message mapping for Publish-Subscribe

· Test the MAL message body mapping

· Test the empty body special case

· Test the MAL message segmentation
· Test the MO SPP Binding specific QoS properties

· Test the assignement of the source and destination identifiers
· Test the mapping of the MAL Transport primitives
The test service provider is required to implement the MAL prototype IPTest service.
Each of the test cases details the required behaviour of the test service provider and also the test client.

Assertions specific to the MO SPP Binding are done at the transport level thanks to the MAL message and space packet interception mechanisms.
3.1.1 All Except PubSub test case

This test case reuses the MAL test procedure that does the following actions:

1) Call the operation <ip> provided by the IPTest service with the parameters passed to the test procedures: 'ip', 'qos', 'session' and 'transition list id'.

2) Wait for the expected transitions to be done.

3) Check the message headers

4) Check the transitions

The TM/TC packet type modifies the meaning of the primary header APID. The primary header APID identifies the destination of a TC packet whereas it identifies the source of a TM packet. As a consquence, the following aspects are impacted:

· URIs From and To mapping
· Out-of-band parameters choice, as they depends on the primary header APID, e.g. the time code format used to encode the MAL message timestamp

Therefore the related statements are tested for every interaction pattern and stage in every TM/TC combination:
· Consumer sending TC packets to provider sending TC packets
· Consumer sending TC packets to provider sending TM packets
· Consumer sending TM packets to provider sending TC packets 

· Consumer sending TM packets to provider sending TM packets
Several APID qualifiers and APIDs are used:

· 248/2: IPTest providers sending TC packets

· 348/4: IPTest providers sending TM packets

· 247/1: IPTest consumers sending TC packets and expecting to receive TC packets

· 347/3: IPTest consumers sending TC packets and expecting to receive TM packets

· 447/5: IPTest consumers sending TM packets and expecting to receive TC packets

· 547/7: IPTest consumers sending TM packets and expecting to receive TM packets
The error ‘unkown URI’ is also tested.
3.1.1.1 Final results
	script
	mal spp pattern test

	test mal spp pattern with consumer tc
	true
	and provider tc
	true

	test mal spp pattern with consumer tc
	true
	and provider tc
	false

	test mal spp pattern with consumer tc
	false
	and provider tc
	true

	test mal spp pattern with consumer tc
	false
	and provider tc
	false


3.1.1.2 Primary header check
These assertions are checked for every TM/TC combination, every interaction pattern and stage.
	scenario
	primary header

	check
	packet version number is
	0

	check space packet type

	check
	secondary header flag is
	1

	ensure
	packet data length is length of packet data field minus one


3.1.1.3 Secondary header check

These assertions are checked for every TM/TC combination, every interaction pattern and stage.
	scenario
	secondary header

	check
	version is
	0

	check
	sdu type is
	0

	check
	area is
	100

	check
	service is
	1

	check
	operation is
	100

	check
	area version is
	1

	check
	error flag is
	0

	ensure
	check qos
	Best Effort

	ensure
	check session
	Live

	ensure
	check secondary apid

	ensure
	check secondary apid qualifier

	ensure
	check transaction id

	check
	source id flag is
	1

	check
	destination id flag is
	1

	check
	priority flag is
	1

	check
	timestamp flag is
	1

	check
	network zone flag is
	1

	check
	session name flag is
	1

	check
	domain flag is
	1

	check
	authentication id flag is
	1

	ensure
	read source id

	ensure
	read destination id

	ensure
	check uri from

	ensure
	check uri to

	check
	priority is
	1

	ensure
	check timestamp

	check
	network zone is
	NetworkZone

	check
	session name is
	LIVE

	ensure
	check domain id

	ensure
	check authentication id


3.1.1.4 Body element check

These assertions are checked for every TM/TC combination, every interaction pattern and stage.
	scenario
	body element
	type
	encoded as nullable element

	check
	presence flag is
	1

	read element IPTestDefinition


3.1.1.5 Body ending check

These assertions are checked for every TM/TC combination, every interaction pattern and stage.
	scenario
	body ends here

	check
	buffer remaining size is
	0


3.1.1.6 Unknown URI check
These assertions are checked for every TM/TC combination, and every interaction pattern allowing to return an error.
	scenario
	test interaction pattern
	pattern
	with unknown uri to

	ensure
	pattern initiation for
	SUBMIT
	with unknown uri to
	malspp:123/123/0

	ensure
	select last received message

	ensure
	received message mal header field is error message

	check
	received message body contains error
	destination unknown

	check
	received message mal header field uri from is
	malspp:123/123/0


3.1.2 PubSub test case
This test case reuses the MAL prototype test procedure that checks the MAL message header in every stage of the Publish-Subscribe interaction.

However the Pub/Sub error tests could not be reused because the MAL prototype artificially produces error messages at the test transport level, so above the MAL/SPP layer, preventing from getting the SPP packets. A specific broker handler has been implemented in order to raise Register, Notify and Publish Register errors. This broker is deployed on the consumer side.

Specific providers and consumers have also been implemented.

A provider is launched on the consumer side in order to initiate a Publish Register with the error broker.

Several APIDs and APID qualifiers are used:

· 248/2: IPTest providers or brokers sending TC packets

· 348/4: IPTest providers or brokers sending TC packets

· 247/1: IPTest consumers, brokers and publishers sending TC packets and expecting to receive TC packets

· 347/3: IPTest consumers, brokers and publishers sending TC packets and expecting to receive TM packets

· 447/5: IPTest consumers, brokers and publishers sending TM packets and expecting to receive TC packets

· 547/7: IPTest consumers, brokers and publishers sending TM packets and expecting to receive TM packets

The consumer creates subscriptions from the following parameters:

· subscription identifier: 'sub1'

· authentication identifier: '0x00,0x01'

· priority: 1

· domain: 'Test,Domain'

· networkZone: '!-NetworkZone-!'

· entity expression: 'A,null,null,null'

· only on change: false

All the tests are executed once with a private broker and a second time with a shared one.

The shared broker is created one the consumer side because. In this way, it enables the test to intercept the messages going out of the provider's publisher.

Some headers are only checked with the shared broker (deployed on the consumer side):

· Publish

· Publish Register

· Publish Register ack

· Publish Register Error

· Publish Deregister

· Publish Deregister ack

The Publish Error is triggered by publishing an entity that has not been registered: 'B,null,null,null'.

The Register Error is triggered by registering to the error broker.

The Publish Register Error is triggered by registering to the error broker.

The Notify Error is triggered by requesting the error provider to publish updates.

The MAL assertions are still checked:

The provider assertions are described in the IPTest service specification (section 5.1).

The consumer assertions are described in annex B.

The MAL/SPP assertions are specified in this script. They check the MAL header mapping statements for the Pub/Sub interaction.
3.1.2.1 Final results
	script
	mal spp pubsub test

	test mal spp pubsub with consumer tc
	true
	and provider tc
	true

	test mal spp pubsub with consumer tc
	true
	and provider tc
	false

	test mal spp pubsub with consumer tc
	false
	and provider tc
	true

	test mal spp pubsub with consumer tc
	false
	and provider tc
	false


3.1.2.2 Primary header check

These assertions are checked for every TM/TC combination, and every Publish-Subscribe stage.
	scenario
	primary header

	check
	packet version number is
	0

	check space packet type

	check
	secondary header flag is
	1

	ensure
	packet data length is length of packet data field minus one


3.1.2.3 Secondary header check

These assertions are checked for every TM/TC combination, every Publish-Subscribe stage.
	scenario
	secondary header

	check
	version is
	0

	check
	sdu type is
	15

	check
	area is
	100

	check
	service is
	1

	check
	operation is
	105

	check
	area version is
	1

	check
	error flag is
	0

	ensure
	check qos
	Best Effort

	ensure
	check session
	Live

	ensure
	check secondary apid

	ensure
	check secondary apid qualifier

	ensure
	check transaction id

	check
	source id flag is
	1

	check
	destination id flag is
	1

	check
	priority flag is
	1

	check
	timestamp flag is
	1

	check
	network zone flag is
	1

	check
	session name flag is
	1

	check
	domain flag is
	1

	check
	authentication id flag is
	1

	ensure
	read source id

	ensure
	read destination id

	ensure
	check uri from

	ensure
	check uri to

	ensure
	read segment counter if segmented

	check
	priority is
	1

	ensure
	check timestamp

	check
	network zone is
	NetworkZone

	check
	session name is
	LIVE

	ensure
	check domain id

	ensure
	check authentication id


3.1.2.4 Publish Register Body element check

These assertions are checked for every TM/TC combination.
	scenario
	body element
	type
	encoded as element

	read element EntityKeyList


3.1.2.5 Register body element check

These assertions are checked for every TM/TC combination.
	scenario
	body element
	type
	encoded as element

	read element Subscription


3.1.2.6 Publish body element check

These assertions are checked for every TM/TC combination.
	scenario
	body element
	type
	encoded as element

	read element Identifier

	scenario
	body element
	type
	encoded as element

	read element UpdateHeaderList

	scenario
	body element
	type
	encoded as element

	read element list of update value type


3.1.2.7 Publish Error body element check

These assertions are checked for every TM/TC combination.

	scenario
	body element encoded as UInteger

	ensure
	read UInteger

	scenario
	body element
	type
	encoded as nullable element

	check
	presence flag is
	1

	read element element


3.1.2.8 Deregister body element check

These assertions are checked for every TM/TC combination.
	scenario
	body element
	type
	encoded as element

	read element IdentifierList


3.1.2.9 Publish Deregister body element check

These assertions are checked for every TM/TC combination.

	scenario
	body element encoded as empty

	body ends here


3.1.2.10 Register Error body element check

These assertions are checked for every TM/TC combination.
	scenario
	body element encoded as UInteger

	ensure
	read UInteger

	scenario
	body element null encoded as nullable element

	check
	presence flag is
	0


3.1.2.11 Notify Error body element check

These assertions are checked for every TM/TC combination.
	scenario
	body element encoded as UInteger

	ensure
	read UInteger

	scenario
	body element null encoded as nullable element

	check
	presence flag is
	0


3.1.2.12 Publish Register Error body element check

These assertions are checked for every TM/TC combination.

	scenario
	body element encoded as UInteger

	ensure
	read UInteger

	scenario
	body element null encoded as nullable element

	check
	presence flag is
	0


3.1.2.13 Publish body element with an abstract update (service defined) check

These assertions are checked for every TM/TC combination.
	scenario
	body element
	type
	encoded as element

	read element UpdateHeaderList

	scenario
	body element concrete encoded for publish message

	publish update list is for
	concrete
	update value type

	scenario
	body element abstract service-defined encoded for publish message

	note
	update value type is TestUpdate

	check element short form area
	100
	and service
	1
	and type
	-8

	publish update list is for
	abstract service-defined
	update value type


3.1.2.14 Publish body element with an abstract update (non service defined) check

These assertions are checked for every TM/TC combination.
	scenario
	body element
	type
	encoded as element

	read element UpdateHeaderList

	scenario
	body element concrete encoded for publish message

	publish update list is for
	concrete
	update value type

	scenario
	body element abstract non-service defined encoded for publish message

	note
	update value type is MAL::Integer

	check element short form area
	1
	and service
	0
	and type
	-11

	publish update list is for
	abstract non-service defined
	update value type


3.1.2.15 Body ending check

These assertions are checked for every TM/TC combination, every Publish-Subscribe stage.

	scenario
	body ends here

	check
	buffer remaining size is
	0


3.1.2.16 Unknown URI check

These assertions are checked for every TM/TC combination, and every stage allowing to return an error: Register, Publish Register, Deregister, Publish Deregister.

	check
	received message body contains error
	destination unknown

	check
	received message mal header field uri from is
	malspp:123/123/0


3.1.3 MAL message body mapping

This test case reuses the data type MAL test scenario and checks the body element order.
	scenario
	check body element order

	check
	explicit multi return works
	OK

	note
	skip first packet setTestDataOffset

	ensure
	select sent packet at
	1

	check
	presence flag is
	1

	ensure
	check uoctet

	check
	presence flag is
	1

	ensure
	check ushort

	check
	presence flag is
	1

	ensure
	check uinteger

	check
	presence flag is
	1

	ensure
	check ulong

	ensure
	reset spp interceptor


3.1.4 Empty body Test Case

	script
	mal spp data type test

	ensure
	reset spp interceptor

	ensure
	test empty body

	ensure
	select sent packet at
	0

	ensure
	mal message body is empty

	ensure
	reset spp interceptor


3.1.5 MAL message segmentation test case
All test services are extensions of other MAL/SPP services and/or MAL services.
Message segmentation is tested using three providers and three consumers:

· APID qualifier/APID 248/2: DataTest service provider - configured to maximum packet size

· APID qualifier/APID 247/1: DataTest service consumer

· APID qualifier/APID 648/2: DataTest service provider - configured to limited packet size

· APID qualifier/APID 647/1: DataTest service consumer

· APID qualifier/APID 648/4: IPTest service provider - configured to medium packet size

· APID qualifier/APID 647/3: IPTest service consumer

The testData operation of the DataTest service is used to check proper sending and reception of a Blob that encodes to a packet smaller than PACKET_DATA_FIELD_SIZE_LIMIT of 65536 bytes (the maximum).

The testBlobData operation of the DataTest service is used to check proper sending and reception of a Blob that encodes to three fully filled and one partially filled packet for the maximum possible value of PACKET_DATA_FIELD_SIZE_LIMIT.
In both cases the Blob is statically known to the provider and consumer side. The Blob content is specified by the test so the Test Consumer and Provider know what the expected Blob value is.
The testStringData operation of the DataTest service is used with endpoints configured for a limited packet data field size of 27 bytes. Three cases are tested:

1) secondary header: 23 bytes; body: 2 bytes; one packet, no error expected.

2) secondary header: 23 bytes + 4 bytes for counter (because of message segmentation); body: 6 bytes; INTERNAL error expected.

3) secondary header: 24 bytes + 4 bytes for counter (because of message segmentation); body: 6 bytes; INTERNAL error expected.

Secondary header size is set by per-message QoS property flag Priority. All other flags (except Source and Destination id flag) are set to false.

Correct sequencing of Space Packets is ensured by scrambling outgoing packets in certain patterns.

Packets are either scrambled on the consumer side, on the provider side or on both sides. In order to enabling scrambling on the provider side the IPTest submitMulti operation is invoked with the scramble pattern. Scrambling is realized in the packet interceptor by collecting packets for an interval of one second starting with the first packet. These are scrambled according to a cyclic pattern given by the test. This pattern gives the indices of the packets that shall be sent out next. Indices referring to non-existent packets (because less packets were collected during the interval) are skipped. A negative index means to drop the packet. For test purposes it is assumed that a mission-defined timeout is longer than the one second collection interval.

The procedure to test for correct counter selection does not need to scramble packets. The progressNulti operation of the IPTest service is used to check correct selection of segment counters by invoking the pattern twice and triggering updates and responses using the sendMulti operation of the same service. By invoking the pattern twice on the same service the only difference is in the transaction id. It is checked that different counters are used, when transaction ids are different and that same counters are used when all fields of clause 4.4.9e are the same.
	script
	mal spp segmentation test

	test message segmentation with scrambling pattern
	[]

	test message segmentation with scrambling pattern
	[1, 0]

	test message segmentation with scrambling pattern
	[9, 0, 4, 3, 6, 1, 2, 8, 7, 5]

	set scrambling for remote reception to
	[]
	and for local reception to
	[]

	check segment counter selection

	check dropped packet

	note
	mission-defined timeout is assumed to be less than 8 seconds

	check timeout with
	8
	seconds delay and expect
	1
	updates

	check timeout with
	2
	seconds delay and expect
	2
	updates


3.1.6 QoS properties test case
This test case uses the Request interaction pattern in order to test that the !-QoS-! properties set at the provider side are effective in the Response MAL message.

One test procedure has been defined for every flag:

· authenticationIdFlagTest

· domainFlagTest

· networkZoneFlagTest

· priorityFlagTest

· sessionNameFlagTest

· timestampFlagTest

The provider has to set to false the value of the QoS property specified by the procedure.
Two cases are tested depending on the provider packet type (TC or TM).

1) If the provider sends TC packets, then the missing field is assigned according to the consumer APID and APID qualifier.

2) If the provider sends TM packets, then the missing field is assigned according to the provider APID and APID qualifier.

In the first case, the default MAL/SPP values are assigned because the consumer (APID 247/1) does not specify the mapping configuration parameters (see section 8.1).

In the second case, the mapping configuration parameters of the provider (APID 348/4) are assigned.
3.1.6.1 Final results

	script
	qos properties test

	test qos properties with provider tc
	true

	test qos properties with provider tc
	false


3.1.6.2 Flags check
These assertions are checked for every QoS property assigned with TRUE/FALSE.
	scenario
	test qos properties

	check space packet type

	check
	version is
	0

	check
	sdu type is
	4

	check
	area is
	100

	check
	service is
	1

	check
	operation is
	102

	check
	area version is
	1

	check
	error flag is
	0

	ensure
	check qos
	Best Effort

	ensure
	check session
	Live

	ensure
	check secondary apid

	ensure
	check secondary apid qualifier

	ensure
	check transaction id

	check
	source id flag is
	1

	check
	destination id flag is
	1

	check
	priority flag is
	1

	check
	timestamp flag is
	1

	check
	network zone flag is
	1

	check
	session name flag is
	1

	check
	domain flag is
	1

	check
	authentication id flag is
	0

	ensure
	read source id

	ensure
	read destination id

	ensure
	check uri from

	ensure
	check uri to


3.1.7 Source Destination Id test case
This test uses the Request interaction pattern in order to test that the source  and destination identifiers can be omitted in the MAL message header fields 'URI From' and 'URI To' and that the source and destination id flags are set to false in this case.

The consumer is configured in order not to append the optional identifier at the  end of its URI. A TC/TC Request interaction is initiated and the source/destination id flags are checked in the request and response MAL messages:

· the source id flag should be down in the request and up in the response.

· the destination id flag should be up in the request and down in the response.
3.1.7.1 Source id flag check

	secondary header sdu type
	3
	and source id flag
	0
	and destination id flag
	1


3.1.7.2 Destination id flag check

	secondary header sdu type
	4
	and source id flag
	1
	and destination id flag
	0


3.1.8 Transmit Request test case
A template message is created and sent using the send operation of the IPTest service:

· APID qualifier/APID 648/4: IPTest service provider

· APID qualifier/APID 647/3: IPTest service consumer

The MAL message header fields of the template message are modified and correct behaviour of the transmit request is checked by directly invoking the transmit request on the transport API. The provider does not do anything. Errors on provider side are ignored, because they are not relevant to the test.
	script
	transmit request test

	check null mal header field

	check uri from format

	check uri to format

	check space packet sending request error

	check transmit multiple

	check transmit multiple error


3.1.9 Transmit QoS Properties Test case

Several APIDs and APID qualifiers are used:

· 248/2: IPTest providers sending TC packets

· 348/4: IPTest providers sending TM packets

· 247/1: IPTest consumers sending TC packets and expecting to receive TC packets

· 347/3: IPTest consumers sending TC packets and expecting to receive TM packets

· 447/5: IPTest consumers sending TM packets and expecting to receive TC packets

· 547/7: IPTest consumers sending TM packets and expecting to receive TM packets
3.1.9.1 Final results
	script
	mal spp pattern test

	test transmit qos properties with consumer tc
	true
	and provider tc
	true

	test transmit qos properties with consumer tc
	true
	and provider tc
	false

	test transmit qos properties with consumer tc
	false
	and provider tc
	true

	test transmit qos properties with consumer tc
	false
	and provider tc
	false


3.1.9.2 QoS properties transmission check

These assertions are checked for every TM/TC combination.
	scenario
	test transmit qos properties with consumer tc
	consumerTc
	and provider tc
	providerTc

	ensure
	reset spp interceptor

	ensure
	consumer packet is tc
	true

	ensure
	provider packet is tc
	true

	ensure
	initiate send pattern with qos
	Best Effort
	and session
	Live

	ensure
	select sent packet at
	0

	ensure
	check transmit qos properties

	ensure
	reset spp interceptor


3.1.10 MAL SPP transport
	script
	mal spp transport test

	ensure
	supports qos level
	Best Effort
	is
	True

	ensure
	supports qos level
	Assured
	is
	True

	ensure
	supports qos level
	Queued
	is
	True

	ensure
	supports qos level
	Timely
	is
	True

	ensure
	supports interaction type
	Send
	is
	True

	ensure
	supports interaction type
	Submit
	is
	True

	ensure
	supports interaction type
	Request
	is
	True

	ensure
	supports interaction type
	Invoke
	is
	True

	ensure
	supports interaction type
	Progress
	is
	True

	ensure
	supports interaction type
	Pub/Sub
	is
	False


3.2 MAL Data Type encoding scenario
3.2.1 Attribute test case
This test case checks the encoding format of every MAL attribute.
The local APID and APID qualifier are respectively equal to 1 and 247.

The remote APID and APID qualifier are respectively equal to 2 and 248.

The time encoding formats are specified according to the APID and APID qualifier, as follows:

· Time: 0001 1111 (CUC, CCSDS epoch, 4 bytes, 3 bytes)

· !-FineTime-!: 1010 1111 0000 1000 (CUC, agency epoch, 4 bytes, 3+2 bytes)

· Duration: 0001 1100 (CUC, no fractional time)

	scenario
	check every attribute

	ensure
	reset spp interceptor

	check
	explicit duration type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check duration

	ensure
	reset spp interceptor

	check
	explicit Fine Time type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check fine time

	ensure
	reset spp interceptor

	check
	explicit Identifier type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check identifier

	ensure
	reset spp interceptor

	check
	explicit Time type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check time

	ensure
	reset spp interceptor

	check
	explicit URI type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check uri

	ensure
	reset spp interceptor

	check
	explicit Blob type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check blob

	ensure
	reset spp interceptor

	check
	explicit Boolean type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check boolean

	ensure
	reset spp interceptor

	check
	explicit Octet type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check octet

	ensure
	reset spp interceptor

	check
	explicit Double type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check double

	ensure
	reset spp interceptor

	check
	explicit Float type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check float

	ensure
	reset spp interceptor

	check
	explicit Integer type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check integer

	ensure
	reset spp interceptor

	check
	explicit Long type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check long

	ensure
	reset spp interceptor

	check
	explicit Short type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check short

	ensure
	reset spp interceptor

	check
	explicit String type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check string

	ensure
	reset spp interceptor

	check
	explicit UOctet type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check uoctet

	ensure
	reset spp interceptor

	check
	explicit UInteger type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check uinteger

	ensure
	reset spp interceptor

	check
	explicit ULong type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check ulong

	ensure
	reset spp interceptor

	check
	explicit UShort type works
	OK

	ensure
	select sent packet at
	0

	check
	presence flag is
	1

	ensure
	check ushort

	ensure
	reset spp interceptor


3.2.2 Composite test case
This test case checks the encoding format of a MAL composite.
	script
	mal spp data type test

	check field order

	check composite inheritance


3.2.3 Element test case
This test case checks the encoding format of a MAL element.
	script
	mal spp data type test

	check a composite with a field typed MAL::Attribute

	check a composite sent as a MAL::Element

	check a composite sent as a MAL::Composite

	check a composite sent as an abstract composite

	check a composite defined by a service and sent as a MAL::Element

	check an attribute sent as a MAL::Element

	check an attribute sent as a MAL::Attribute

	check an attribute list sent as a MAL::Element list

	check an attribute list sent as a MAL::Attribute list

	check an attribute list sent as a MAL::Composite

	check a composite list sent as a MAL::Element list

	check a composite list sent as a MAL::Composite list

	check a composite list sent as an abstract composite list

	check a composite list sent as a MAL::Composite

	check every attribute

	check an enumerated sent as a MAL::Element

	check a composite with a field typed as a list


3.2.4 Enumeration test case
This test case checks the encoding format of a MAL enumeration.
	script
	mal spp data type test

	check first element in an enumeration

	check first and second elements in an enumeration

	check an enumerated sent as a MAL::Element


3.2.5 List test case

This test case checks the encoding format of a MAL list.
	script
	mal spp data type test

	check list format and elements order


3.2.6 Nullable element test case

This test case checks the encoding format of a nullable MAL element.
	script
	mal spp data type test

	check presence flag


3.2.7 Time code format test case
This test case checks the time code formats and the MAL time types (Duration, Time and FineTime) .
	script
	mal spp data type test

	note
	Using CUC time code format and other default settings

	ensure
	use default configuration
	true

	check every attribute affected by time code formats

	note
	Using CDS time code format and alternate units, epochs and time scales

	ensure
	use default configuration
	false

	check every attribute affected by time code formats


3.2.8 Varint supported test case
This test case checks the mapping configuration parameter ‘VARINT_SUPPORTED’.
	script
	mal spp data type test

	note
	varintSupported is true

	ensure
	use default configuration
	true

	check every attribute affected by varintSupported

	note
	varintSupported is false

	ensure
	use default configuration
	false

	check every attribute affected by varintSupported


4 MALPrototype Service Specification
4.1 Service: IPTest

4.1.1 General

Table 1‑11tc  \f T "-1IPTest Service Operations"
:  IPTest Service Operations

	Area Identifier
	Service Identifier
	Area Number
	Service Number
	Area Version

	MALPrototype
	IPTest
	100
	1
	1

	Interaction Pattern
	Operation Identifier
	Operation Number
	Support in Replay
	Capability Set

	SEND
	send
	100
	No
	100

	SUBMIT
	testSubmit
	101
	No
	

	REQUEST
	request
	102
	No
	

	INVOKE
	invoke
	103
	No
	

	PROGRESS
	progress
	104
	No
	

	PUBLISH-SUBSCRIBE
	monitor
	105
	No
	

	REQUEST
	getResult
	106
	No
	101

	SUBMIT
	publishUpdates
	108
	No
	102

	SUBMIT
	publishRegister
	110
	No
	

	SUBMIT
	publishDeregister
	111
	No
	

	SUBMIT
	testMultipleNotify
	112
	No
	

	SEND
	sendMulti
	113
	No
	103

	SUBMIT
	submitMulti
	114
	No
	

	REQUEST
	requestMulti
	115
	No
	

	INVOKE
	invokeMulti
	116
	No
	

	PROGRESS
	progressMulti
	117
	No
	

	PUBLISH-SUBSCRIBE
	monitorMulti
	118
	No
	

	REQUEST
	testRequestEmptyBody
	120
	No
	104

	INVOKE
	testInvokeEmptyBody
	121
	No
	

	PROGRESS
	testProgressEmptyBody
	122
	No
	


4.1.2 OPERATION: send

4.1.2.1 General

This operation cleans the assertions table and check that the header of the received message is the same as the one expected (see 4.1.1).

	Operation Identifier
	send

	Interaction Pattern
	SEND

	Pattern Sequence
	Message
	Body Type

	IN
	SEND
	IPTestDefinition


4.1.2.2 Structures

4.1.2.3 Errors

The operation cannot return any errors.

4.1.3 OPERATION: testSubmit

4.1.3.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 3.1.2).

	Operation Identifier
	testSubmit

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	IPTestDefinition


4.1.3.2 Structures

4.1.3.3 Errors

The operation may return the following error:

4.1.3.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.4 OPERATION: request

4.1.4.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 3.1.2).

	Operation Identifier
	request

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	IPTestDefinition

	OUT
	RESPONSE
	MAL::String


4.1.4.2 Structures

4.1.4.3 Errors

The operation may return the following error:

4.1.4.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.5 OPERATION: invoke

4.1.5.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 4.1.2).

	Operation Identifier
	invoke

	Interaction Pattern
	INVOKE

	Pattern Sequence
	Message
	Body Type

	IN
	INVOKE
	IPTestDefinition

	OUT
	ACK
	MAL::String

	OUT
	RESPONSE
	MAL::String


4.1.5.2 Structures

4.1.5.3 Errors

The operation may return the following error:

4.1.5.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.6 OPERATION: progress

4.1.6.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 4.1.2).

	Operation Identifier
	progress

	Interaction Pattern
	PROGRESS

	Pattern Sequence
	Message
	Body Type

	IN
	PROGRESS
	IPTestDefinition

	OUT
	ACK
	MAL::String

	OUT
	UPDATE
	MAL::Integer

	OUT
	RESPONSE
	MAL::String


4.1.6.2 Structures

4.1.6.3 Errors

The operation may return the following error:

4.1.6.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.7 OPERATION: monitor

4.1.7.1 General

This operation initiates a Pub/Sub interaction. It is not implemented by the service provider but by a broker.

	Operation Identifier
	monitor

	Interaction Pattern
	PUBLISH-SUBSCRIBE

	Pattern Sequence
	Message
	Body Type

	OUT
	PUBLISH/NOTIFY
	TestUpdate


4.1.7.2 Structures

4.1.7.3 Errors

The operation may return the following error:

4.1.7.3.1 ERROR: UNKNOWN

One or more of the entities identified in the registration do not exist.

	Error
	Error #
	ExtraInfo Type

	UNKNOWN
	Defined in MAL
	Not Used


4.1.8 OPERATION: getResult

4.1.8.1 General

This operation returns an IPTestResult.

	Operation Identifier
	getResult

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	IPTestResult


4.1.8.2 Structures

4.1.8.3 Errors

The operation does not return any errors.

4.1.9 OPERATION: publishUpdates

4.1.9.1 General

This operation cleans the assertions table, publishes an update as specified by the parameter TestPublishUpdate and checks the header of the Publish message (see 4.1.3). Moreover if an error is expected by the TestPublishUpdate then the operation hangs until a Publish error is raised or a timer ends (see 4.1.10). The header of the Publish error message is checked (see 4.1.4).

	Operation Identifier
	publishUpdates

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishUpdate


4.1.9.2 Structures

4.1.9.3 Errors

The operation does not return any errors.

4.1.10 OPERATION: publishRegister

4.1.10.1 General

This operation cleans the assertions table, registers a publisher as specified by the parameter TestPublishRegister and checks the header of the Publish Register message (see 4.1.5). Moreover if no error is expected by the TestPublishRegister, it checks the header of the Publish Register acknowledgement message (see 4.1.6). Otherwise it checks the header of the Publish Register error message (see 4.1.7).

	Operation Identifier
	publishRegister

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishRegister


4.1.10.2 Structures

4.1.10.3 Errors

The operation does not return any errors.

4.1.11 OPERATION: publishDeregister

4.1.11.1 General

This operation cleans the assertions table, registers a publisher as specified by the parameter TestPublishDeregister and checks the header of the Publish Deregister message (see 4.1.5). Moreover if no error is expected by the TestPublishDeregister, it checks the header of the Publish Deregister acknowledgement message (see 4.1.8). Otherwise it checks the header of the Publish Deregister error message (see 4.1.9).

	Operation Identifier
	publishDeregister

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishDeregister


4.1.11.2 Structures

4.1.11.3 Errors

The operation does not return any errors.

4.1.12 OPERATION: testMultipleNotify

4.1.12.1 General

	Operation Identifier
	testMultipleNotify

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishUpdate


4.1.12.2 Structures

4.1.12.3 Errors

The operation does not return any errors.

4.1.13 OPERATION: sendMulti

4.1.13.1 General

This operation cleans the assertions table and check that the header of the received message is the same as the one expected (see 4.1.1).

	Operation Identifier
	sendMulti

	Interaction Pattern
	SEND

	Pattern Sequence
	Message
	Body Type

	IN
	SEND
	IPTestDefinition

MAL::Element


4.1.13.2 Structures

4.1.13.3 Errors

The operation cannot return any errors.

4.1.14 OPERATION: submitMulti

4.1.14.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 3.1.2).

	Operation Identifier
	submitMulti

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	IPTestDefinition

MAL::Element


4.1.14.2 Structures

4.1.14.3 Errors

The operation may return the following error:

4.1.14.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.15 OPERATION: requestMulti

4.1.15.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 3.1.2).

	Operation Identifier
	requestMulti

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	IPTestDefinition

MAL::Element

	OUT
	RESPONSE
	MAL::String

MAL::Element


4.1.15.2 Structures

4.1.15.3 Errors

The operation may return the following error:

4.1.15.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.16 OPERATION: invokeMulti

4.1.16.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 4.1.2).

	Operation Identifier
	invokeMulti

	Interaction Pattern
	INVOKE

	Pattern Sequence
	Message
	Body Type

	IN
	INVOKE
	IPTestDefinition

MAL::Element

	OUT
	ACK
	MAL::String

MAL::Element

	OUT
	RESPONSE
	MAL::String

MAL::Element


4.1.16.2 Structures

4.1.16.3 Errors

The operation may return the following error:

4.1.16.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.17 OPERATION: progressMulti

4.1.17.1 General

This operation cleans the assertions table and checks that the header of the received message is the same as the one expected (see 4.1.1). Moreover it triggers the transitions specified by the IPTestDefinition (see 4.1.2).

	Operation Identifier
	progressMulti

	Interaction Pattern
	PROGRESS

	Pattern Sequence
	Message
	Body Type

	IN
	PROGRESS
	IPTestDefinition

MAL::Element

	OUT
	ACK
	MAL::String

MAL::Element

	OUT
	UPDATE
	MAL::Integer

MAL::Element

	OUT
	RESPONSE
	MAL::String

MAL::Element


4.1.17.2 Structures

4.1.17.3 Errors

The operation may return the following error:

4.1.17.3.1 ERROR: TEST_ERROR

Fake error for testing.

	Error
	Error #
	ExtraInfo Type

	TEST_ERROR
	70000
	Not Used


4.1.18 OPERATION: monitorMulti

4.1.18.1 General

This operation initiates a Pub/Sub interaction. It is not implemented by the service provider but by a broker.

	Operation Identifier
	monitorMulti

	Interaction Pattern
	PUBLISH-SUBSCRIBE

	Pattern Sequence
	Message
	Body Type

	OUT
	PUBLISH/NOTIFY
	TestUpdate

MAL::Element


4.1.18.2 Structures

4.1.18.3 Errors

The operation may return the following error:

4.1.18.3.1 ERROR: UNKNOWN

One or more of the entities identified in the registration do not exist.

	Error
	Error #
	ExtraInfo Type

	UNKNOWN
	Defined in MAL
	Not Used


4.1.19 OPERATION: testRequestEmptyBody

4.1.19.1 General

This operation checks that an empty body can be sent and received explicitly for a request pattern

	Operation Identifier
	testRequestEmptyBody

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	IPTestDefinition

	OUT
	RESPONSE
	


4.1.19.2 Structures

4.1.19.3 Errors

The operation does not return any errors.

4.1.20 OPERATION: testInvokeEmptyBody

4.1.20.1 General

This operation checks that an empty body can be sent and received explicitly for a request pattern

	Operation Identifier
	testInvokeEmptyBody

	Interaction Pattern
	INVOKE

	Pattern Sequence
	Message
	Body Type

	IN
	INVOKE
	IPTestDefinition

	OUT
	ACK
	

	OUT
	RESPONSE
	


4.1.20.2 Structures

4.1.20.3 Errors

The operation does not return any errors.

4.1.21 OPERATION: testProgressEmptyBody

4.1.21.1 General

This operation checks that an empty body can be sent and received explicitly for a request pattern

	Operation Identifier
	testProgressEmptyBody

	Interaction Pattern
	PROGRESS

	Pattern Sequence
	Message
	Body Type

	IN
	PROGRESS
	IPTestDefinition

	OUT
	ACK
	

	OUT
	UPDATE
	

	OUT
	RESPONSE
	


4.1.21.2 Structures

4.1.21.3 Errors

The operation does not return any errors.

4.2 Service: DataTest

4.2.1 General

Table 1‑11tc  \f T "-1DataTest Service Operations"
:  DataTest Service Operations

	Area Identifier
	Service Identifier
	Area Number
	Service Number
	Area Version

	MALPrototype
	DataTest
	100
	2
	1

	Interaction Pattern
	Operation Identifier
	Operation Number
	Support in Replay
	Capability Set

	SUBMIT
	setTestDataOffset
	99
	No
	100

	REQUEST
	testData
	100
	No
	

	REQUEST
	testDataBlob
	101
	No
	

	REQUEST
	testDataBoolean
	102
	No
	

	REQUEST
	testDataDouble
	103
	No
	

	REQUEST
	testDataDuration
	104
	No
	

	REQUEST
	testDataFineTime
	105
	No
	

	REQUEST
	testDataFloat
	106
	No
	

	REQUEST
	testDataIdentifier
	107
	No
	

	REQUEST
	testDataInteger
	108
	No
	

	REQUEST
	testDataLong
	109
	No
	

	REQUEST
	testDataOctet
	110
	No
	

	REQUEST
	testDataShort
	111
	No
	

	REQUEST
	testDataString
	112
	No
	

	REQUEST
	testDataTime
	113
	No
	

	REQUEST
	testDataURI
	114
	No
	

	REQUEST
	testDataComposite
	115
	No
	

	REQUEST
	testDataEnumeration
	116
	No
	

	REQUEST
	testDataList
	117
	No
	

	REQUEST
	testDataUInteger
	118
	No
	

	REQUEST
	testDataULong
	119
	No
	

	REQUEST
	testDataUOctet
	120
	No
	

	REQUEST
	testDataUShort
	121
	No
	

	REQUEST
	testExplicitMultiReturn
	122
	No
	

	REQUEST
	testAbstractMultiReturn
	123
	No
	

	REQUEST
	testEmptyBody
	124
	No
	

	REQUEST
	testMalAttribute
	125
	No
	

	REQUEST
	testMalComposite
	126
	No
	

	REQUEST
	testAbstractComposite
	127
	No
	

	REQUEST
	testMalAttributeList
	128
	No
	

	REQUEST
	testMalElementList
	129
	No
	

	REQUEST
	testMalCompositeList
	130
	No
	

	REQUEST
	testAbstractCompositeList
	131
	No
	


4.2.2 OPERATION: setTestDataOffset

4.2.2.1 General

This operation sets the index into the test list for the testData operation. Passing non positive values resets it to the start of the list.

	Operation Identifier
	setTestDataOffset

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	MAL::Integer


4.2.2.2 Structures

4.2.2.3 Errors

The operation does not return any errors.

4.2.3 OPERATION: testData

4.2.3.1 General

The 'testData' operation allows a consumer to check that a data is correctly decoded on the provider side. The provider needs to statically know the list of data that the consumer is going to send. The consumer selects the data in the same order as the list and calls the operation 'testData'. The provider keeps the index of the currently selected data from the static list. When the operation 'testData' is called, the provider checks that the received data is equal to the selected data from the list. If the equality test fails, then the error DATA_ERROR is raised otherwise the provider returns the sent data.

	Operation Identifier
	testData

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.2.3.2 Structures

4.2.3.3 Errors

The operation may return the following error:

4.2.3.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.4 OPERATION: testDataBlob

4.2.4.1 General

This operation checks that a basic Blob type can be sent and received explicitly

	Operation Identifier
	testDataBlob

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Blob

	OUT
	RESPONSE
	MAL::Blob


4.2.4.2 Structures

4.2.4.3 Errors

The operation may return the following error:

4.2.4.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.5 OPERATION: testDataBoolean

4.2.5.1 General

This operation checks that a basic Boolean type can be sent and received explicitly

	Operation Identifier
	testDataBoolean

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Boolean

	OUT
	RESPONSE
	MAL::Boolean


4.2.5.2 Structures

4.2.5.3 Errors

The operation may return the following error:

4.2.5.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.6 OPERATION: testDataDouble

4.2.6.1 General

This operation checks that a basic Double type can be sent and received explicitly

	Operation Identifier
	testDataDouble

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Double

	OUT
	RESPONSE
	MAL::Double


4.2.6.2 Structures

4.2.6.3 Errors

The operation may return the following error:

4.2.6.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.7 OPERATION: testDataDuration

4.2.7.1 General

This operation checks that a basic Duration type can be sent and received explicitly

	Operation Identifier
	testDataDuration

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Duration

	OUT
	RESPONSE
	MAL::Duration


4.2.7.2 Structures

4.2.7.3 Errors

The operation may return the following error:

4.2.7.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.8 OPERATION: testDataFineTime

4.2.8.1 General

This operation checks that a basic FineTime type can be sent and received explicitly

	Operation Identifier
	testDataFineTime

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::FineTime

	OUT
	RESPONSE
	MAL::FineTime


4.2.8.2 Structures

4.2.8.3 Errors

The operation may return the following error:

4.2.8.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.9 OPERATION: testDataFloat

4.2.9.1 General

This operation checks that a basic Float type can be sent and received explicitly

	Operation Identifier
	testDataFloat

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Float

	OUT
	RESPONSE
	MAL::Float


4.2.9.2 Structures

4.2.9.3 Errors

The operation may return the following error:

4.2.9.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.10 OPERATION: testDataIdentifier

4.2.10.1 General

This operation checks that a basic Identifier type can be sent and received explicitly

	Operation Identifier
	testDataIdentifier

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Identifier

	OUT
	RESPONSE
	MAL::Identifier


4.2.10.2 Structures

4.2.10.3 Errors

The operation may return the following error:

4.2.10.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.11 OPERATION: testDataInteger

4.2.11.1 General

This operation checks that a basic Integer type can be sent and received explicitly

	Operation Identifier
	testDataInteger

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Integer

	OUT
	RESPONSE
	MAL::Integer


4.2.11.2 Structures

4.2.11.3 Errors

The operation may return the following error:

4.2.11.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.12 OPERATION: testDataLong

4.2.12.1 General

This operation checks that a basic Long type can be sent and received explicitly

	Operation Identifier
	testDataLong

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Long

	OUT
	RESPONSE
	MAL::Long


4.2.12.2 Structures

4.2.12.3 Errors

The operation may return the following error:

4.2.12.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.13 OPERATION: testDataOctet

4.2.13.1 General

This operation checks that a basic Octet type can be sent and received explicitly

	Operation Identifier
	testDataOctet

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Octet

	OUT
	RESPONSE
	MAL::Octet


4.2.13.2 Structures

4.2.13.3 Errors

The operation may return the following error:

4.2.13.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.14 OPERATION: testDataShort

4.2.14.1 General

This operation checks that a basic Short type can be sent and received explicitly

	Operation Identifier
	testDataShort

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Short

	OUT
	RESPONSE
	MAL::Short


4.2.14.2 Structures

4.2.14.3 Errors

The operation may return the following error:

4.2.14.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.15 OPERATION: testDataString

4.2.15.1 General

This operation checks that a basic String type can be sent and received explicitly

	Operation Identifier
	testDataString

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::String

	OUT
	RESPONSE
	MAL::String


4.2.15.2 Structures

4.2.15.3 Errors

The operation may return the following error:

4.2.15.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.16 OPERATION: testDataTime

4.2.16.1 General

This operation checks that a basic Time type can be sent and received explicitly

	Operation Identifier
	testDataTime

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Time

	OUT
	RESPONSE
	MAL::Time


4.2.16.2 Structures

4.2.16.3 Errors

The operation may return the following error:

4.2.16.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.17 OPERATION: testDataURI

4.2.17.1 General

This operation checks that a basic URI type can be sent and received explicitly

	Operation Identifier
	testDataURI

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::URI

	OUT
	RESPONSE
	MAL::URI


4.2.17.2 Structures

4.2.17.3 Errors

The operation may return the following error:

4.2.17.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.18 OPERATION: testDataComposite

4.2.18.1 General

This operation checks that a composite type can be sent and received explicitly

	Operation Identifier
	testDataComposite

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	Assertion

	OUT
	RESPONSE
	Assertion


4.2.18.2 Structures

4.2.18.3 Errors

The operation may return the following error:

4.2.18.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.19 OPERATION: testDataEnumeration

4.2.19.1 General

This operation checks that a enumeration type can be sent and received explicitly

	Operation Identifier
	testDataEnumeration

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::SessionType

	OUT
	RESPONSE
	MAL::SessionType


4.2.19.2 Structures

4.2.19.3 Errors

The operation may return the following error:

4.2.19.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.20 OPERATION: testDataList

4.2.20.1 General

This operation checks that a list type can be sent and received explicitly

	Operation Identifier
	testDataList

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	List<Assertion>

	OUT
	RESPONSE
	List<Assertion>


4.2.20.2 Structures

4.2.20.3 Errors

The operation may return the following error:

4.2.20.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.21 OPERATION: testDataUInteger

4.2.21.1 General

This operation checks that a basic UInteger type can be sent and received explicitly

	Operation Identifier
	testDataUInteger

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::UInteger

	OUT
	RESPONSE
	MAL::UInteger


4.2.21.2 Structures

4.2.21.3 Errors

The operation may return the following error:

4.2.21.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.22 OPERATION: testDataULong

4.2.22.1 General

This operation checks that a basic ULong type can be sent and received explicitly

	Operation Identifier
	testDataULong

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::ULong

	OUT
	RESPONSE
	MAL::ULong


4.2.22.2 Structures

4.2.22.3 Errors

The operation may return the following error:

4.2.22.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.23 OPERATION: testDataUOctet

4.2.23.1 General

This operation checks that a basic UOctet type can be sent and received explicitly

	Operation Identifier
	testDataUOctet

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::UOctet

	OUT
	RESPONSE
	MAL::UOctet


4.2.23.2 Structures

4.2.23.3 Errors

The operation may return the following error:

4.2.23.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.24 OPERATION: testDataUShort

4.2.24.1 General

This operation checks that a basic UShort type can be sent and received explicitly

	Operation Identifier
	testDataUShort

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::UShort

	OUT
	RESPONSE
	MAL::UShort


4.2.24.2 Structures

4.2.24.3 Errors

The operation may return the following error:

4.2.24.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.25 OPERATION: testExplicitMultiReturn

4.2.25.1 General

This operation checks that multiple types can be sent and received explicitly

	Operation Identifier
	testExplicitMultiReturn

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::UOctet

MAL::UShort

MAL::UInteger

MAL::ULong

	OUT
	RESPONSE
	MAL::UOctet

MAL::UShort

MAL::UInteger

MAL::ULong


4.2.25.2 Structures

4.2.25.3 Errors

The operation may return the following error:

4.2.25.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.26 OPERATION: testAbstractMultiReturn

4.2.26.1 General

This operation checks that multiple types with a final abstract type can be sent and received explicitly

	Operation Identifier
	testAbstractMultiReturn

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::UOctet

MAL::UShort

MAL::UInteger

MAL::Element

	OUT
	RESPONSE
	MAL::UOctet

MAL::UShort

MAL::UInteger

MAL::Element


4.2.26.2 Structures

4.2.26.3 Errors

The operation may return the following error:

4.2.26.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.27 OPERATION: testEmptyBody

4.2.27.1 General

This operation checks that an empty body can be sent and received explicitly

	Operation Identifier
	testEmptyBody

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	

	OUT
	RESPONSE
	


4.2.27.2 Structures

4.2.27.3 Errors

The operation may return the following error:

4.2.27.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.28 OPERATION: testMalAttribute

4.2.28.1 General

This operation checks that a MAL::Attribute can be sent and received explicitly

	Operation Identifier
	testMalAttribute

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Attribute

	OUT
	RESPONSE
	MAL::Attribute


4.2.28.2 Structures

4.2.28.3 Errors

The operation may return the following error:

4.2.28.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.29 OPERATION: testMalComposite

4.2.29.1 General

This operation checks that a MAL::Composite can be sent and received explicitly

	Operation Identifier
	testMalComposite

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Composite

	OUT
	RESPONSE
	MAL::Composite


4.2.29.2 Structures

4.2.29.3 Errors

The operation may return the following error:

4.2.29.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.30 OPERATION: testAbstractComposite

4.2.30.1 General

This operation checks that an abstract Composite can be sent and received explicitly

	Operation Identifier
	testAbstractComposite

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	TestPublish

	OUT
	RESPONSE
	TestPublish


4.2.30.2 Structures

4.2.30.3 Errors

The operation may return the following error:

4.2.30.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.31 OPERATION: testMalAttributeList

4.2.31.1 General

This operation checks that a list of MAL::Attribute can be sent and received explicitly

	Operation Identifier
	testMalAttributeList

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	List<MAL::Attribute>

	OUT
	RESPONSE
	List<MAL::Attribute>


4.2.31.2 Structures

4.2.31.3 Errors

The operation may return the following error:

4.2.31.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.32 OPERATION: testMalElementList

4.2.32.1 General

This operation checks that a list of MAL::Element can be sent and received explicitly

	Operation Identifier
	testMalElementList

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	List<MAL::Element>

	OUT
	RESPONSE
	List<MAL::Element>


4.2.32.2 Structures

4.2.32.3 Errors

The operation may return the following error:

4.2.32.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.33 OPERATION: testMalCompositeList

4.2.33.1 General

This operation checks that a list of MAL::Composite can be sent and received explicitly

	Operation Identifier
	testMalCompositeList

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	List<MAL::Composite>

	OUT
	RESPONSE
	List<MAL::Composite>


4.2.33.2 Structures

4.2.33.3 Errors

The operation may return the following error:

4.2.33.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.2.34 OPERATION: testAbstractCompositeList

4.2.34.1 General

This operation checks that a list of abstract composite can be sent and received explicitly

	Operation Identifier
	testAbstractCompositeList

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	List<TestPublish>

	OUT
	RESPONSE
	List<TestPublish>


4.2.34.2 Structures

4.2.34.3 Errors

The operation may return the following error:

4.2.34.3.1 ERROR: DATA_ERROR

Data interoperability error

	Error
	Error #
	ExtraInfo Type

	DATA_ERROR
	70001
	Not Used


4.3 Service: ErrorTest

4.3.1 General

Table 1‑11tc  \f T "-1ErrorTest Service Operations"
:  ErrorTest Service Operations

	Area Identifier
	Service Identifier
	Area Number
	Service Number
	Area Version

	MALPrototype
	ErrorTest
	100
	3
	1

	Interaction Pattern
	Operation Identifier
	Operation Number
	Support in Replay
	Capability Set

	REQUEST
	testDeliveryFailed
	100
	No
	100

	REQUEST
	testDeliveryTimedout
	101
	No
	

	REQUEST
	testDeliveryDelayed
	102
	No
	

	REQUEST
	testDestinationUnknown
	103
	No
	

	REQUEST
	testDestinationTransient
	104
	No
	

	REQUEST
	testDestinationLost
	105
	No
	

	REQUEST
	testEncryptionFail
	106
	No
	

	REQUEST
	testUnsupportedArea
	107
	No
	

	REQUEST
	testUnsupportedOperation
	108
	No
	

	REQUEST
	testUnsupportedVersion
	109
	No
	

	REQUEST
	testBadEncoding
	110
	No
	

	REQUEST
	testUnknown
	111
	No
	

	REQUEST
	testAuthenticationFailure
	112
	No
	

	REQUEST
	testAuthorizationFailure
	113
	No
	


4.3.2 OPERATION: testDeliveryFailed

4.3.2.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testDeliveryFailed

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.2.2 Structures

4.3.2.3 Errors

The operation does not return any errors.

4.3.3 OPERATION: testDeliveryTimedout

4.3.3.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testDeliveryTimedout

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.3.2 Structures

4.3.3.3 Errors

The operation does not return any errors.

4.3.4 OPERATION: testDeliveryDelayed

4.3.4.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testDeliveryDelayed

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.4.2 Structures

4.3.4.3 Errors

The operation does not return any errors.

4.3.5 OPERATION: testDestinationUnknown

4.3.5.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testDestinationUnknown

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.5.2 Structures

4.3.5.3 Errors

The operation does not return any errors.

4.3.6 OPERATION: testDestinationTransient

4.3.6.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testDestinationTransient

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.6.2 Structures

4.3.6.3 Errors

The operation does not return any errors.

4.3.7 OPERATION: testDestinationLost

4.3.7.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testDestinationLost

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.7.2 Structures

4.3.7.3 Errors

The operation does not return any errors.

4.3.8 OPERATION: testEncryptionFail

4.3.8.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testEncryptionFail

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.8.2 Structures

4.3.8.3 Errors

The operation does not return any errors.

4.3.9 OPERATION: testUnsupportedArea

4.3.9.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testUnsupportedArea

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.9.2 Structures

4.3.9.3 Errors

The operation does not return any errors.

4.3.10 OPERATION: testUnsupportedOperation

4.3.10.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testUnsupportedOperation

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.10.2 Structures

4.3.10.3 Errors

The operation does not return any errors.

4.3.11 OPERATION: testUnsupportedVersion

4.3.11.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testUnsupportedVersion

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.11.2 Structures

4.3.11.3 Errors

The operation does not return any errors.

4.3.12 OPERATION: testBadEncoding

4.3.12.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testBadEncoding

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.12.2 Structures

4.3.12.3 Errors

The operation does not return any errors.

4.3.13 OPERATION: testUnknown

4.3.13.1 General

This operation does nothing. Actually the error is raised by the transport layer before the provider is invoked.

	Operation Identifier
	testUnknown

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.13.2 Structures

4.3.13.3 Errors

The operation does not return any errors.

4.3.14 OPERATION: testAuthenticationFailure

4.3.14.1 General

This operation does nothing. Actually the error is raised by the MAL layer before the provider is invoked.

	Operation Identifier
	testAuthenticationFailure

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.14.2 Structures

4.3.14.3 Errors

The operation does not return any errors.

4.3.15 OPERATION: testAuthorizationFailure

4.3.15.1 General

This operation does nothing. Actually the error is raised by the MAL layer before the provider is invoked.

	Operation Identifier
	testAuthorizationFailure

	Interaction Pattern
	REQUEST

	Pattern Sequence
	Message
	Body Type

	IN
	REQUEST
	MAL::Element

	OUT
	RESPONSE
	MAL::Element


4.3.15.2 Structures

4.3.15.3 Errors

The operation does not return any errors.

4.4 Service: IPTest2

4.4.1 General

Table 1‑11tc  \f T "-1IPTest2 Service Operations"
:  IPTest2 Service Operations

	Area Identifier
	Service Identifier
	Area Number
	Service Number
	Area Version

	MALPrototype
	IPTest2
	100
	4
	1

	Interaction Pattern
	Operation Identifier
	Operation Number
	Support in Replay
	Capability Set

	PUBLISH-SUBSCRIBE
	monitor
	105
	No
	100

	SUBMIT
	publishUpdates
	108
	No
	102

	SUBMIT
	publishRegister
	110
	No
	

	SUBMIT
	publishDeregister
	111
	No
	

	SUBMIT
	testMultipleNotify
	112
	No
	


4.4.2 OPERATION: monitor

4.4.2.1 General

This operation initiates a Pub/Sub interaction. It is not implemented by the service provider but by a broker.

	Operation Identifier
	monitor

	Interaction Pattern
	PUBLISH-SUBSCRIBE

	Pattern Sequence
	Message
	Body Type

	OUT
	PUBLISH/NOTIFY
	TestUpdate


4.4.2.2 Structures

4.4.2.3 Errors

The operation may return the following error:

4.4.2.3.1 ERROR: UNKNOWN

One or more of the entities identified in the registration do not exist.

	Error
	Error #
	ExtraInfo Type

	UNKNOWN
	Defined in MAL
	Not Used


4.4.3 OPERATION: publishUpdates

4.4.3.1 General

This operation cleans the assertions table, publishes an update as specified by the parameter TestPublishUpdate and checks the header of the Publish message (see 4.1.3). Moreover if an error is expected by the TestPublishUpdate then the operation hangs until a Publish error is raised or a timer ends (see 4.1.10). The header of the Publish error message is checked (see 4.1.4).

	Operation Identifier
	publishUpdates

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishUpdate


4.4.3.2 Structures

4.4.3.3 Errors

The operation does not return any errors.

4.4.4 OPERATION: publishRegister

4.4.4.1 General

This operation cleans the assertions table, registers a publisher as specified by the parameter TestPublishRegister and checks the header of the Publish Register message (see 4.1.5). Moreover if no error is expected by the TestPublishRegister, it checks the header of the Publish Register acknowledgement message (see 4.1.6). Otherwise it checks the header of the Publish Register error message (see 4.1.7).

	Operation Identifier
	publishRegister

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishRegister


4.4.4.2 Structures

4.4.4.3 Errors

The operation does not return any errors.

4.4.5 OPERATION: publishDeregister

4.4.5.1 General

This operation cleans the assertions table, registers a publisher as specified by the parameter TestPublishDeregister and checks the header of the Publish Deregister message (see 4.1.5). Moreover if no error is expected by the TestPublishDeregister, it checks the header of the Publish Deregister acknowledgement message (see 4.1.8). Otherwise it checks the header of the Publish Deregister error message (see 4.1.9).

	Operation Identifier
	publishDeregister

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishDeregister


4.4.5.2 Structures

4.4.5.3 Errors

The operation does not return any errors.

4.4.6 OPERATION: testMultipleNotify

4.4.6.1 General

	Operation Identifier
	testMultipleNotify

	Interaction Pattern
	SUBMIT

	Pattern Sequence
	Message
	Body Type

	IN
	SUBMIT
	TestPublishUpdate


4.4.6.2 Structures

4.4.6.3 Errors

The operation does not return any errors.

5 MalPrototype Data types

5.1 Area data types: MALPrototype

5.1.1 Composite: Assertion

	Name
	Assertion

	Extends
	MAL::Composite

	Short Form Part
	1

	Field
	Type
	Nullable
	Comment

	procedureName
	MAL::String
	Yes
	Name of the test procedure that evaluated the assertion.

	Info
	MAL::String
	Yes
	Message explaining what the assertion checks.

	Result
	MAL::Boolean
	Yes
	Boolean indicating whether the assertion succeeded (true) or not (false).


5.2 Service data types: IPTest

5.2.1 ENUMERATION: IPTestTransitionType

	Name
	IPTestTransitionType

	Short Form Part
	1

	Enumeration Value
	Numerical Value
	Comment

	ACK
	1
	

	RESPONSE
	2
	

	ACK_ERROR
	3
	

	RESPONSE_ERROR
	4
	

	UPDATE
	5
	

	UPDATE_ERROR
	6
	


5.2.2 Composite: IPTestDefinition

This abstract structure is inherited by all the IP test definition structures.

	Name
	IPTestDefinition

	Extends
	MAL::Composite

	Short Form Part
	2

	Field
	Type
	Nullable
	Comment

	procedureName
	MAL::String
	Yes
	Name of the test procedure

	consumerURI
	MAL::URI
	Yes
	The consumer's URI

	authenticationId
	MAL::Blob
	Yes
	The authentication identifier used by the consumer

	Qos
	MAL::QoSLevel
	Yes
	The QoS level required by the consumer

	Priority
	MAL::UInteger
	Yes
	The priority level required by the consumer

	Domain
	List<MAL::Identifier>
	Yes
	The domain used by the consumer

	networkZone
	MAL::Identifier
	Yes
	The network zone used by the consumer

	Session
	MAL::SessionType
	Yes
	The type of the session used by the consumer

	sessionName
	MAL::Identifier
	Yes
	The identifier of the session used by the consumer

	transitions
	List<IPTestTransition>
	Yes
	The transitions that are requested by the consumer

	timestamp
	MAL::Time
	Yes
	The time the consumer initiated the interaction.


5.2.3 Composite: IPTestTransition

This structure is used to define an expected transition from an IP test. It asserts what transition is expected and what result is expected from the transition: successful or failure.

	Name
	IPTestTransition

	Extends
	MAL::Composite

	Short Form Part
	3

	Field
	Type
	Nullable
	Comment

	Type
	IPTestTransitionType
	Yes
	The type of the transition to do

	errorCode
	MAL::UInteger
	Yes
	The code of the error expected to be raised when doing the transition (failed transition).-1 if no error is expected (successful transition).


5.2.4 Composite: BadHeaderReport

This data structure is an error report produced after having found a faulty header.

	Name
	BadHeaderReport

	Extends
	MAL::Composite

	Short Form Part
	4

	Field
	Type
	Nullable
	Comment

	expectedHeader
	MessageHeader
	Yes
	The expected header

	faultyHeader
	MessageHeader
	Yes
	The header that is not compliant with the MAL rules


5.2.5 Composite: TestPublish

This abstract structure is a publish context.

	Name
	TestPublish

	Extends
	MAL::Composite

	Abstract

	Field
	Type
	Nullable
	Comment

	Qos
	MAL::QoSLevel
	Yes
	The QoS level to be used by the provider.

	Priority
	MAL::UInteger
	Yes
	The priority to be used by the provider.

	domain
	List<MAL::Identifier>
	Yes
	The domain to be used by the provider.

	networkZone
	MAL::Identifier
	Yes
	The network zone to be used by the provider.

	Session
	MAL::SessionType
	Yes
	The session type to be used by the provider.

	sessionName
	MAL::Identifier
	Yes
	The session name to be used by the provider.

	testMultiType
	MAL::Boolean
	Yes
	Whether to use the multi type version of the PubSub operation.


5.2.6 Composite: TestPublishRegister

This data structure specifies how the IPTest provider shall register.

	Name
	TestPublishRegister

	Extends
	TestPublish

	Short Form Part
	5

	Field
	Type
	Nullable
	Comment

	entityKeys
	List<MAL::EntityKey>
	Yes
	The keys of the entities to be registered.

	errorCode
	MAL::UInteger
	Yes
	The code of the Publish Register error expected to be received.-1 if no Publish Register error is expected.


5.2.7 Composite: TestPublishDeregister

This data structure specifies how the IPTest provider shall register.

	Name
	TestPublishDeregister

	Extends
	TestPublish

	Short Form Part
	6

	Field
	Type
	Nullable
	Comment

	entityKeys
	List<MAL::EntityKey>
	Yes
	The keys of the entities to be registered.

	errorCode
	MAL::UInteger
	Yes
	The code of the Publish Deregister error expected to be received.-1 if no Publish Deregister error is expected.


5.2.8 Composite: TestPublishUpdate

This data structure specifies how the IPTest provider shall publish an update.

	Name
	TestPublishUpdate

	Extends
	TestPublish

	Short Form Part
	7

	Field
	Type
	Nullable
	Comment

	updateHeaders
	List<MAL::UpdateHeader>
	Yes
	The headers of the updates to be published by the provider

	updates
	List<TestUpdate>
	Yes
	The updates to be published by the provider

	errorCode
	MAL::UInteger
	Yes
	The code of the Publish error expected to be received.-1 if no Publish error is expected.

	isException
	MAL::Boolean
	Yes
	Indicates whether the error is returned as an Exception or a Publish Error message

	failedEntityKeys
	List<MAL::EntityKey>
	Yes
	The keys of the published entities that have not been registered.


5.2.9 Composite: TestUpdate

This data structure defines an Update published by the IPTest.

	Name
	TestUpdate

	Extends
	Composite

	Short Form Part
	8

	Field
	Type
	Nullable
	Comment

	Counter
	MAL::Integer
	Yes
	A counter used to distinguish the test updates and to check the ordering.


5.2.10 Composite: InteractionKey

	Name
	InteractionKey

	Extends
	MAL::Composite

	Short Form Part
	9

	Field
	Type
	Nullable
	Comment

	URIfrom
	MAL::URI
	Yes
	The consumer's URI

	transactionId
	MAL::Integer
	Yes
	The transaction identifier of the interaction

	interactionType
	MAL::InteractionType
	Yes
	The type of the interaction

	Service
	MAL::Identifier
	Yes
	The name of the called service

	operation
	MAL::Identifier
	Yes
	The name of the called operation


5.2.11 Composite: IPTestResult

	Name
	IPTestResult

	Extends
	MAL::Composite

	Short Form Part
	10

	Field
	Type
	Nullable
	Comment

	transactionId
	MAL::Identifier
	Yes
	The transaction identifier assigned to the last interaction

	assertions
	List<Assertion>
	Yes
	The list of assertions checked by the provider.


5.2.12 Composite: MessageHeader

The MessageHeader structure is used to hold all fields that are passed for each message exchanged between a consumer and provider. See 4.1 for more information.
	Name
	MessageHeader

	Extends
	MAL::Composite

	Short Form Part
	11

	Field
	Type
	Nullable
	Comment

	URIfrom
	MAL::URI
	Yes
	Message Source URI

	authenticationId
	MAL::Blob
	Yes
	Source Authentication Credentials

	URIto
	MAL::URI
	Yes
	Message Destination URI

	timestamp
	MAL::Time
	Yes
	Message generation timestamp

	QoSlevel
	MAL::QoSLevel
	Yes
	The QoS level of the message

	priority
	MAL::UInteger
	Yes
	The QoS priority of the message

	domain
	List<MAL::Identifier>
	Yes
	Domain of the message

	networkZone
	MAL::Identifier
	Yes
	Network zone of the message

	session
	MAL::SessionType
	Yes
	Type of session of the message

	sessionName
	MAL::Identifier
	Yes
	Name of the session of the message. Shall be ‘LIVE’ if session type is LIVE.

	interactionType
	MAL::InteractionType
	Yes
	Interaction Pattern Type

	interactionStage
	MAL::UOctet
	Yes
	Interaction Pattern Stage

	transactionId
	MAL::Identifier
	Yes
	Unique to consumer

	area
	MAL::Identifier
	Yes
	Service Area Identifier

	service
	MAL::Identifier
	Yes
	Service Identifier

	operation
	MAL::Identifier
	Yes
	Service Operation Identifier

	version
	MAL::UOctet
	Yes
	Service version

	isError
	MAL::Boolean
	Yes
	True if this is an error message else False.


6 Error codes

The following table lists the errors defined in this specification:

Table 1‑11tc  \f T "-1MALPrototype Error Codes"
:  MALPrototype Error Codes

	Error
	Error #
	Comment

	TEST_ERROR
	70000
	Fake error for testing.

	DATA_ERROR
	70001
	Data interoperability error


7 Compliance matrix
This section lists all the requirements specified in the MO MAL Space Packet Transport Binding and Binary Encoding book that are checked by the test scenarios. The table below gather the MO SPP Binding requirements and indicate the test procedure responsible for checking it.
	Statements
	Test scenarios
	Test cases
	Test methods

	3.2.1x
	MalMessageMapping
	AllExceptPubSub, PubSub, UriTest
	check uri from, check uri to, check uri from format, check uri to format

	3.3.2.x
	MalMessageMapping
	AllExceptPubSub, PubSub
	check uri from

	3.2.2
	MalMessageMapping
	AllExceptPubSub, PubSub
	implicit check

	3.2.3
	MalMessageMapping
	AllExceptPubSub, PubSub
	implicit check

	3.3.2.5
	MalMessageMapping
	SourceDestIdTest
	source id flag is, check uri from

	3.3.3.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	check authentication id

	3.3.3.2
	MalMessageMapping
	QoSProperties
	check authentication id is left out

	3.3.4.x
	MalMessageMapping
	AllExceptPubSub, PubSub
	check uri to

	3.3.4.5
	MalMessageMapping
	SourceDestIdTest
	destination id flag is, check uri to

	3.3.5.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	check timestamp

	3.3.5.2
	MalMessageMapping
	QoSProperties
	check timestamp is left out

	3.3.6
	MalMessageMapping
	AllExceptPubSub, PubSub
	check qos

	3.3.7.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	priority is

	3.3.7.2
	MalMessageMapping
	QoSProperties
	check priority is left out

	3.3.8.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	check domain id

	3.3.8.2
	MalMessageMapping
	QoSProperties
	check domain is left out

	3.3.9.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	network zone is

	3.3.9.2
	MalMessageMapping
	QoSProperties
	check network zone is left out

	3.3.10
	MalMessageMapping
	AllExceptPubSub, PubSub
	check session

	3.3.11.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	session name is

	3.3.11.2
	MalMessageMapping
	QoSProperties
	check session name is left out

	3.3.12
	MalMessageMapping
	AllExceptPubSub, PubSub
	sdu type is

	3.3.13
	MalMessageMapping
	AllExceptPubSub, PubSub
	check transaction id

	3.3.14
	MalMessageMapping
	AllExceptPubSub, PubSub
	area is

	3.3.15
	MalMessageMapping
	AllExceptPubSub, PubSub
	service is

	3.3.16
	MalMessageMapping
	AllExceptPubSub, PubSub
	operation is

	3.3.17
	MalMessageMapping
	AllExceptPubSub, PubSub
	area version is

	3.3.18
	MalMessageMapping
	AllExceptPubSub, PubSub
	error flag is

	3.4.2.2
	MalMessageMapping
	AllExceptPubSub, PubSub
	packet version number is

	3.4.2.3
	MalMessageMapping
	AllExceptPubSub, PubSub
	check space packet type

	3.4.2.4
	MalMessageMapping
	AllExceptPubSub, PubSub
	secondary header flag is

	3.4.2.5
	MalMessageMapping
	MalMessageSegmentation
	primary header sequence flags are

	3.4.2.6
	MalMessageMapping
	MalMessageSegmentation
	primary header sequence counter is initial counter plus

	3.4.2.7
	MalMessageMapping
	AllExceptPubSub, PubSub
	packet data length is length of packet data field minus one

	3.4.3.2.x
	MalMessageMapping
	AllExceptPubSub, PubSub
	version is

	3.4.3.3
	MalMessageMapping
	MalMessageSegmentation
	secondary header segment counter is, test message segmentation with scrambling pattern

	3.5.3.2.1
	MalMessageMapping
	MalMessageBodyMapping
	check body element order

	3.5.3.2.2
	MalMessageMapping
	EmptyBody
	mal message body is empty

	3.5.3.3.1
	MalMessageMapping
	PubSub
	testPublishAndSessionAndSessionNameAndDomain, testPublishWithAndSessionAndSessionNameAndDomain

	3.5.3.3.3-7
	MalMessageMapping
	PubSub
	check element short form area and service and type

	3.5.3.3.4
	MalMessageMapping
	PubSub
	body element abstract service defined encoded for publish message

	3.5.3.3.5
	MalMessageMapping
	PubSub
	body element abstract non-service defined encoded for publish message

	3.5.3.3.8
	MalMessageMapping
	PubSub
	body element encoded as element

	3.5.3.3.9
	MalMessageMapping
	PubSub
	body element encoded as nullable element

	3.5.3.3.10
	MalMessageMapping
	PubSub
	body element encoded as element

	3.5.3.3.11
	MalMessageMapping
	PubSub
	body element encoded as element

	3.5.3.3.12a
	MalMessageMapping
	AllExceptPubSub, PubSub
	body element encoded as uinteger

	3.5.3.3.12b
	MalMessageMapping
	AllExceptPubSub, PubSub
	body element encoded as nullable element, body element null encoded as nullable element

	3.5.3.3.13
	MalMessageMapping
	AllExceptPubSub
	body element encoded as nullable element

	3.5.3.4
	MalMessageMapping
	PubSub
	publish update list is for update value type

	3.5.3.5
	MalMessageMapping
	PubSub
	read publish update for concrete/abstract service-defined/abstract non-service defined update value type with value

	4.2.x
	MalMessageMapping
	MalSppTransport
	supports qos level

	4.3.x
	MalMessageMapping
	MalSppTransport
	supports interaction type

	4.4.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	select sent packet at

	4.4.2-3
	MalMessageMapping
	TransmitRequest
	send message with null mal header field and expect

	4.4.4
	See statements 3.x

	4.4.5
	MalMessageMapping
	TransmitRequest
	send message from uri to uri and expect

	4.4.6
	MalMessageMapping
	AllExceptPubSub, PubSub
	check uri from, check uri to

	4.4.7
	MalMessageMapping
	AllExceptPubSub, PubSub
	check uri from, check uri to

	4.4.8
	MalMessageMapping
	TransmitQosProperties
	check transmit qos properties

	4.4.9
	MalMessageMapping
	MalMessageSegmentation
	check small blob

	4.4.10a
	MalMessageMapping
	MalMessageSegmentation
	packet data length is consistent with

	4.4.10b
	MalMessageMapping
	MalMessageSegmentation
	number of sent packets is

	4.4.10c
	MalMessageMapping
	MalMessageSegmentation
	mal message header mapping compares packet at index to first packet

	4.4.10d
	MalMessageMapping
	MalMessageSegmentation
	secondary header segment counter is

	4.4.10e
	MalMessageMapping
	MalMessageSegmentation
	check segment counter selection

	4.4.10f,g,h
	MalMessageMapping
	MalMessageSegmentation
	primary header sequence flags are

	4.4.11
	MalMessageMapping
	MalMessageSegmentation
	check packet data field size limits

	4.4.12
	MalMessageMapping
	TransmitRequest
	check space packet sending request error

	4.4.13
	MalMessageMapping
	AllExceptPubSub, PubSub
	implicit check

	4.5.1
	MalMessageMapping
	TransmitRequest
	check transmit multiple

	4.5.2
	MalMessageMapping
	TransmitRequest
	check transmit multiple error

	4.6.1
	MalMessageMapping
	AllExceptPubSub, PubSub
	select received packet at

	4.6.2
	MalMessageMapping
	AllExceptPubSub, PubSub, MalMessageSegmentation
	select received packet at, small blob works, large blob works

	4.6.3
	MalMessageMapping
	AllExceptPubSub, PubSub
	check uri from, check uri to

	4.6.4x
	MalMessageMapping
	MalMessageSegmentation
	small blob works

	4.6.5a
	MalMessageMapping
	MalMessageSegmentation
	large blob works

	4.6.5b,c
	MalMessageMapping
	MalMessageSegmentation
	test message segmentation with scrambling pattern, check dropped packet

	4.6.5d
	MalMessageMapping
	MalMessageSegmentation
	large blob works, test message segmentation with scrambling pattern

	4.6.5e
	MalMessageMapping
	MalMessageSegmentation
	check timeout with

	4.6.6
	MalMessageMapping
	AllExceptPubSub, PubSub
	test interaction pattern with unknown uri to, test stage with unknown uri to

	5.2.1-2
	MalDataEncoding
	ElementTest
	check a composite with a field typed MAL::Attribute, attribute tag is

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite sent as a MAL::Element, check short form

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite sent as a MAL::Composite

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite sent as an abstract composite

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check an attribute sent as a MAL::Element, check short form

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check an attribute sent as a MAL::Attribute, check an attribute list sent as a MAL::Element list, check an attribute list sent as a MAL::Attribute list

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check an attribute list sent as a MAL::Composite

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite list sent as a MAL::Element list

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite list sent as a MAL::Composite list

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite list sent as an abstract composite list

	5.2.3,4,7,8
	MalDataEncoding
	ElementTest
	check a composite list sent as a MAL::Composite

	5.2.5
	MalDataEncoding
	ElementTest
	check a composite defined by a service and sent as a MAL::Element

	5.2.6
	MalDataEncoding
	ElementTest
	check an attribute sent as a MAL::Element, check short form

	5.2.9a
	MalDataEncoding
	ElementTest
	check every attribute

	5.2.9b
	MalDataEncoding
	ElementTest
	check an enumerated sent as a MAL::Element

	5.2.9c
	MalDataEncoding
	ElementTest
	check a composite with a field typed as a list

	5.2.9d
	MalDataEncoding
	ElementTest
	check a composite sent as a MAL::Element

	5.3.1
	MalDataEncoding
	EnumerationTest
	check first element in an enumeration

	5.3.1
	MalDataEncoding
	EnumerationTest
	check second and third elements in an enumeration

	5.3.2
	MalDataEncoding
	EnumerationTest
	check an enumerated sent as a MAL::Element

	5.3.3
	MalDataEncoding
	EnumerationTest
	check a medium enumeration

	5.3.4
	MalDataEncoding
	EnumerationTest
	check a large enumeration

	5.4.1
	MalDataEncoding
	CompositeTest
	check field order

	5.4.2
	MalDataEncoding
	CompositeTest
	check presence flag

	5.4.3
	MalDataEncoding
	CompositeTest
	check composite inheritance

	5.5.1-4
	MalDataEncoding
	ListTest
	check list format and elements order

	5.6.1-2
	MalDataEncoding
	NullableElementTest
	check presence flag

	5.7-28
	MalDataEncoding
	AttributeTest
	check every attribute

	5.15-20
	MalDataEncoding
	VarintSupportedTest
	check every attribute affected by varintSupported

	5.15-20
	MalMessageMapping
	AllExceptPubSub
	priority is, check domain id, network zone is, session name is, check authentication id

	5.22-23
	MalDataEncoding
	TimeCodeFormatTest
	check every attribute affected by time code formats

	5.22-23
	MalMessageMapping
	AllExceptPubSub
	check timestamp


Mapping Configuration Parameters
The Mapping Configuration Parameters are listed according to the APID qualifier and APID of transmitted Space Packets.
APID Qualifier 247, APID 1
	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0 (maximum size)

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	Null (default value is assigned: empty Blob)

	DOMAIN
	Null (default value is assigned: empty List)

	NETWORK_ZONE
	Null (default value is assigned: empty Identifier)

	PRIORITY
	Null (default value is assigned: 0)

	SESSION_NAME
	Null (default value is assigned: empty Identifier)


7.1 APID Qualifier 248, APID 2
	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0 (maximum size)

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	0A0B0C

	DOMAIN
	malspp.test.domain

	NETWORK_ZONE
	malsppTestNw

	PRIORITY
	4294967295

	SESSION_NAME
	malsppTestSession


7.2 APID Qualifier 347, APID 3
	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0 (maximum size)

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	0A0B0C

	DOMAIN
	malspp.test.domain

	NETWORK_ZONE
	malsppTestNw

	PRIORITY
	4294967295

	SESSION_NAME
	malsppTestSession


7.3 APID Qualifier 447, APID 5

	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0 (maximum size)

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	0A0B0C

	DOMAIN
	malspp.test.domain

	NETWORK_ZONE
	malsppTestNw

	PRIORITY
	4294967295

	SESSION_NAME
	malsppTestSession


7.4 APID Qualifier 547, APID 7

	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0 (maximum size)

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	0A0B0C

	DOMAIN
	malspp.test.domain

	NETWORK_ZONE
	malsppTestNw

	PRIORITY
	4294967295

	SESSION_NAME
	malsppTestSession


7.5 APID Qualifier 348, APID 4

Duration format is CUC with fractional time. Time format is CDS, agency epoch is 1958-01-01T00:00:00.000 and time scale is UTC. Fine time format is CDS, agency epoch is 2012-01-01T00:00:00.000 and time scale is UTC. Varint is not supported.

	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1111 (CUC, with fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0100 1110 (CDS, agency epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	UTC

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	0100 1110 (CDS, agency epoch)

	FINE_TIME_EPOCH
	2012-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	UTC

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0 (maximum size)

	VARINT_SUPPORTED
	False

	AUTHENTICATION_ID
	0A0B0C

	DOMAIN
	malspp.test.domain

	NETWORK_ZONE
	malsppTestNw

	PRIORITY
	4294967295

	SESSION_NAME
	malsppTestSession


7.6 APID Qualifier 647, APID 1
Packet data field size limit is set to 27 octets (limited size).
	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	27

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	Null (default value is assigned: empty Blob)

	DOMAIN
	Null (default value is assigned: empty List)

	NETWORK_ZONE
	Null (default value is assigned: empty Identifier)

	PRIORITY
	Null (default value is assigned: 0)

	SESSION_NAME
	Null (default value is assigned: empty Identifier)


7.7 APID Qualifier 648, APID 2

Packet data field size limit is set to 27 octets (limited size).

	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	27

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	Null (default value is assigned: empty Blob)

	DOMAIN
	Null (default value is assigned: empty List)

	NETWORK_ZONE
	Null (default value is assigned: empty Identifier)

	PRIORITY
	Null (default value is assigned: 0)

	SESSION_NAME
	Null (default value is assigned: empty Identifier)


7.8 APID Qualifier 647, APID 3

Packet data field size limit is set to 200 octets (medium size).

	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	200

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	Null (default value is assigned: empty Blob)

	DOMAIN
	Null (default value is assigned: empty List)

	NETWORK_ZONE
	Null (default value is assigned: empty Identifier)

	PRIORITY
	Null (default value is assigned: 0)

	SESSION_NAME
	Null (default value is assigned: empty Identifier)


7.9 APID Qualifier 648, APID 4

Packet data field size limit is set to 200 octets (medium size).

	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	200

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	Null (default value is assigned: empty Blob)

	DOMAIN
	Null (default value is assigned: empty List)

	NETWORK_ZONE
	Null (default value is assigned: empty Identifier)

	PRIORITY
	Null (default value is assigned: 0)

	SESSION_NAME
	Null (default value is assigned: empty Identifier)


APID Qualifier 123, APID 123
	Mapping Configuration Parameter
	Value

	DURATION_CODE_FORMAT
	0001 1100 (CUC, no fractional time)

	DURATION_UNIT
	second

	TIME_CODE_FORMAT
	0001 1111 (CUC, CCSDS epoch)

	TIME_EPOCH
	1958-01-01T00:00:00.000

	TIME_EPOCH_TIMESCALE
	TAI

	TIME_UNIT
	second

	FINE_TIME_CODE_FORMAT
	1010 1111 0000 1000 (CUC, agency epoch, fractional=3+2)

	FINE_TIME_EPOCH
	2013-01-01T00:00:00.000

	FINE_TIME_EPOCH_TIMESCALE
	TAI

	FINE_TIME_UNIT
	second

	PACKET_DATA_FIELD_SIZE_LIMIT
	0

	VARINT_SUPPORTED
	True

	AUTHENTICATION_ID
	0A0B0C

	DOMAIN
	malspp.test.domain

	NETWORK_ZONE
	malsppTestNw

	PRIORITY
	4294967295

	SESSION_NAME
	malsppTestSession


