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PREFACE

This document is a draft CCSDS Recommended Standard.  Its ‘Red Book’ status indicates that the CCSDS believes the document to be technically mature and has released it for formal review by appropriate technical organizations.  As such, its technical contents are not stable, and several iterations of it may occur in response to comments received during the review process.

Implementers are cautioned not to fabricate any final equipment in accordance with this document’s technical content.
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1 Introduction
1.1 Purpose of this Recommended Practice
This Recommended Standard defines a protocol that maps the Mission Operations (MO) Message Abstraction Layer (MAL) specified in reference [5] to the Space Packet Protocol specified in reference [3].
1.2 Scope

The scope of this Recommended Standard is the specification of a MAL transport layer in terms of:

a) the service provided to the MAL layer;

b) the service required from the Space Packet Protocol layer;
c) the Protocol Data Units (PDUs) that translate the MAL service and message model into the Space Packet protocol.
This Recommended Standard does not specify:

a) individual implementations or products;

b) the implementation of entities or interfaces within real systems.
The MAL Space Packet Binding is intended to provide full interoperability of implemented services defined in terms of the MAL.
1.3 Document structure
This Recommended Standard is organised as follows:
a) section 1 provides purpose and scope, and lists definitions, conventions, and references used throughout the Recommended Standard;
b) section 2 presents an overview of the MAL Space Packet Binding in relation with the MAL and the MO service Framework;
c) section 3 specifies the provided and required services;
d) section 4 is a formal specification of the protocol.

1.4 Conventions and Definitions

1.4.1 Bit Numbering Convention

In this document, the following convention is used to identify each bit in an N-bit field.  The first bit in the field to be transmitted (i.e., the most left justified when drawing a figure) is defined to be ‘Bit 0’; the following bit is defined to be ‘Bit 1’ and so on up to ‘Bit N–1’.  When the field is used to express a binary value (such as a counter), the Most Significant Bit (MSB) shall be the first transmitted bit of the field, i.e., ‘Bit 0’.

[image: image2.emf]BIT 0 BITN–1 N-BIT DATA FIELD FIRST BIT TRANSFERRED = MSB


Figure 1‑1 Bit Numbering Convention

In accordance with modern data communications practice, spacecraft data fields are often grouped into eight-bit ‘words’ which conform to the above convention. Throughout this Recommended Standard, the following nomenclature is used to describe this grouping:

[image: image3.emf]8-BIT WORD =‘OCTET ’


Figure 1‑2 Octet Convention

By CCSDS convention, all ‘spare’ or ‘unused’ bits shall be permanently set to value ‘zero’.

1.4.2 Nomenclature
The following conventions apply throughout this Recommended Standard:

a)
the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

b)
the word ‘should’ implies an optional, but desirable, specification;

c)
the word ‘may’ implies an optional specification;

d)
the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

1.4.3 Definitions
1.4.3.1 Definitions from OSI Basic Reference Model

This Recommended Standard makes use of a number of terms defined in reference 6. The use of those terms in this Recommended Standard shall be understood in a generic sense, i.e., in the sense that those terms are generally applicable to any of a variety of technologies that provide for the exchange of information between real systems. Those terms are:

· Protocol Data Unit (PDU);

· service;

· Service Data Unit (SDU).

1.4.3.2 Definitions from Open Systems Interconnection (OSI) Service Definition Conventions

This Recommended Standard makes use of a number of terms defined in reference [2]. The use of those terms in this Recommended Standard shall be understood in a generic sense, i.e., in the sense that those terms are generally applicable to any of a variety of technologies that provide for the exchange of information between real systems. Those terms are:

· Indication;

· Primitive;

· Request;

· Response.

1.5 Normative references

The following documents are referenced in the text of this Recommendation. At the time of publication, the editions indicated were valid. All documents are subject to revision, and users of this Recommendation are encouraged to investigate the possibility of applying the most recent editions of the documents indicated below. The CCSDS Secretariat maintains a register of currently valid CCSDS Recommendations.

[1]
Information Technology—Open Systems Interconnection—Basic Reference Model: The Basic Model.  International Standard, ISO/IEC 7498-1:1994.  Geneva: ISO, 1994.

[2]
Information Technology—Open Systems Interconnection—Basic Reference Model—Conventions for the Definition of OSI Services.  International Standard, ISO/IEC 10731:1994.  Geneva:  ISO, 1994.

[3]
Space Packet Protocol. CCSDS. Blue Book Issue 1. September 2003. CCSDS 133.0-B-1
[4]
Telecommand Part 3 Data Management Service Architectural Specification. CCSDS. Blue Book Issue 2. June 2001. CCSDS 203.0-B-2

[5]
Mission Operations Message Abstraction Layer.  Recommendation for Space Data System Standards, CCSDS 521.0-B-1.  Blue Book.  Issue 1.  Washington, D.C.: CCSDS, October 2010.
[6]
ISO 8825, Information Technology -- Open Systems Interconnection -- Specification of Basic Encoding.

[7]
IEEE 754:1985, Standard for Binary Floating-Point Arithmetic, IEEE Computer Society Document R(1991)

[8]
ANSI X3.4, Information Systems -- Coded Character Sets – 7-Bit American National Standard Code for Information Interchange (7-bit ASCII), American National Standards Institute, 1986

[9]
Time Code Formats. Recommendation for Space Data System Standards, CCSDS 301.0-B-4. Blue Book. Issue 4. Washington, D.C.: CCSDS, November 2010.
1.6 Definition of acronyms

APID

Application Process Identifier
IP

Interaction Pattern

MAL

Message Abstract Layer
PDU

Protocol Data Unit

QoS

Quality of Service

SDU

Service Data Unit
SM&C
CCSDS Spacecraft Monitoring and Control

SP

Space Packet

SPP

Space Packet Protocol

TC

Telecommand
TM

Telemetry

1.7 Patented Technologies

No patents are known to apply to this Recommended Standard.
2 Overview
2.1 General
This Recommended Standard provides a MAL Transport Specification for the particular transport technology Space Packet Protocol [3].

The MAL formal specification defines the specific services required of the underlying message transfer service in terms of abstract service interfaces with requests and indications. A technology mapping translates these abstract required services into the capabilities provided in its concrete message transfer service.

The technology mappings must translate the MAL service and message model into a specific protocol tied to specific Protocol Data Units (PDUs). Each Technology Mapping Recommendation casts the MAL formal data types and messages into specific bit representations appropriate to that protocol.

Full interoperability of implemented services is achieved only once the MAL abstract service model and messages have been bound to a specific technology binding and message protocol encoding.

This specification defines a mapping from the abstract formal MAL notation to the Space Packet Protocol technology, basically a mapping at the MAL level.

A MAL encoding-technology mapping defines a standard transform from the data types, message structure combination rules, and interaction patterns of the MAL into the relevant wire-level protocol and PDUs of that technology. Because all service specifications are defined in terms of the MAL using a formal notation, the MAL mapping can be used, without modification, to transform the abstract notation of the service specifications into the relevant wire-level messages.

The following diagram presents the set of standards documentation in support of the Mission Operations Services Concept. The MO MAL Space Packet Binding belongs to the technology mappings documentation.
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Figure 2‑12 TC  \f G "-1
Mission Operations Services Concept Document Set"
:  Mission Operations Services Concept Document Set

This Recommended Standard defines a mapping from the abstract notation of the MAL to an unambiguous wire level protocol, more specifically:

a) how the specific technology shall be used;

b) how any transmission errors or issues shall be communicated to higher layers;

c) all link level issues shall be defined;

d) the physical representation of the abstract MAL messages necessary to constitute the operation templates;

e) the mapping of the message structure rules for that technology;

f) the physical representation of the abstract MAL data types.

It does not specify:

a) individual application services, implementations or products;

b) the implementation of entities or interfaces within real systems;

c) the methods or technologies required to acquire data;

d) the management activities required to schedule a service;

e) the representation of any service specific PDUs (this is derived from the encoding rules defined in this document).

2.2 MO service Framework above Space Packet Protocol
The CCSDS Spacecraft Monitoring & Control (SM&C) working group has developed a concept for a Mission Operations (MO) Service Framework, which follows the principles of Service Oriented Architectures. It defines two important aspects, the first is a protocol for interaction between two separate entities, and the second is a framework of common services providing functionality common to most uses of the service framework.
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Figure 2‑22 TC  \f G "-2
Overview of the Mission Operations Service Framework"
:  Overview of the Mission Operations Service Framework

This Recommended Practice defines how the MO Service Framework is bound to the Space Packet Protocol.

The layer diagram displayed in figure 2‑3 presents the MAL Space Packet Binding layer in the MO Service Framework stack. It also gives the name of the main interfaces used and implemented by each layer.
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MO Framework above Space Packet Protocol"
:  MO Framework above Space Packet Protocol
3 Service Specification
3.1 Provided Service
3.1.1 General
The service to be provided by the Space Packet Binding is defined by the MAL specification [5] in the section “Transport Interface”. The following primitives are defined:

a) supported QoS request;

b) supported IP request;

c) transmit request;

d) transmit multiple request;

e) receive indication;

f) receive multiple indication.

3.1.2 Supported QoS

All the QoS levels defined by the MAL may not be supported depending on the underneath transport layer used to convey the Space Packets.
3.1.3 Supported IP

All the Interaction Patterns defined by the MAL shall be supported.

3.1.4 Transmit

The TRANSMIT Request primitive shall be provided in order to translate a MAL message into a Space Packet and send the packet.
The MAL message header fields shall be mapped to the Space Packet primary header fields, the secondary header fields and some parameters in the user data field.

The MAL message body elements shall be encoded and transmitted in the Space Packet user data field.

The QoS properties may be interpreted depending on the transport used to convey the Space Packets.

If an error is returned by the Space Packet sending request then the error MAL::INTERNAL shall be raised as a Response.

3.1.5 Transmit Multiple

Multiple MAL messages shall be transmitted into a single Space Packet only if the following conditions are fulfilled:

a) the interaction type of each message is PUBLISH-SUBSCRIBE;

b) the stage of each message is Publish or Notify;

c) the MAL header fields, except the timestamp, are assigned with the same values in every message.

The multiple MAL messages transmitted into a single Space Packet shall be encoded as follows:
a) the MAL header of the first message shall be mapped to the Space Packet;
b) each MAL message body shall be encoded in the user data field.

3.1.6 Receive
The RECEIVE Indication primitive shall be provided in order to receive a Space Packet and translate the packet into a MAL Message.
The MAL message header fields shall be generated from the Space Packet primary header fields, the secondary header fields and some parameters from the user data field.

The MAL message body elements shall be decoded from the Space Packet user data field.

Some QoS properties may be passed in the RECEIVE Indication depending on the transport used to convey the Space Packets.

If the field ‘uriTo’ is unknown then the error MAL::DESTINATION_UNKNOWN shall be returned if the interaction pattern enables to return a MAL message.
3.1.7 Receive Multiple
The RECEIVE MULTIPLE Indication primitive shall be provided in order to receive a Space Packet that contains multiple MAL messages and translate the packet into those multiple MAL messages.
The multiple MAL messages received from a single Space Packet shall be decoded as follows:

a) the MAL header shall be decoded from the Space Packet;
b) each MAL message body shall be decoded from the user data field and a MAL message shall be created for each body;
c) the decoded MAL header shall be assigned to each created MAL message.
3.2 Required Service

3.2.1 General
The service required by the Space Packet Protocol Binding is defined by the Space Packet Protocol specification [3] in the section “Packet Service”. The following primitives are defined:

a) Packet request;
b) Packet indication.

The parameters are listed in the table [].

Table 3‑1 Packet Service Primitives
	Primitive
	Parameters

	Packet request
	Space Packet

APID

APID Qualifier (optional)

QoS Requirement (optional)

	Packet indication
	Space Packet

APID

APID Qualifier (optional)


3.2.2 Packet request
The Space Packet shall be generated from a single MAL message.

A MAL message shall not be fragmented into several Space Packets.

The APID shall be resolved from the MAL message source and destination URIs.

The APID Qualifier of the spacecraft shall be a mission constant.

The QoS Requirement may be specified by the MAL QoS properties.
3.2.3 Packet indication
The Space Packet shall contain a single MAL message.

The APID shall be included in the MAL message source and destination URIs.
4 Protocol Specification
4.1 Overview
This section specifies the way the MAL message header is mapped to a Space Packet and how the MAL message body elements are encoded and transmitted into the packet.

Each field in a Space Packet is either a parameter field containing a parameter value or a structured field containing several parameter fields.

A simple tabular notation is used to describe the packet structures. The tabular notation shows the names and order of appearance of the fields in the packet and the type of each field.

4.1.1 Encoding formats of parameter types

The parameter type defines the abstract class to which the parameter values belong. For a given parameter type there can be variations in the format and length of the values.

Each combination of a parameter type and encoding format has an associated parameter code, which identifies completely a simple type and how it is physically encoded in a packet.

The parameter code shall be used whenever an explicit definition of a parameter field is requested.

When contained in a packet, the Parameter Code (PC) should consist of two consecutive parameter fields with type “Enumerated” (as defined later in this section):

	PTC
	PFC

	Enumerated
	Enumerated


Where:

PTC = Parameter Type Code

PFC = Parameter Format Code

The only parameter types are those defined in this section. For each type of parameter, a list of standard parameter formats is defined in this Standard. Missions shall adopt these standard parameter formats, but other mission-specific parameter formats can also be defined with new parameter format codes.

NOTE: 

Some simple types have variable-length physical formats (e.g. a variable-length bit string). The actual length is encoded as a variable unsigned integer field which physically precedes the variable-length value. Thus, the complete definition of the physical format of a variable-length parameter field also includes the parameter code of the field containing the actual length of the parameter value.

4.1.2 Simple parameter types
4.1.2.1 Boolean parameter (PTC = 1)

PFC = 0

This is a one-bit parameter, with two distinguished values only, involved in logical operations where:

· value 1 denotes “TRUE”

· value 0 denotes “FALSE”.

4.1.2.2 Enumerated parameter (PTC = 2)

PFC = 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 24 or 32: length in bits of the parameter values

This is a parameter, with discrete integer values only, involved in logical and comparative expressions (but not in numeric and relational expressions). The values that such a parameter can take are discrete and unordered. Each value has a meaning which is interpreted as a character string value. An error code is a typical example (e.g. 0 means “unchecked”, 3 means “invalid”).

4.1.2.3 Unsigned integer parameter (PTC = 3)

The values that this parameter can take are positive and can be involved in arithmetical, relational and comparative expressions. An unsigned integer shall be encoded with Bit-0 being the most significant bit (MSB) and Bit-N-1 the least significant bit (LSB).

The formats of an unsigned integer shall be:

	Format Code
	Format Definition
	Lowest Value
	Highest Value

	0 ≤ PFC ≤ 12
	PFC +4 bits, unsigned
	0
	2^(PFC + 4) – 1

(15 to 65535)

	PFC = 13
	3 octets, unsigned
	0
	2^24 – 1

(16277215)

	PFC = 14
	4 octets, unsigned
	0
	2^32 – 1

(~ 4,3 10^9)

	PFC = 15
	6 octets, unsigned
	0
	2^48 – 1

(~ 2,8 10^14)

	PFC = 16
	8 octets, unsigned
	0
	2^64 – 1

(~ 18,5 10^18)


4.1.2.4 Signed integer parameter (PTC = 4)

The values that such a parameter can take are positive or negative and can be involved in arithmetical, relational and comparative expressions.

· If Bit-0 = 0, the value shall be positive following the unsigned integer convention.

· If Bit-0 = 1, the value shall be negative and the field is the 2’s complement of the positive value.

The formats of a signed integer shall be:

	Format Code
	Format Definition
	Lowest Value
	Highest Value

	0 ≤ PFC ≤ 12
	PFC +4 bits, signed
	- 2^(PFC + 3)

(-8 to – 32768)
	2^(PFC + 3) – 1

(7 to 32767)

	PFC = 13
	3 octets, signed
	- 2^23

(-8388608)
	2^23 – 1

(8388607)

	PFC = 14
	4 octets, signed
	- 2^31

(~ -2,15*10^9)
	2^31 – 1

(~ 2,15*10^9)

	PFC = 15
	6 octets, signed
	- 2 ^47

(~ -1,4*10^14)
	2^47 – 1

(~ 1,4*10^14)

	PFC = 16
	8 octets, signed
	- 2^63

(~ -9,2*10^18)
	2^63 – 1

(~ 9,2*10^18)


4.1.2.5 Real parameter (PTC = 5)

PFC = 1: 4 octets simple precision format (IEEE standard).

PFC = 2: 8 octets double precision format (IEEE standard).

The simple-precision format and the double-precision format are defined in “IEEE 754 Standard for Binary Floating-Point Arithmetic” (Reference [7]). The important features of their definitions are repeated here.

Each format permits the representation of the numerical values of the form:

(-1)^S × 2^E × (b0,b1,b2…bp-1)

where:

b0,b1,b2…bp-1 means b0 / 2^0 +b1 / 2^1 + b2 / 2^2 + … + bp-1 / 2^(p-1);

S =0 or 1;

E = any integer between Emin and Emax, inclusive;

bi = 0 or 1;

p = number of significant bits (precision).

Each format also permits the representation of two infinities, “∞” and “-∞” and special values which are not numbers.

Real numbers in both formats are composed of 3 subfields:

· Sign unsigned integer, contains the value S

· Exponent unsigned integer, contains the value E+127 on 8 bits (single precision) or E+1023 (double precision)

· Fraction bit string, contains the value b0,b1,b2…bp-1 with p = 24 (single precision) or p = 53 (double precision)

The encoded value of a single-precision real parameter shall be constituted as follows:

	Sign
	Exponent
	Fraction

	1 bit
	8 bits
	23 bits


The value of a single-precision parameter shall be:
	
	Value

	If exponent = 255 and fraction <> 0
	Not a Number

	if exponent = 255 and fraction = 0
	(-1)^sign × ∞

	if 0 < exponent < 255
	(-1)^sign × 2^(exponent – 127) × (1, fraction)

	if exponent = 0 and fraction <> 0
	(-1)^sign × 2^(-126) × (0, fraction)

	if exponent = 0 and fraction = 0
	0


The encoded value of a double-precision real parameter shall be constituted as follows:

	Sign
	Exponent
	Fraction

	1 bit
	11 bits
	52 bits


The value of a double-precision parameter shall be:
	
	Value

	If exponent = 2047 and fraction <> 0
	Not a Number

	if exponent = 2047 and fraction = 0
	(-1)^sign × ∞

	if 0 < exponent < 2047
	(-1)^sign × 2^(exponent – 1023) × (1, fraction)

	if exponent = 0 and fraction <> 0
	(-1)^sign × 2^(-1022) × (0, fraction)

	if exponent = 0 and fraction = 0
	0


In the cases where Exponent = 0 and Fraction <> 0, the values are called denormalized.

The range of possible values and precision for a real parameter are as follows:

Simple precision:

1,12*10^(-38) ≤ | value | ≤ 3,40*10^38 (precision 1,15*10^(-7))

Double precision:

2,22*10^(-308) ≤ | value | ≤ 1,79*10^308 (precision 2,22*10^(-16))

4.1.2.6 Bit-string parameter (PTC = 6)

PFC = 0: A variable-length bit string.

PFC > 0: A fixed-length bit string with a number of bits equal to PFC.

The values that such a parameter can take are variable-length or fixed-length sequences of bits, each with a value 1 or 0. The meaning and interpretation of a value is application process specific.

A variable-length bit-string parameter shall be of the form:

	n
	B1…Bn

	Variable unsigned integer
	n bits


Where:

B1…Bn 
are bits;

n

indicates the number of bits which follows.

A fixed-length bit-string parameter shall be of the form:

	B1…Bn

	n bits


Where:

B1…Bn are bits;

N indicates the number of bits and is equal to PFC.

4.1.2.7 Octet-string parameter (PTC = 7)

PFC = 0: A variable-length octet string.

PFC > 0: A fixed-length octet string with a number of octets equal to PFC.

The values that such a parameter can take are variable-length or fixed-length sequences of octets, each octet being an ordered sequence of eight bits. The meaning and interpretation of a value shall be application process specific.

A variable-length octet-string parameter shall be of the form:

	n
	O1
	O2
	…
	On

	Variable unsigned integer
	octet
	octet
	
	octet


Where:

O1 … On
are octets;

n

indicates the number of octets which follow.

A fixed-length octet-string parameter is of the form:

	O1
	O2
	…
	On

	octet
	octet
	
	octet


Where:

O1 … On
are octets;

n

indicates the number of octets and is equal to PFC.

4.1.2.8 Character-string parameter (PTC = 8)

PFC = 0: A variable-length character string.

PFC > 0: A fixed-length character string with a number of characters equal to PFC.

The values that such a parameter can take are variable-length or fixed-length sequences of visible characters (visible characters are defined in ANSI X3.4 Reference [8]). A visible character shall be represented by its ASCII code on one octet. The meaning and interpretation of a value is application process specific.

A variable-length character-string parameter shall be of the form:

	n
	C1
	C2
	…
	Cn

	Variable unsigned integer
	ASCII
	ASCII
	
	ASCII


Where:

O1 … On
are ASCII character codes on 8 bits;

n

indicates the number of ASCII character codes which follow.

A fixed-length octet-string parameter is of the form:

	C1
	C2
	…
	Cn

	ASCII
	ASCII
	
	ASCII


Where:

C1 … Cn

are ASCII character codes on 8 bits;

n

indicates the number of ASCII character codes and is equal to PFC.

4.1.2.9 Absolute time parameter (PTC = 9)

PFC = 0: Explicit definition of time format (CUC or CDS), i.e. including the P-field.

PFC = 1: 2 octets day CDS format without a µs field (parameter field is 6 octets).

PFC = 2: 2 octets day CDS format with a µs field (parameter field is 8 octets).

3 ≤ PFC ≤ 18:

CUC format with ((PFC +1)÷4, rounded down) octets of coarse time and ((PFC +1)modulo 4) octets of fine time. PFC values in this range do not include the P-field (the value of the implicit P-field can be derived from the PFC).

The CUC and CDS time formats are defined in CCSDS 301.0-B-2.

The value of an Absolute Time parameter field shall be a number of seconds and fractions of second from a given Agency epoch. It shall be a positive time offset.

CDS format

The CDS Format with µs (PFC = 2) shall be as follows:

	Day
	msec of day
	µsec of msec

	2 octets
	4 octets
	2 octets


The value of Day is an unsigned integer in the range 0 to 216-1.

CUC format

The full CUC Format shall be as follows:

	C1
	C2
	C3
	C4
	F1
	F2
	F3

	1 octet
	1 octet
	1 octet
	1 octet
	1 octet
	1 octet
	1 octet


The time in seconds from the given Agency epoch is given by:

t = C1*2563 + C2*2562 + C3*256 + C4 + F1*256-1 + F2*256-2 + F3*256-3.

4.1.2.10 Relative time parameter (PTC = 10)

PFC = 0: Explicit definition of CUC time format, i.e. including the P-field

1 ≤ PFC ≤ 16:

CUC format with ((PFC +3)÷4, rounded down) octets of coarse time and ((PFC +3)modulo 4) octets of fine time. PFC values in this range do not include the P-field (the value of the implicit P-field can be derived from the PFC).

The value of a Relative Time parameter field shall be a number of seconds and fractions of a second from the occurrence time of an event whose identification can be derived from other parameters in the packet (e.g. identifying a type of on-board event) or a number of seconds and fractions of a second between two absolute times. It can be a positive or negative time offset.

The full CUC Format shall be as follows:

	C1
	C2
	C3
	C4
	F1
	F2
	F3

	1 octet
	1 octet
	1 octet
	1 octet
	1 octet
	1 octet
	1 octet


The positive time offset is given by:

t = C1*2563 + C2*2562 + C3*256 + C4 + F1*256-1 + F2*256-2 + F3*256-3
where Ci and Fi are in the range 0 to 127.

A negative time offset is expressed as the “2’s complement” of the corresponding positive time offset.

4.1.2.11 Variable unsigned integer parameter (PTC = 11)

PFC = 1: 2 octets unsigned integer.

PFC = 2: 4 octets unsigned integer.

PFC = 3: 8 octets unsigned integer.

The two's complement representation of the integer is divided in groups of 7 bits. The least significant group is encoded first. It is encoded in a byte as shown below:

	MSB
	Least significant group of 7 bits

	1 bit
	7 bits


The most significant bit (MSB) indicates whether there are further bytes to come or not:

a) MSB = ‘0’: there is no further bytes to come;

b) MSB = ‘1’: there are further bytes to come.

The other groups of 7 bits are encoded in the same way, the least significant group being encoded first.

4.1.2.12 Variable signed integer parameter (PTC = 12)
PFC = 1: 2 octets signed integer.

PFC = 2: 4 octets signed integer.

PFC = 3: 8 octets signed integer.

Signed integers are mapped to unsigned integers in order that numbers with a small absolute value, for example -1, can be encoded as a small unsigned variable integer parameter.

The mapping is done by moving the sign bit from the leftmost position to the rightmost position.

Using bit shift operators, the mapping is done according to the PFC as defined in the table [].

Table 4‑1 Variable signed integer bit shifting
	PFC
	Bit shifting

	1
	(n << 1) ^ (n >> 15)

	2
	(n << 1) ^ (n >> 31)

	3
	(n << 1) ^ (n >> 63)


4.1.3 Space Packet structure
All packets are conform to the structure defined in CCSDS 203.0-B-2 and shown in the table []. Standardization of the shaded part of the packet structure is a primary purpose of this Standard.

Table 4‑2 Space packet fields
	Packet Header (48 bits)
	Packet Data Field (variable)

	Packet ID
	Packet Sequence Control
	Packet Length
	Packet Secondary Header

(see Note 1)
	User Data Field
	Spare
	Packet Error Control

(see Note 2)

	Packet Version Number
	Packet Type
	Data Field Header Flag
	APID
	Sequence Flags
	Sequence Count
	
	
	
	
	

	3
	1
	1
	11
	2
	14
	
	
	
	
	

	16
	16
	16
	Variable
	Variable
	Variable
	Variable


NOTE 1:
This Standard specifies the inclusion of the secondary header for all packets.

NOTE 2: 
The packet error control field is not explicitly identified in CCSDS 203.0-B-2 (reference [4]). However, this Standard specifies it to be mandatory for all packets.

4.1.4 Secondary header
The secondary header follows the primary header of a Space Packet. Its format is described by the table [].

Table 4‑3 Secondary header format
	CCSDS Secondary Header Flag
	Version Number
	SDU Type
	Area
	Service
	Operation

	Boolean

(1 bit)
	Enumerated (PFC = 3)

(3 bits)
	Enumerated (PFC = 4)

(4 bits)
	Unsigned integer (PFC = 4)

(8 bits)
	Unsigned integer (PFC = 4)

(8 bits)
	Unsigned integer (PFC = 4)

(8 bits)


	Source Identifier
	Destination Identifier
	Transaction Identifier
	Timestamp

	Unsigned integer (PFC = 4)

(8 bits)
	Unsigned integer (PFC = 4)

(8 bits)
	Signed integer 

(PFC = 16)

(64 bits)
	Absolute time

(variable)

	
	
	Not encoded if the SDU type is Send
	Optional


	Service Version
	IsError
	Spare

	Enumerated 

(PFC = 4)

(4 bits)
	Boolean

(1 bit)
	(variable)

	
	
	


4.1.4.1 CCSDS Secondary Header Flag

At present, the CCSDS has not developed recommendations for the internal format of the Secondary Header: therefore, local conventions may be used as required. However, in order to permit future standardization of this data structure the most-significant bit (Bit 0) of the leading octet within the Secondary Header shall be reserved and assigned as follows whenever the Secondary Header Flag is set to value "1" (section 5.2.2 of [4]):

Bit 0 = "0" : non-CCSDS-defined Secondary Header follows

Bit 0 = "1" : CCSDS-defined Secondary Header follows

4.1.4.2 Version Number

The field ‘Version Number’ gives the secondary header version number.

4.1.4.3 SDU Type
The field ‘SDU type’ gives the type of the SDU.

4.1.4.4 Area
The field ‘Area’ gives the area number of the MAL message.

4.1.4.5 Service
The field ‘Service’ gives the service number of the MAL message.

4.1.4.6 Service Version

The field ‘Service version’ gives the service version number of the MAL message.

4.1.4.7 Source identifier

The field ‘Source identifier’ gives the identifier of the source (consumer or provider) of the MAL message.

4.1.4.8 Destination Identifier

The field ‘Destination identifier’ gives the identifier of the destination (consumer or provider) of the MAL message.

4.1.4.9 Operation
The field ‘Operation’ gives the operation number of the MAL message.

4.1.4.10 Transaction Identifier

The field ‘Transaction identifier’ gives the transaction identifier of the MAL message.

4.1.4.11 Timestamp
The field ‘Timestamp’ gives the timestamp of the MAL message.

4.1.4.12 Spare
The spare is the bits to be added in order that the length of the secondary header is an integral number of octets.

4.1.5 User data field
The user data field format is shown below:

Table 4‑4 User data field format

	QoS
	Session
	Spare
	Priority
	Network Zone
	Session Name
	Domain Identifier

	Enumerated 

(PFC = 2)

(2 bits)
	Enumerated 

(PFC = 2)

(2 bits)
	4 bits
	Variable unsigned integer
	Character-String
	Character-String
	Pattern List

	If QoS property ‘COMPACT_MAL_HEADER’ is FALSE


	Authentication Identifier
	Transmit Multiple
	Body

	Octet String
	Variable unsigned integer
	Pattern Body

	If QoS property ‘MAL_AUTHENTICATION’ is TRUE
	If the interaction type is PUBLISH-SUBSCRIBE and the stage is Publish or Notify
	Repeated if multiple messages are transmitted


4.2 Primary Header Encoding

4.2.1 General
This section specifies the values to be assigned to the Space Packet primary header fields.
4.2.2 Version Number
The field ‘Version Number’ shall be assigned with the value ‘0’.

4.2.3 Type
The field ‘Type’ shall be assigned according to the MAL header fields ‘InteractionType’ and ‘InteractionStage’ as defined by the table [].

Table 4‑5Space Packet Type
	IP
	Stage
	Space Packet Type

	SEND
	Send
	Telecommand

	SUBMIT
	Submit

SubmitAck

SubmitError
	Telecommand

Telemetry

Telemetry

	REQUEST
	Request

RequestResponse

RequestError
	Telecommand

Telemetry

Telemetry

	INVOKE
	Invoke

InvokeAck

InvokeResponse

InvokeAckError

InvokeResponseError
	Telecommand

Telemetry

Telemetry

Telemetry

Telemetry

	PROGRESS
	Progress

ProgressAck

ProgressUpdate

ProgressResponse

ProgressAckError

ProgressUpdateError

ProgressResponseError
	Telecommand

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

	PUBSUB
	Register

Deregister

Publish Register

Publish Deregister

Register Ack

Deregister Ack

Publish Register Ack

Publish Deregister Ack
Publish

Publish Error

Notify
	Telecommand

Telecommand

Telecommand

Telecommand

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry


If a message is not allowed to be transmitted because of the Space Packet type then the error MAL::INTERNAL shall be raised.

4.2.4 Data field header flag

The field ‘Data Field Header Flag’ shall be assigned with the value 1.

4.2.5 Application Process ID (APID)

The field ‘APID’ shall be assigned according to the Space Packet Protocol specification (reference [3]).

4.2.6 Sequence Flags
The field ‘sequence flags’ shall be assigned by the Space Packet Protocol layer.

4.2.7 Sequence Count

The field ‘sequence count’ shall be assigned by the Space Packet Protocol layer.
4.2.8 Packet length

The field ‘Packet Length’ shall be assigned by the Space Packet Protocol layer..

If the number of octets in the packet data field is greater than 65 542 octets then the error MAL::INTERNAL shall be raised.

4.3 Secondary Header Encoding

4.3.1 General
This section specifies the values to be assigned to the Space Packet secondary header fields.
4.3.2 CCSDS Secondary Header Flag
The field ‘CCSDS secondary header flag’ shall be assigned with the value ‘1’.

4.3.3 Version Number
The field ‘version number’ shall be assigned with the value ‘0’.
4.3.4 Other Fields

The other fields shall be assigned according to the MAL header mapping.

4.4 User Data Field Encoding

4.4.1 General
This section specifies the values to be assigned to the Space Packet user data field parameters.

4.4.2 MAL Header Parameters
The parameters ‘QoS’, ‘Session’, ‘Priority’, ‘Network Zone’, ‘Session Name’, ‘Domain Identifier’ and ‘Authentication Identifier’ shall be assigned according to the MAL header mapping.

4.4.3 Transmit Multiple
If the interaction stage is PUBLISH-SUBSCRIBE and if the stage is Publish or Notify then the parameter ‘Transmit Multiple’ shall be assigned with the number of multiple messages to be transmitted in the same Space Packet.
4.4.4 User data

If a single MAL message is transmitted then the parameter ‘Body’ shall be assigned with the encoded message body.
If multiple MAL messages are transmitted then the parameter ‘Body’ shall be repeated and assigned with the body of each message in the same order as the transmitted multiple messages.
4.5 MAL Header Mapping

4.5.1 General
This section specifies how the MAL header fields are mapped to a Space Packet.
4.5.2 URIFrom

The field ‘URIFrom’ shall be encoded in the following fields:

a) the field ‘APID’ of the primary header;

b) the field ‘Source Identifier’ of the secondary header.

The value of ‘URIFrom’ shall be a URI built from the fields according to the following format:

malspp:<APID>/<Source Identifier>

If the ‘URIFrom’ is not well-formed then the error MAL::INTERNAL shall be raised.

4.5.3 URITo

The field ‘URITo’ shall be encoded in the following fields:

a) the field ‘APID’ of the primary header;

b) the field ‘Destination Identifier’ of the secondary header.

The value of ‘URITo’ shall be a URI built from the fields according to the following format:

malspp:<APID>/<Destination Identifier>

If the field ‘URITo’ does not contain the same APID, Area and Service as the field ‘URIFrom’ then the error MAL::INTERNAL shall be raised.

If the ‘URITo’ is not well-formed then the error MAL::INTERNAL shall be raised.

4.5.4 AuthenticationId
If the QoS property ‘MAL_AUTHENTICATION’ is FALSE then the MAL header field ‘AuthenticationId’ shall not be encoded.

If the QoS property ‘MAL_AUTHENTICATION’ is TRUE then the MAL header field ‘AuthenticationId’ shall be encoded in the parameter ‘Authentication Identifier’ of the user data field.

4.5.5 Timestamp
The field ‘Timestamp’ shall be encoded according to the format given by the QoS property ‘APPL_TIME_CODE’.

If the QoS property ‘APPL_TIME_CODE’ is not specified then the field ‘Timestamp’ shall not be encoded.

NOTE:

The reference time of the packet, expressed in either the CUC or CDS format (as defined in CCSDS 301.0-B-4, see [9]). The choice between CUC and CDS formats and the resolution of the timestamp field can vary from mission to mission and even between different application processes. For some missions or application processes, this time field may even not be present. The presence or absence of the field and its encoding are explicitly defined by the QoS property APPL_TIME_CODE.

If the CDS format is used then the standard CCSDS epoch of 1958 January 1 shall be applicable, see CCSDS 301.0-B-4 (reference [9]).

4.5.6 QoSlevel
If the QoS property ‘COMPACT_MAL_HEADER’ is TRUE then the MAL header field ‘QoSlevel’ shall not be encoded.

If the QoS property ‘COMPACT_MAL_HEADER’ is FALSE then the MAL header field ‘QoSlevel’ shall be encoded in the parameter ‘QoS’ of the user data field.

4.5.7 Priority

If the QoS property ‘COMPACT_MAL_HEADER’ is TRUE then the MAL header field ‘Priority’ shall not be encoded.

If the QoS property ‘COMPACT_MAL_HEADER’ is FALSE then the MAL header field ‘Priority’ shall be encoded in the parameter ‘Priority’ of the user data field.

4.5.8 Domain

If the QoS property ‘COMPACT_MAL_HEADER’ is TRUE then the MAL header field ‘Domain’ shall not be encoded.

If the QoS property ‘COMPACT_MAL_HEADER’ is FALSE then the MAL header field ‘Domain’ shall be encoded in the parameter ‘Domain Identifier’ of the user data field.

4.5.9 NetworkZone
If the QoS property ‘COMPACT_MAL_HEADER’ is TRUE then the MAL header field ‘NetworkZone’ shall not be encoded.

If the QoS property ‘COMPACT_MAL_HEADER’ is FALSE then the MAL header field ‘NetworkZone’ shall be encoded in the parameter ‘Network Zone’ of the user data field.

4.5.10 Session

If the QoS property ‘COMPACT_MAL_HEADER’ is TRUE then the MAL header field ‘Session’ shall not be encoded.

If the QoS property ‘COMPACT_MAL_HEADER’ is FALSE then the MAL header field ‘Session’ shall be encoded in the parameter ‘Session’ of the user data field.

4.5.11 SessionName

If the QoS property ‘COMPACT_MAL_HEADER’ is TRUE then the MAL header field ‘SessionName’ shall not be encoded.

If the QoS property ‘COMPACT_MAL_HEADER’ is FALSE then the MAL header field ‘Session’ shall be encoded in the parameter ‘Session’ of the user data field.
4.5.12 ServiceArea

The MAL header field ‘ServiceArea’ shall be encoded in the field ‘Area’ of the secondary header.

4.5.13 Service

The MAL header field ‘Service’ shall be encoded in the field ‘Service’ of the secondary header.

4.5.14 Service version
The MAL header field ‘ServiceVersion’ shall be encoded in the field ‘Service Version’ of the secondary header.

4.5.15 Operation

The MAL header field ‘Operation’ shall be encoded in the field ‘Operation’ of the secondary header.
4.5.16 Interaction type and stage

If the Space Packet is a telecommand then the MAL header fields ‘InteractionType’ and ‘Stage’ shall be encoded in the secondary header field ‘SDU type’ according to the table [].

Table 4‑6 Telecommand SDU types
	IP
	Stage
	SDU type

	Send
	Initial
	0

	Submit
	Initial
	1

	Request
	Initial
	2

	Invoke
	Initial
	3

	Progress
	Initial
	4

	Pub/Sub 
	Register
	5

	Pub/Sub 
	Deregister
	6

	Pub/Sub 
	Publish Register
	7

	Pub/Sub 
	Publish Deregister
	8


If the Space Packet is a telemetry then the MAL header fields ‘InteractionType’ and ‘Stage’ shall be encoded in the secondary header field ‘SDU type’ according to the table [].

Table 4‑7 Telemetry SDU types

	IP
	Stage
	SDU type

	Submit
	Ack
	0

	Request
	Response
	1

	Invoke
	Ack 
	2

	Invoke
	Response
	3

	Progress
	Ack
	4

	Progress
	Update
	5

	Progress
	Response
	6

	Pub/Sub 
	Register Ack
	7

	Pub/Sub 
	Deregister Ack 
	8

	Pub/Sub 
	Publish Register Ack
	9

	Pub/Sub 
	Publish Deregister Ack
	10

	Pub/Sub 
	Publish
	11

	Pub/Sub 
	Publish Error
	12

	Pub/Sub 
	Notify
	13


If the Space Packet type does not allow the translation of the MAL header fields ‘InteractionType’ and ‘Stage’ into an ‘SDU type’ then the error MAL::INTERNAL shall be raised.
4.5.17 IsError

The MAL header field ‘IsError’ shall be encoded in the field ‘IsError’ of the secondary header.

4.5.18 Transaction identifier

If the interaction type is not SEND then the MAL header field ‘TransactionId’ shall be encoded in the field ‘Transaction Identifier’ of the secondary header.

4.6 Encoding Patterns
4.6.1 General

An encoding pattern is a function that translates a MAL::Element into a sequence of encoded parameters. This translation is defined in a generic and modular way:

a) “generic” means that the encoding format is not specifically defined for every data structure and every usage context; it is generated by applying the generic patterns to the data structure to be encoded in a specific usage context;
b) “modular” means that the encoding patterns are defined by isolating every MAL data type pattern and specifying the encoding format for each of them.

An encoding pattern can delegate to another pattern the generation of a part of the encoding format: a pattern is a graph of patterns with potential cycles.

Two different notations are used to define the encoding patterns:

a) a grammar similar to Backus-Naur Form (BNF) with textual comments indicating how the grammar is to be applied; each encoding pattern is described by a rule; it is necessary to specify how options and choices shall be made for each rule;
b) a tabular notation as usually employed for describing encoding formats; this tabular notation is comprised of three levels:

1) the name of an encoded parameter;
2) the encoding type (PTC/PFC or the name of the pattern to apply);
3) the condition the parameter is encoded or for lists, the number of times the encoded parameter appears.

The grammar notation enables to easily express the whole generic encoding algorithm. But it is less adapted for describing more static encoding format. The tabular notation is then more clear and easier to use.

The following notation has been chosen for the grammar rules:

a) rule names appear in angle brackets;

b) terminal values appear in bold.

The whole grammar is shown below:

<body> ::= (<nullable-element> | <element>)*

<nullable-element> ::= null-tag [<element>]

<element> ::= <abstract-attribute> | <abstract> | <final>

<abstract> ::= short-form <final>

<abstract-attribute> ::= attribute-tag <attribute>

<final> ::= <attribute> | <enumeration> | <list> | <composite>

<composite> ::= (<field>)*

<field> ::= < nullable-element > | <element>

<list> ::= list-length (<nullable-element>)*
The patterns are defined in the following sections.

4.6.2 Body

This pattern shall be applied to encode a MAL message body.

The following grammar rule shall be applied:

<body> ::= (<nullable-element> | <element>)*

If the body declared by the operation is empty then nothing shall be encoded.

The choice between the patterns NullableElement and Element shall be done for every element in the body according to the interaction type and the flag ‘isError’ as shown by the table [].

Table 4‑84 TC  \f T "‑9
Body Element Pattern Choice"
: Body Element Pattern Choice
	Interaction type
	IsError
	Body element pattern

	Pub/Sub
	-
	Element

	Not Pub/Sub
	False
	NullableElement

	*
	True
	Element


4.6.3 Nullable Element

This pattern shall be applied to encode a MAL::Element that can be assigned with the value NULL.

The following grammar rule shall be applied:

<nullable-element> ::= null-tag [<element>]

The NULL tag shall be encoded as a Boolean (PTC = 1).

If the element is NULL then the Boolean TRUE shall be encoded.

If the element is not NULL then the encoded parameters shall be:

a) the Boolean FALSE;

b) the element encoded through the pattern Element.

The encoding format shall be:

	Null tag
	Element

	Boolean (PTC = 1)
	Pattern Element

	
	If the Null tag is assigned with the value FALSE


NOTE: 

The NULL value could be encoded in a specific way depending on the element type. But it would break the modularity of the encoding format. The modularity may be useful when encoding data using already encoded data.

4.6.4 Element

This pattern can be applied to encode any MAL::Element.

The following grammar rule shall be applied:

<element> ::= <abstract-attribute> | <abstract> | <final>

If the declared type of the element is MAL::Attribute then the pattern AbstractAttribute shall be applied.

If the declared type of the element is MAL::Element, MAL::Composite or an abstract composite then the pattern Abstract shall be applied.

If the declared type of the element is final then the pattern Final shall be applied.

NOTE: 

Only the last message body element is allowed to be typed MAL::Element, MAL::Composite or an abstract composite type. So the pattern Abstract can only be applied to the last element of a message body.

4.6.5 Abstract

This pattern shall be applied to encode an element which declared type is abstract.

The following grammar rule shall be applied:

<abstract> ::= short-form <final>

The short form value shall be assigned with the short form of the element.
The short form of the element shall be computed as follows:

a) the absolute short form shall be a long integer;

b) the area number shall be shifted to the left most position of the absolute short form: bits 48 to 63;

c) the service number shall be shifted to the left of the absolute short form after the area number: bits 32 to 47;

d) the relative type shall be assigned to the right most position of the absolute short form: bits 0 to 31.
The short form shall be encoded as an unsigned integer (PTC = 3, PFC = 16).

The encoding format shall be:

	Short form
	Element

	Unsigned integer 

(PTC = 3, PFC = 16)
	Pattern Final


4.6.6 Abstract Attribute
This pattern shall be applied to encode an abstract attribute.

The following grammar rule shall be applied:

<abstract-attribute> ::= attribute-tag <attribute>
The attribute tag shall be encoded as an unsigned 8 bits integer (PTC = 4, PFC = 4).
The attribute tag value shall be assigned with the relative short form of the attribute minus 1 in order that the tag starts from zero.
4.6.7 Final
This pattern shall be applied to encode:

a) an element which declared type is not abstract;

b) an element which declared type is abstract and which type has been resolved from its short form.

The following grammar rule shall be applied:

<final> ::= <attribute> | <enumeration> | <list> | <composite>

The choice shall be made according to the type of the element:

a) if the type is a MAL attribute then the pattern Attribute shall be applied;

b) if the type is a MAL enumeration then the pattern Enumeration shall be applied;

c) if the type is a MAL list then the pattern List shall be applied;

d) if the type is a MAL composite then the pattern Composite shall be applied.

4.6.8 Enumeration
This pattern shall be applied to encode an element which declared type is MAL::Enumeration.

The encoded value shall start at zero and be incremented by 1 for each element of the enumeration.

If the enumeration size is smaller or equal to 256 then the encoding format shall be the same as the MAL::UOctet encoding format.

If the enumeration size is greater than 256 and smaller or equal to 65536 then the encoding format shall be the same as the MAL::UShort encoding format.

If the enumeration size is greater than 65536 then the encoding format shall be the same as the MAL::UInteger encoding format.

4.6.9 Composite
This pattern shall be applied to encode a MAL composite.
The following grammar rule shall be applied:

<composite> ::= (<field>)*

The composite shall be encoded by applying the pattern Field to every field declared in the composite type definition.

The fields shall be encoded in the same order as they are declared.

If the composite inherits from another composite structure, the Composite pattern shall be applied first to the inherited composite and then to the composite.

4.6.10 Field
The following grammar rule shall be applied:

<field> ::= <nullable-element> | <element>

If the value of the attribute ‘canBeNull’ in the field declaration is TRUE then the pattern NullableElement shall be applied.

 If the value of the attribute ‘canBeNull’ in the field declaration is FALSE then the pattern Element shall be applied.
4.6.11 List
This pattern shall be applied to encode an element which declared type is a MAL list.

The following grammar rule shall be applied:

<list> ::= list-length (<nullable-element>)*
The list length value shall be assigned with the length of the list.
The pattern NullableElement shall be applied to every element contained in the list.

The encoding format shall be:

	List length
	Element

	Unsigned variable integer

(PTC = 11, PFC = 2)
	Pattern NullableElement

	
	Repeated for every element in the list


4.6.12 Attribute
This pattern shall be applied to encode an element which declared type is a MAL attribute.

A dedicated encoding format is defined for each attribute type:
a) a Blob shall be encoded as a variable length octet-string (PTC = 7, PFC = 0);

b) a Boolean shall be encoded as a boolean (PTC = 1);

c) a Duration shall be encoded as a Relative time (PFC = 10) with a PFC given by the QoS property DURATION_FORMAT CODE;

d) a Float shall be encoded as a real (PTC = 5, PFC = 1, 32 bits);

e) a Double shall be encoded as a real (PTC = 5, PFC = 2, 64 bits);

f) an Identifier shall be encoded  in the same way as a String;

g) an Octet shall be encoded as a signed integer (PTC = 4) with a PFC equal to 4 (8 bits);

h) a UOctet shall be encoded as an unsigned integer (PTC = 3) with a PFC equal to 4 (8 bits);

i) a Short shall be encoded as a signed variable integer (PTC = 12) with a PFC equal to 1;

j) a UShort shall be encoded as an unsigned variable integer (PTC = 11) with a PFC equal to 1;

k) an Integer shall be encoded as a signed variable integer (PTC = 12) with a PFC equal to 2;

l) a UInteger shall be encoded as an unsigned variable integer (PTC = 11) with a PFC equal to 2;

m) a Long shall be encoded as a signed variable integer (PTC = 12) with a PFC equal to 3;

n) a ULong shall be encoded as an unsigned variable integer (PTC = 11) with a PFC equal to 3;

o) a String shall be encoded as a Character-string parameter (PTC = 8);

p) a Time shall be encoded as an absolute time (PTC = 9) with a PFC given by the QoS property TIME_FORMAT CODE;

q) a FineTime shall be encoded an absolute time (PTC = 9) with a PFC given by the QoS property FINE_TIME_FORMAT_CODE;

r) a URI shall be encoded as a Character-string parameter (PTC = 8).
ANNEX A 

[SECURITY, SANA, AND PATENT CONSIDERATIONS]

[Informative]
A1 SECURITY CONSIDERATIONS

This annex subsection discusses various aspects of security with respect to the MAL Space Packet Binding protocol.
A1.1 SECURITY BACKGROUND

The following security aspects are typically separated:

a) data and data origin authentication: corroboration of the source of information that is contained in a message;

b) authorization: conveyance, to another entity, of official sanction to do or be something;

c) confidentiality: keeping information secret from all but those who are authorized to see it;
d) integrity: detecting that information has not been altered by unauthorized or unknown means.
The MAL Space Packet Binding protocol is not responsible for ensuring all these security aspects. However it has to fulfill the security criteria expected by the MAL layer from every transport binding. These criteria are:
a) the transport layer is responsible for the transmission of the authentication identifier assigned by the MAL layer to every consumer;

b) the transport layer has to provide authentication, confidentiality and integrity of the transmitted messages.

A1.2 SECURITY CONCERNS

Authentication of the consumers is done above the MAL layer through a specific service that enables a consumer to get an authentication identifier. The meaning of that authentication identifier is dependent on the security system used for the deployment. This identifier must allow the MAL Access Control implementation to perform a lookup for authorization purposes.
The authentication identifier is conveyed by the Space Packet Binding in the parameter ‘Authentication Identifier’ of the Space Packet user data field. However this parameter may be omitted as it is optional.
Authorization is done by the MAL Access Control that performs any required authorization checks and converts the consumer identifier into technology dependent security credentials.
It is assumed that message authentication and confidentiality are provided beneath the Space Packet Protocol layer and are transparent to the Space Packet Binding and above. As a consequence once a message rises above the Space Packet Protocol layer, the message has been authenticated and all encryption has been removed.
Integrity is ensured by the Space Packet Protocol through the Packet Error Control field. However the protocol that conveys the Space Packets can also define an error control field.
A1.3 POTENTIAL THREATS AND ATTACK SCENARIOS

Potential threats and attack scenarios depend on the layer that is beneath the Space Packet Protocol because this is the layer that defines the security algorithms ensuring authentication, confidentiality and integrity.
A1.4 CONSEQUENCES OF NOT APPLYING SECURITY

The only security aspect that may not be applied is the transmission of the authentication identifier in the Space Packet user data field. If the authentication identifier is not transmitted by the Space Packet Binding then delivered messages may be rejected by the MAL Access Control.
A2 SANA CONSIDERATIONS

The recommendations of this document request SANA to add the name “malspp” in the registry dedicated to the protocol names used by MAL technology bindings.
A3 PATENT CONSIDERATIONS

No patents are known to apply to this Recommended Standard.
